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Process-Oriented        

Ad-Hoc Networking 
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SPIDER: Security system for Public Institutions in Disastrous Emergency scenaRios 



Showcase 1:  

Real Time Video Transmission Enabled  

by the Intelligent Coupling 
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o PASER: Position Aware Secure and 

Efficient mesh Routing 

o IAA: Interference Avoidance Algorithm 

 

 

 

Key Innovations: 
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Overview of Network Setup 
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WiFi Protected Access 2 ï WPA2 Secure Routing Framework ï PASER Virtual Private Network ï VPN 
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Source: http://www.liquidimageco.com 



Secure TETRA-IP  

Group Communication 



Secure Linkage of 

Non-Interoperable 

Technologies  

Secure and Efficient Linkage of Two  

Different Worlds: TETRA and IP 

o Dynamic and Efficient 

Key Management 

o Novel TETRA-over-IP 

Solution 

o BOSChat: Secure Group 

Communication 

 

 

 

Dynamic  

Distribution of Group 

Keys using QR Codes 

HISEC 

HISEC: Highly-Secure Efficient Out-of-Band Over-the-Air Group Key Management 
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Key Innovations: 



Showcase 2: Volunteers Joining  

TETRA Group Communication using their Smartphones 

Secure Trunked Network: TETRA 
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Showcase 2 (Optional): Key Refreshment 

Secure Trunked Network: TETRA 
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Push NEW Key in QR-Code Format 
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