SeclnCoRe

SECURE DYNAMIC CLOUD FOR
INFORMATION, COMMUNICATION AND RESOURCE INTEROPERABILITY
BASED ON PAN-EUROPEAN DISASTER INVENTORY

Deliverable 5.3 Validation strategy and first functional evaluation
model of communication system concept

Ivan Cucco?!, Simona De Rosa', Antonella Passani', Alexander Georgievz' Jens Pottebaum?,
Christina Schafer 3, Torben Sauerland®, Katrina Petersen®, loannis Danilidis °

T6 Ecosystems’, CIoudSigmaz, University of Paderborn®,
Lancaster University*, Centre for Security Studies®

March 2016
Work Package 5

Project Coordinator
Prof. Dr.-Ing. Rainer Koch (University of Paderborn)

7th Framework Programme
for Research and Technological Development
COOPERATION

SEC-2012.5.1-1 Analysis and identification of security systems
and data set used by first responders and police authorities

* X %
e *
* *

* *
* 4 K




D5.3 Validation Strategy, -
Version 2 (ic) @S@@E@C@R@

Public deliverable

Public
Due date 28/02/2016
Sent to coordinator 07/03/2016
No. of document D.5.3

Name Validation strategy and first functional evaluation
model of communication system concept

Type Deliverable

Status & Version V2

No. of pages 193

Work package 5

Responsible T6 ECO

Further contributors

University of Paderborn (C.1.K.), Lancaster University
(ULANC), Centre for Security Studies (KEMEA)

Authors Ivan Cucco, T6ECO
Simona De Rosa, T6ECO
Antonella Passani, T6 ECO
Alexander Georgiev, CS
Jens Pottebaum, UPB
Christina Schafer, UPB
Torben Sauerland, UPB
Katrina Petersen, ULANC
loannis Danilidis, KEMEA
Keywords Validation, evaluation, common information space
demonstrator
History Version Date Author Comment
V0.1 15/07/2015 T6 ECO Table of content, first version
V0.2 23/11/2015 T6 ECO Draft for review
V0.3 12/02/2016 T6 ECO Draft for internal review
V0.4 15/02/2016 CS Contribution from CS
V0.5 18/02/2016 UPB-BAPCO Comments from the internal review
V0.6 25/02/2016 ULANC First part of monitoring comments
V0.7 26/02/2016 ULANC Second part of monitoring comments
V0.8 26/02/2016 CS Contents from CS
V0.9 28/02/2016 T6 ECO Draft for final internal review




D5.3 Validation Strategy, o~
- Version 2 (ic) @S@@E@C@R@

Public deliverable

Vv0.10 29/02/2016 T6 ECO Review received by partners

Vv0.11 1/03/2016 T6ECO Draft sent to the all the consortium for
feedback

V1 03/03/2016 T6ECO First delivery to the coordinator

V2 07/03/2016 T6ECO Second delivery to the coordinator

The research leading to these results has received funding from the European
Union Seventh Framework Programme (FP7/2007-2013) under grant agreement
n°607832.



Authors

CIoudSigma(\

‘L(‘ UNIVERSITAT PADERBORN
Die Universitat der Informationsgesellschaft

cle

Lancaster E=3
University ##

D5.3 Validation Strategy, p
Version 2 (ic)

&) SecImCoRe

Public deliverable

T6 Ecosystems
Via Genova 30
00184 Rome
Italy

CloudSigma

University of Paderborn

Centre for Mobilities
Research

Department of Sociology
Lancaster University
LA1 4YD

UK

Center for Security Studies
(KEMEA)
P.Kanellopoulou 4

1101 77 Athens

Greece

Ivan Cucco

Email: i.cucco@t-6.it
Simona De Rosa
Email: s.derosa@t-6.it
Antonella Passani

Email: a.passani@t-.6.it

Alexandre Georgiev

Email:
alexander.georgiev@cloudsigma.co
m

Christina Schafer

Email: c.schaefer@cik.upb.de
Torben Sauerland

Email: sauerland@cik.upb.de
Jens Pottebaum

Email: pottebaum@cik.upb.de

Katrina Petersen
Email: k.petersen@lancaster.ac.uk

loannis Danilidis
i.daniilidis@kemea-research.gr


mailto:a.passani@t-.6.it
mailto:alexander.georgiev@cloudsigma.com
mailto:alexander.georgiev@cloudsigma.com
mailto:c.schaefer@cik.upb.de
mailto:pottebaum@cik.upb.de

D5.3 Validation Strategy, oy
- Version 2 (ic) @S@@EE@C@R@

Public deliverable

Reviewers
'&‘ University of Paderborn Christina Schafer
Smeerimeeon < |k Email: c.schaefer@cik.upb.de
14 Blandford Square, Paul Hirst
@RRSEH Newcastle upon Tyne’ Email: PaUIH|rSt@bapC00rQUK
Knowledge Exchange for Public Safety Communications NEl 4HZ
UK


mailto:c.schaefer@cik.upb.de

D5.3 Validation Strategy, 2
Version 2 (ic) \E}S@@E@C@R@

Public deliverable

Executive summary

This deliverable provides an overview of the methodology that is used in WP5 to
validate and evaluate SecIlnCoRe’s outcomes and impact; the validation and
evaluation process is described from a theoretical as well from a practical perspective.
The deliverable clarifies how the SecinCoRe Validation and Evaluation Strategy (VES)
combines elements of the E-OCVM validation framework with SEQUOIA (a
counterfactual evaluation methodology) in a coherent and structured methodological
framework that will drive the next steps of validation and evaluation. The E-OCVM
aims at answering the validation question “Are we building the right system?”; the
SEQUOIA methodology has been selected for evaluation and its aims is to assess the
socio-economic impact of the project (the difference that SecInCoRe makes in
comparison to current practices).

Taken together, these two robust and well-tested methodologies developed within
European Union (EU) projects provide the bases for validation and evaluation activities
structured around Demonstration Cases. Demonstration Cases are co-designed,
organised and run with the involvement external stakeholders. Demonstration Cases
follow a multiple-case embedded design in which evidence collected from different
Demonstration Cases will be aggregated and compared across relevant dimensions,
validation modules and impact areas.

The creation of Demonstration Cases is described within the document in its all major
components. The template that will support the creation of Demonstration Cases is
given in the Appendix 4: Demonstration Case Template. A timeline and a series of
Demonstration Cases has already been identified, and the corresponding
Demonstration Case Templates are reported in Chapter 6.

In order to run validation and evaluation activities, SMART indicators are derived from
the High-Level Requirements (HLR) stored in the live JIRA database. This on-going
effort has allowed linking the work done on WP4 about requirements with the work on
validation and evaluation activities undertaken within WP5. Each HLR is related to CIS
modules, SecInCoRe expected outcomes and SEQUOIA areas of impact thus
providing a description on how will be possible to validate it or evaluate it. These
definitions also take into account reflections and suggestions emerged from a first
phase of validation with project partners and with the Advisory Board.

Finally, this deliverable provides a concrete description of the Common Information
Space Demonstrator, both about concept and architecture. In addition, the document
contains the manual for the usage of the main reference implementations of
SecInCoRe.
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1 Introduction

SecinCoRe envisages a Common Information Space (CIS) for cooperation and
collaboration among all relevant stakeholders in all phases of crisis management
based on an intense interoperability analysis focusing on first responder organisations
and Police authorities. In line with this a methodology of validation and evaluation
tailored on project’s specification has been developed. This deliverable contains all
references needed to understand the adopted strategy for validation and evaluation.

Indeed, this deliverable provides an overview of the strategy that is used to validate
and evaluate the activities®, outputs®, outcomes® and impacts® of the SeclnCoRe
project. Starting from the proposed validation and evaluation strategies, the
Deliverable derives the plans for the first round of validation and evaluation activities
based on Demonstration Cases. In addition, it details the stakeholders, and the
different elements that will be involved in the execution of the validation and evaluation
strategy: the Pan European Inventory, the Common Information Space Demonstrator
(CISD), the manual for the first version of the Common Information Space (CIS) and
the documentation of Demonstration Cases.

Chapter 2 introduces the final SecInCoRe validation and evaluation strategy, noting
that the strategy will be further adapted as the concepts develop, mature and proceed
along the project life-cycle. Building upon work done in D5.2, Chapter 2 clarifies how
elements derived from the two validation and evaluation models that have been
selected as reference points for SecInCoRe (namely E-OCVM and SEQUOIA) are
combined in the final SecInCoRe validation and evaluation strategy. It will then explain
the key role that Demonstration Cases play in the validation and evaluation strategy.
Finally, a preliminary and on-going list of indicators related to the two performance
frameworks selected for the validation and evaluation strategy (the E-OCVM-based
Key Performance Areas (KPA)/Key Performance Indicators (KPI) framework for the
monitoring and validation of project objectives, and the multi-dimensional SEQUOIA
framework for the evaluation of expected socio-economic impacts) will be provided.
The Deliverable outlines the approach that will be used to relate individual indicators,
KPAs and SEQUOIA-based impact areas to the Common Information Space and
Common Emergency Information Space (CEIS) components identified in D4.2 as well
as to project requirements listed in the live JIRA system.

Chapters 3 to 5 introduce and document the current state of analysis or development
concerning three key elements involved in the preparation and execution of
Demonstration Cases: stakeholders, the CIS Demonstrator and the Manual for the
Common Information Space System.

Chapter 6 introduces the demonstration-based validation and evaluation activities
envisaged for the next months. The tools and procedures that will be used to prepare,
coordinate, monitor and run Demonstration Cases will be presented, together with a
first description of the associated data collection and reporting instruments. The

" The specific programs or actions that the project undertakes.

2 Tangible and intangible products and services that are the result of the project activities.

8 Specific changes in behaviors and affected by the delivery of the services and products created by the project.

* Benefits to the communities and society as a whole as a result of the project outcomes. Impacts are the net
difference made by an activity after the outputs interact with society and the economy.
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Chapter includes a number of Demonstration Case Templates for the preparatory
phase of different Demonstration Cases that have been identified as possible
candidates for runs of validation and evaluation in the following months. This validation
is based on several rounds of iterative formative evaluation through questionnaires,
focus groups, co-design workshops and Ethical and Privacy Impact Assessments.

Finally, Chapter 7 derives conclusions and briefly discusses the next steps.

1.1 Purpose of this document

This deliverable documents the strategy for the validation and evaluation of
SecInCoRe’s results (according to the DoW, T5.2).

Stakeholders

First Responders

Police Authorities Politics, Industry,

e Ul to SecInCoRe Cloudservices Research, Volunteers
e Visualize knowledge base/ inventory |gq—— __» * Interface to
data SecInCoRe
e Use of emergency services Cloudservices
e Upload and management of past e Derive test
disaster reports data

A A

)
‘ @ Network enabled communication (NEC)

Common Information Space (CIS)
Bridging between technologies and organisations

v v
Cloud Emergency Information System (CEIS
Knowledge Base (KB)
e Implementation of pan- Ry
Pan-European Inventory (PEI European Inventary
% e Database contains pan-
& European Inventory
e Datasets e Taxonomy e Provide interface to KB
e Processes e Handle service and information
e Information Systems f“ requests
e Business Models h"‘ e Aggregate data from knowledge base
e Ethical, legal, social and other
issues i ]
e Interdependencies

Figure 1. SecInCoRe Overview (See D4.1 for a description)

1.2 Validity of this document

This deliverable reflects the current state of the work on validation and evaluation; it is
based on literature review (documented with references) and experience gathered in
previous European research projects. The literature reviewed includes European
Commission (EC) reports and academic sources. The methodology has been
developed following two well-established approaches: E-OCVM methodology® and the
SEQUOIA® methodology for the impact assessment. Through the support of

® Available at; https://www.eurocontrol.int/sites/default/files/publication/files/e-ocvm3-vol-1-022010.pdf
® Available at: http://www.lse.ac.uk/media@Ise/research/SEQUOIA/SEQUOIA_D2.2b_final.pdf

10
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referenced documents, the strategy that will be used to validate and evaluate outputs,
outcomes and impacts of the SeclnCoRe project will be built. The planning of the
SecInCoRe validation and evaluation activities which are part of this report is based on
the state of the art of SecInCoRe development at the time of writing this report and
may need to be updated in the next months in order to maintain the alignment with
other WP developments.

1.3 Relation to other documents
This deliverable relates to the following foreground documents in the project:

[ 1] Grant Agreement (no. 607832) and Annex 1. - Description of Work

[ 2 ] Consortium Agreement

[ 3] D2.1 (WP-2) ‘Overview of disaster events, crisis management models and
stakeholders’

[4] D3.1 (WP-3) — ‘Setup Inventory Framework and specification of Research
Requirements’

[5] D4.1 (WP-4) — ‘Requirements Report’

[ 6] D4.2 (WP4)- Concept of Operation

[ 7] D5.2 (WP5)- Validation

Outputs:

[8] D.5.4 (WP-5) — ‘Validation Report and Final Evaluation Model of
Communication System Concept’ [in the form of T5.1/T5.2 input to T5.5

[9] D.5.5 (WP-5) — ‘Evaluation and Validation report for SecInCoRe
stakeholders’ [in the form of T5.5 input to T6.3]

[10] D6.3 (WP-6) — ‘Report and Evaluation on new Business Models’ [in the
form of T3.4/T3.3 input to T6.4]

1.4 Contribution of this document

The SecIinCoRe ‘Common Information Space’ concept is based on a ‘Pan-European
inventory’. This deliverable contributes a description of the strategy that is adopted for
the validation and evaluation of project achievements and expected impacts. In line
with this, this deliverable is linked transversally to all the Work Packages.

1.5 Target audience

D5.3 is public and it has three main target audiences. First of all, the SecInCoRe
project consortium. Since all project partners will be engaged in validation and
evaluation activities, it important for them to be aware of the requirements, processes
and objectives of the validation and evaluation strategy and to consider the indications
provided in this deliverable when planning future development activities. Secondly,
another target is the EC, which needs to understand how the SecinCoRe project
assures the constant evaluation of its activities and pays attention to monitoring the
continuing alignment of project activities with the DoW as well as with stakeholder
requirements. Finally, external parties such as other projects which need to
understand the methodological approach implemented and used by SecinCoRe.

11
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1.6 Glossary
Abbreviation | Expression Explanation
AAA Authentication, Abbreviation is used as a description of a
Authorization and | concept component and linked to security
Accounting issues
AB Advisory Board Advisory Board defined within the
consortium
CEIS Cloud Emergency | Emergency information system which can
Information System be accessed via internet.
CIS Common Information | Service-oriented  software  framework
Space facilitating complex systems
CISD Common Information | Demonstrator to make visible the CIS to
Space Demonstrator users
CISS Common Information | Concept to make visible the CIS to users
Space System
CLM Concept Lifecycle Module | Lifecycle concept described in E-OCVM
methodology
ConOps Concept of Operation Abbreviation is used as a description of a
concept component
DCP Demonstrator Case | Protocol for deriving demonstration cases
Protocol
DF Dortmund Fire Fire brigades based in Dortmund
Dow Description of Work The description of SecInCoRe project as
it has been approved by the EC.
E-OCVM European Operational | Methodology provided by an European
Control Validation | project for validation activities
Methodology
EASO European Asylum | European Union agency that plays a key
Support Office role in the implementation of the Common
European Asylum System
EC European Commission European body
ELSI Ethical legal social issues | Ethical and social challenges and
opportunities that arise in emergency
situations, especially with a view to the
use of ICT. Legal issues arising,
particularly around data protection,
liability, and responder safety
EU European Union Supranational Institution
EURODAC | European Dactyloscopie | European Database for fingerprints

12
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FR First Responder A first responder is an employee of an
emergency service who is likely to be
among the first people to arrive at and
assist at the scene of an emergency,
such as an accident, natural disaster, or
terrorist attack. First responders typically
include police officers, firefighters,
paramedics, and emergency medical
technicians.

FRONTEX European Agency for the | European Union Agency

Management of
Operational Cooperation
at the External Borders of
the Member States of the
European Union

FRS First Responder Service | Emergency services

GP General Practitioners Figure of emergency service

GUI Graphical User Interface | GUI is a type of interface that allows
users to interact with electronic devices
through graphical icons and visual
indicators such as secondary notation, as
opposed to text-based interfaces, typed
command labels or text navigation.

HPC Humanitarian Process | Process of emergency

Cycle

IAIA International Association | Association specialised in the study of

for Impact Assessment Impact Assessment

IDM Identity Management Identity management (IdM) describes the
management of individual principals,
their authentication, authorization, and
privileges within or across system and
enterprise boundaries with the goal of
increasing security and productivity while
decreasing cost, downtime and repetitive
tasks

IS Information sharing A computer Information System (IS) is a
system composed of people and
computers that processes or interprets
information.

KB Knowledge Base A knowledge base (KB) is a technology

used to store complex structured and

13



https://en.wikipedia.org/wiki/Emergency_service
https://en.wikipedia.org/wiki/Accident
https://en.wikipedia.org/wiki/Natural_disaster
https://en.wikipedia.org/wiki/Terrorist_attack
https://en.wikipedia.org/wiki/Police_officers
https://en.wikipedia.org/wiki/Firefighter
https://en.wikipedia.org/wiki/Paramedic
https://en.wikipedia.org/wiki/Emergency_medical_technician
https://en.wikipedia.org/wiki/Emergency_medical_technician
https://en.wikipedia.org/wiki/User_interface
https://en.wikipedia.org/wiki/User_%28computing%29
https://en.wikipedia.org/wiki/Human%E2%80%93computer_interaction
https://en.wikipedia.org/wiki/Computer_icon
https://en.wikipedia.org/wiki/Secondary_notation
https://en.wikipedia.org/wiki/Text-based_user_interface
https://en.wikipedia.org/wiki/Digital_identity
https://en.wikipedia.org/wiki/Access_control

D5.3 Validation Strategy,

Version 2 (ic) @S@@E@C@R@
Public deliverable
unstructured information used by a
computer system. In the SecInCoRe

context the knowledge Base is the
technical representation of the inventory

KPA Key Performance Area Areas in which need to be evaluated,
measured the success of an organization
KPI Key Performance | Indicators to measure the success of an
Indicator organization
LEA Law enforcement agents | A law enforcement agency (LEA) is any
agency which enforces the law.
LLRF Lancashire Local | Multi-agency partnerships made up of
Resilience Forum representatives from local public services
that aim to plan and prepare for localised
incidents and catastrophic emergencies
MCA Multi-criteria analysis Quanti-qualitative method to derive
analysis
MoU Memorandum of | Main document
Understanding
NEC Network enable | Abbreviation is used as a description of a
communication concept component and contains
everything dealing with communication
infrastructure and technical solutions in
this field
NGO Non-governmental Organisation that is neither part of
Organisation a government nor a conventional for-profit
business
OA Open Atrium Platform for enhancing sharing and
collaboration
OSF Open Semantic | Integrated software stack using semantic
Framework technologies for knowledge management
PD Past disaster Gathering of past disaster information
PD-DB Past Disaster Database Database containing information about
Past Disaster events
PPDR Public Protection and | This expression compromises the domain
Disaster Relief of all
first responder and police authorities and
is used in literature
RD Resilience Direct Secure web-based platform for the
resilience community to share information
among stakeholders
SEQUOIA Socio-Economic  Impact | Methodology for impact assessment

Assessment for Research

provided by the Sequoia European

14
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Projects project
SIS Schengen Information | Large-scale information system that
System supports external bord_er qontrol and law
enforcement cooperation in the Schengen
States
SMART Specific, Measurable, | Defined categories to measure items.
Achievable, Relevant and
Time-bound
SME Small / Medium | Businesses sized according to staff head-
Enterprises count and financial turnover (EU
definition)
SMwW Semantic Media Wiki Open-source extension of Media Wiki that
lets store and query data
UNHCR Office of the United | UN Agency for refugees
Nations High
Commissioner for
Refugees
VES Validation and evaluation | Abbreviation to indicate the strategy for
strategy both validation and evaluation
VIS Visa Information System | System that allows Schengen States to
exchange visa data
WP Work Package Work packages are defined steps in the
DoW (see above) in order to achieve the
project objectives
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2 SecInCoRe validation and evaluation strategy

2.1 Overview of the final methodology

The SecIinCoRe Validation and Evaluation Strategy (VES) combines elements of the
E-OCVM validation framework with SEQUOIA, an evaluation-oriented methodology
(D5.2, pp. 21). The SEQUOIA methodology’ (Passani et al., 2014) has been selected
for the evaluation phase, since it provides a flexible multi-criteria approach to the
evaluation of quantifiable and non-quantifiable socio-economic impacts along the
impact value chain through counter-factual assessments methods (D5.2, pp.22).

In line with this, SecinCoRe VES is based on the triangulation of evidence concerning
project impacts and outcomes concurrently generated by two robust and well-tested
methodologies developed within European Union (EU) projects. The aim of this
Deliverable is to combine the two approaches into a coherent, valid and consistent
validation and evaluation strategy. The relatively advanced stage of maturity already
attained by most SecInCoRe concepts offers the opportunity (and at the same time
presents us with the challenge) to tailor the application of both methodologies to the
requirements of SeclnCoRe’s validation and evaluation objectives. First attempts in
this direction have however revealed a considerable degree of overlap between the
two methodologies in terms of their selection of indicators and definition of impact
areas, thus requiring a further clarification of the respective scope of application within
the overall evaluation and validation strategy.

The nature of SecinCoRe as an emergent socio-technical system calls for an
emphasis on user-based validation and evaluation activities, an approach that is fully
compatible with both E-OCVM and SEQUOIA. Since the expected outcomes and
impacts of SecInCoRe are not separable from the end-users’ own interpretation and
creative adaptation of the possibilities implied in projects outputs, the boundary
between validation and evaluation activities (the former being address through an
adaptation of E-OCVM, the latter through an adaptation of SEQUOIA) is in this case
bound to change as the SecinCoRe concept moves further along its lifecycle. As will
be further discussed in subsequent sections, elements of both methodologies merge in
the design, execution and analysis of Demonstration Cases. In order to ensure the
validity of conclusions derived from Demonstration Cases, it is therefore particularly
important to clarify at this stage the respective contributions and objectives of the two
approaches and combine them under a unified validation and evaluation design.

Consistently with the view expressed in the E-OCVM manual (EUROCONTROL, 2010,
pp.23), we accept that “the overall purpose of a validation strategy is to ensure that a
validation programme or project fulfils its functions. It does this by ensuring that there
is a common understanding of the set of shared principles and practices, which are to
be used to structure and organise activities throughout concept development and
validation to progress the maturity of the concept through to implementation [...].
These must be shared or applied by all validation activities covered by the validation
strategy to produce the coherent and consistent results needed if an adequate

! Passani, A., Monacciani, F., Van Der Graaf, S., Spagnoli, F., Bellini, F., Debicki, M., & Dini, P. (2014). SEQUOIA:
A methodology for the socio-economic impact assessment of Software-as-a-Service and Internet of Services
research projects. Research Evaluation, 23(2), 133-149.
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validation of the target concept is to be achieved”. One of the main aims of this
Validation and Evaluation Strategy document is therefore to establish and maintain a
shared understanding of how principles, practices and approaches derived from E-
OCVM and SEQUOIA will interact and will be adapted to the specific needs of
SecInCoRe.

Finally, and again consistently with the E-OCVM approach, the validation and
evaluation strategy document will be maintained and updated throughout the project
as a living document. As more evidence is gathered and concepts reach higher
degrees of stability and maturation, the validation and evaluation strategy will be
revisited and updated. This reflects the iterative and incremental nature of both the E-
OCVM and SEQUOIA methodologies. A constantly updated version of the Validation
and Evaluation Strategy (VES) will be made available to all project partners and stored
in Open Atrium (OA) in order to be always visible to all and updated.

2.1.1 Describing validation

According to the E-OCVM manual (EUROCONTROL, 2010, p.58), whereas
verification deals with answering the question “Are we building the system right?”,
validation is defined as the range of activities that answer the question “Are we
building the right system?” In other words, validation is concerned with assessing the
concept’s fitness for purpose.

The strategy established by T6 ECO to validate the main outcomes of the project is
modelled upon key elements of the E-OCVM framework (the Structured Planning
Framework and the Case-Based Approach) and entails two concurrent methods:

e a regular and ongoing internal validation process with project partners and
Advisory Board members through consultations and seminars;

e external validation with selected end-users through Demonstration Cases in
which specific parts of the SecInCoRe concept are exposed to end-users for
shorter or longer periods of time. In collaboration with these users, the
SecInCoRe team will formulate Scenarios and Use Cases that identify a range
of challenges related to realistic work practices of multi-agency and cross
border collaboration’. The SecInCoRe team will then prepare Demonstrator
Implementations that will allow users to try and address the scenario-related
challenges using the opportunities offered by SeclnCoRe. Quantitative and
qualitative data will be collected from end-users before, during and after each
Demonstration Case to assess SeclnCoRe’s fitness for purpose.

Although this Deliverable presents the results of previous rounds of internal validation,
it specifically focuses on the definition of a general strategy for designing, organizing,
running and analyzing Demonstration Cases. With relation to the EOCVM Structured
Planning Framework (SPF), identified in the DoW as “the most relevant perspective for
validation in SecIinCoRe”, the work reported in this Deliverable covers the following
step:

e Step 1: Set Validation Strategy. This step identifies stakeholders, issues, aims,

objectives, indicators, cost-benefit mechanisms and expected outputs of the
validation process.
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An updated identification of stakeholders is reported in Chapter 3. A first detailed
identification of issues, objectives and expected outputs for validation is generated
using a “top-down approach” starting from the modules of the CIS Specification as
detailed in the CIS Concept Documentation presented in D4.2 (Figure 2). The
validation objectives and a first list of quantitative and qualitative indicators for each
module are further defined on the basis of the list of requirements reported in the JIRA
system (D4.2, pp.34) (hereafter JIRA requirements), that are being reviewed from a
validation perspective in order to derive associated SMART indicators (D4.2, pp. 21
and pp. 38) and at the same time are being aligned to the updated definition of CIS
Specification modules. Validation objectives derived from the CIS Specification
modules and from JIRA requirements are compared to (and where necessary
supplemented by) the list of validation objectives generated through previous
consultations with project partners and Advisory Board members.

In terms of indicators and cost-benefit indicators, validation will be based primarily on
data and evidence collected during Demonstration Cases. As indicated in the E-OCVM
approach, the SecInCoRe concept will be assessed with reference to an updated
performance framework that, although building upon the KPAs originally identified in
the DoW (Operational procedures, Efficiency, Capacity, Economic Considerations),
more accurately reflects the current definition of SeclnCoRe’s high-level objectives.

The allocation of issues, objectives and expected outputs to CIS Specification Modules
(Figure 2) and the necessity to further break down JIRA requirements in sub-tasks
associated to SMART indicators for validation purposes will be discussed with project
partners. A first example of the work being undertaken is provided in Section 2.1.7.

In this Deliverable, we also start to collect and organise evidence, plans and guidelines
for the following step of the SPF:

e Step 2: Determine the Activity Needs. This step plans a validation activity
defined in the validation work plan and captures all the detailed exercise needs.

With regard to Step 2, Chapter 6 presents the tools developed to date to ensure that
validation activities are consistent with the overall validation and evaluation strategy,
and details the status of preparatory activities for a first validation activity based on
Demonstration Cases.
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Figure 2. CIS Specification Modules (from D4.2)

2.1.2 Describing evaluation

According to the definition provided by the International Association for Impact
Assessment (IAIA), impact is “the difference between what would happen with the
action and what would happen without it®”. The evaluation strategy proposed for
SecInCoRe (D5.2, pp. 25) intends to estimate the socio-economic impact of the project
responding to questions such as:

o What is the difference SecInCoRe project makes?
o Why is SecIinCoRe relevant and for whom?
o How much difference does SecInCoRe make?

Given that the actual impact of the project is only to a very limited extent directly
observable in the course of the project lifecycle, and at the same time only to a partial
extent quantifiable in terms of purely economic indicators, any attempt at answering
these questions requires a focus on expected impacts assessed on multiple
dimensions. The SEQUOIA methodology (Passani et al., 2014) assesses the impact of
a project through the adoption of counterfactual methods based on the comparison of
so-called zero scenarios (the current practice) with a future scenario in which

8 Available at http://www.iaia.org/uploads/pdf/What_is_IA_web.pdf
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SecIlnCoRe has been adopted, and estimates the expected project impacts by
combining multiple quantifiable and non-quantifiable dimensions.

The use of the term scenario in both the Demonstration Case approach and in the
SEQUOIA counterfactual methodology may generate some confusion. It is important
to keep in mind that, in the context of the Demonstration Case approach, the term
scenario refers to a narrative co-generated with end-users aimed at identifying a
hypothetical operational situation that provides the background for the challenges end-
users involved in a Demonstration Case have to face. In the context of the
counterfactual SEQUOIA approach, zero-scenario refers instead to the status quo:
how would end-users respond to a challenge in the current situation? The zero-
scenario is used as a baseline against which to calculate or assess the improvement
that SecinCoRe is expected to make. In order to avoid confusion, in the remainder of
the Deliverable we will use the term Demonstration Scenario to refer to the scenarios
collaboratively developed with end-users for validation and evaluation activities; Zero
Scenarios to refer to the baseline scenario used in SEQUOIA evaluation (based on
current practices); and Evaluation Scenario to refer to a future situation in which the
SecInCoRe concept has been fully developed and integrated into crisis management
practices (the situation whose impact SEQUOIA evaluation activities intend to asses).

The main steps envisaged in the SEQUOIA process are:
e mapping the area of the impact;
e describing the current situation (without the adoption of SecinCoRe);

e describing the counterfactual scenario with the introduction of
SecInCoRe;

e exercising final assessment analysis though a multi-criteria and multi-
dimensional description of SeciInCoRe impacts.

The first step for the application of the methodology is the identification of relevant
stakeholders. From a methodological perspective, the term stakeholder refers to the
group of people or organisations directly impacted by the introduction of the
innovation. Once the main stakeholders are identified, the main areas of impact are
then defined. Then, the methodology envisages the description of the zero scenario, in
other words, of the situation prior to SeclnCoRe’s implementation.

When the project has produced relevant outputs, it is possible to describe how the
situation changes with the implementation of the SecInCoRe concept. In this phase,
qualitative evaluation is augmented by indicators and variables that help in quantifying
benefits and changes where this is meaningful; a description of the indicators derived
from the SEQUOIA methodology for the SecinCoRe concept is provided in Appendix
1.

Finally, though a multi-criteria analysis, qualitative and quantitative data are discussed
and analysed to estimate the impact that SecInCoRe has produced. Results from the
evaluation activity will contribute to the learning of partners.

The validation and evaluation strategy will fulfil the requirements set in the DoW for
validation and evaluation activities, as reported in Table 1. Progress towards the listed
objectives will be assessed at each validation and evaluation activity.
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Objective Measurement

Performance of at least one Number of validation activities
validation run

One finalised validation process
minimum of the integration
framework

Indicators described by the verification

Iterative validation process
(minimum two cycles) concerning
the development of the inventory

Numbers of cycle of validation process
on inventory development

Performance of a validation
activity including the application of
the pilot cloud service

Number of activities utilising pilot cloud

More than 10 different external
test-users accessing the inventory
as well as the common
information space

Number of test-users accessing the
inventory and the CIS

At least one Advisory Board
meeting targeting validation
aspects only

Number of AB meting on validation

All Advisory Board workshops
with more than 10 different end-
users (more than five from First
Responder organisations, more
than four from Police authorities)
from at least more than two
countries

Number of different stakeholders' roles
involved during AB workshop

Evaluation with more than 10
different end-users and one
workshops dedicated especially
for this topic

Number of evaluation activities
organised and number of people
involve. Number of workshop dedicated
to evaluation

Table 1. Requirements for validation and evaluation activities

2.1.3 The relation between evaluation and validation

While validation activities monitor the development of project outputs, their alignment
to project objectives and to stakeholders’ requirements and their capacity to generate
the expected outcomes (i.e., their capacity to enable changes in stakeholders’
practices and routines in the intended direction), evaluation activities analyse and
assess the expected socio-economic impacts of SeclnCoRe outputs on stakeholders
and on society as a whole. As explained in D5.2, in terms of the impact value chain
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(Ebrahim and Rangan, 2010) (Figure 3), it can be said that the validation activity
covers the assessment of expected outcomes; the evaluation activity is instead mainly
concerned with impacts.

In both cases, the assessment of outcomes and impacts requires an analysis of the
interaction between project outputs (for example, project concepts as captured in
Reference Implementations) and end-users’ practices (stakeholders). This interaction
takes place in Demonstration Cases (through the creation of Demonstrator
Implementations and the involvement of end-users), and both validation and
evaluation are based on the analysis of end-users’ activities in the Demonstration
Cases they have helped co-design. As explained in the following section, the
emphasis of validation and evaluation is however on different aspects of the
Demonstration Cases and ultimately responds to different objectives.

E Validation E

Project outputs i tEhg(l:ngcl ;

@ (Reference Stakeholders @ 4 i\ bemonstr. |
Implementations) i

Project outputs Activities without the need
(Demonstration to involve 'users'

Implementations)

l:IDemonstration
Case(s)

o

Resources that are Actions, or tasks, Tangible, immediate  Changes, or effects, Changes, or effects,
deployed in service  that are performed practices, products on individuals or the  on society or the
of a certain (set of) in support of and services that environment that environment that

activities specific impact result from the follow from the follow from
objectives activites that are delivery of products  outcomes that have
undertaken and services been achieved
Figure 3. The Impact Value Chain, demonstration cases and validation / evaluation
strategy

2.1.4 Using multiple Demonstration Cases with embedded Use Cases for validation
and evaluation purposes

Within the E-OCVM framework, evidence is gathered by demonstrating ‘fitness for
purpose’ whereby stakeholders can judge if the concept is capable of being fit for their
own purposes. Practically, this requires grouping results within a ‘Case Based
Approach’ whereby “a ‘case’ is a structure for grouping evidence about critical
validation aspects such as business, safety, human factors, environment, and
standardisation” into a clear structure in order to describe the potential of the concept
under evaluation (EUROCONTROL, 2010. pp. 50). As the concept proceeds along the
Concept Lifecycle Module (CLM), the focus of the Case-Based Approach changes
from providing evidence that the concept is fit for purpose by means of detailed
assessments, to supporting stakeholders by providing the evidence they require to
make investment and implementation decisions. At the same time, the Case-Based
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Approach provides guidance on the design of suitable activities to obtain the evidence
required for the validation strategy.

The decision to base SecInCoRe’s validation and evaluation strategy on
Demonstration Cases is consistent with this view. The main difference with the
standard E-OCVM approach is that, instead of organising cases around specific
aspects such as business, safety, standardisation and so on, Demonstration Cases
will be either defined from a project perspective (with regard to one or more specific
aspects of the CIS Concept), or structured around holistic scenarios (i.e. hypothetical
but realistic situations collaboratively defined with end-users). In the latter case,
Demonstration Cases are related to different phases of crisis management which
simultaneously involve all the different elements considered important for the
validation and evaluation of SecInCoRe (the CIS Specification Modules in Figure 2).

The decision to adopt a strategy based on holistic Demonstration Cases potentially
exposes the project to some of the pitfalls of validation that the E-OCVM methodology
warns of (EUROCONTROL, 2010. pp.10). The following problems appear to be
potentially relevant to the case of SecinCoRe:

1. validation being driven by the capabilities of methods, tools and platforms
instead of the converse. Validation activities should be designed to achieve the
validation objectives, so planning must ensure that the requirements for the
correct methods and tools can be established in time;

2. particular risks emerging when problems fall between the responsibilities of the
different actors involved in the validation process;

3. failure to use past project results leading to the unnecessary repetition of work;

4. failure to adequately document an activities and particularly the assumptions
associated with it. This can severely limit the use of the data;

5. failure to anticipate the needs for integration of data from different activities. If
the integration of data from different activities is not considered during the
identification of their assumptions and metrics (so that these can be shared
where necessary), there is little chance that the results can be combined later.

In relation to points 1 and 2, the organisation of a Demonstration Case requires the
cooperation of teams involved with different aspects including: the development of
Demonstrator Implementations, collaboration with stakeholders to co-design Scenarios
and Use Cases, the monitoring of ELSI implications, the alignment of the case with the
general validation and evaluation strategy, the collection and analysis of data before,
during and after the Demonstration Case. To ensure that the validation and evaluation
activity achieves its aims and contributes to the overall strategy, an appropriate
protocol is required to coordinate the activities of different teams and for checking the
alignment of Demonstration Cases with SeclnCoRe’s validation and evaluation
objectives.

Points 3 to 5 are particularly relevant given that, due to the need to involve and
motivate stakeholders, the organisation of a Demonstration Case can only be planned
to a limited extent. The emergent nature of Demonstration Cases is a crucial value to
SecInCoRe’s validation and evaluation strategy also because the outcomes and
impacts of SecInCoRe are ultimately related to the capacity of the concept to respond
to the evolving needs and requirements of end users. Procedures for the collection of
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data from Demonstration Cases will consequently have to be flexible and modular,
adapting to the emerging needs of Demonstration Case, while at the same time being
guided by a design that allows for the comparison of data across Demonstration
Cases and for their analysis along relevant dimensions including stakeholders’
characteristics, crisis phases, national and international contexts, sectors of
intervention.

To these aims, the overall design for the validation and evaluation strategy follows a
multiple-case embedded design (Yin, 2003), whereby the overall validation and
evaluation strategy is based on the aggregation of evidence collected from Use Cases
embedded in multiple Demonstration Cases. The general design of a single
Demonstration Case (the embedded nature of the design) and its relation to project
elements is represented in Figure 4 below.

é Demonstration Case k
FFe-—-———_"—__mEmm—_-—- |
Demonstrator [ 1
Implementation : |
: Scenario :
| |
: ."hw"a, !
D
B |
I 1
|
] - :
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Figure 4. Relation between Demonstration Cases and Demonstrator Implementations

At the most abstract level, a Demonstration Case is the container in which different
stakeholders, elements and components required for validation and evaluation are
embedded including:

e Demonstrator Implementations, created by adapting and pre-populating
Reference Implementations according to the needs and objectives of the
Demonstration Case

o Different categories of stakeholders that participate in all phases of the
Demonstration Case (including setting the objectives of the Demonstration
Case, the definition of a realistic and relevant Demonstration Scenario, the
ongoing identification and co-generation of embedded Use Cases, interactions
with Demonstration Implementations, the validation of the fitness for purpose of
SecIinCoRe concept on the basis of the results and activities of the
Demonstration Case)
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¢ A Demonstrator Scenario, i.e. a narrative about a potential crisis situation that is
co-designed by project team members and stakeholders

e One or more embedded Use Cases that detail the interactions between
stakeholders and Demonstrator Implementations according to a set of
objectives, challenges, opportunities jointly and dynamically defined by
stakeholders and project team members. When involved in Use Cases,
stakeholders can be characterised according to their role as direct or indirect
users of SeclnCoRe

e Data which can be retrieved, processed, modified and communicated by
stakeholders in the demonstration case. Realistic data is a prerequisite to
facilitate actual experiences with the SecinCoRe concept.

The coordination and structuring of the different phases involved in the planning,
preparation, execution and analysis of a Demonstration Case will be based on a
Demonstrator Case Protocol (DCP). The Protocol will provide guidelines and, when
appropriate, pre-defined templates to ensure that the following activities are performed
in a consistent way so as to ensure comparability across different Demonstration
Cases:

e Preparatory activities including the identification of general aims, validation and
evaluation objectives of a Demonstration Case, its preliminary technical and
implementation requirements, overall ELSI implications (see the Phase 1
Template in Chapter 6)

e Definition of a Demonstration Scenario and of one or more initial Use Cases
through the involvement of stakeholders

¢ Definition of more specific validation and evaluation objectives, identification of
ELSI issues and of specific requirements for the development of Demonstration
Implementations based on the Demonstration Scenario and Use Cases
collaboratively designed with stakeholders

e Adaptation of instruments for qualitative and quantitative data collection before,
during and after the Demonstration Case

e Guidelines for preparing a Demonstration Case database and a Demonstration
Case report

Beyond making sure that data collection is consistent with the overall validation and
evaluation strategy, the use of a Demonstration Case Protocol and of the associated
templates will ensure proper communication and coordination among different teams
involved in the preparation, execution and analysis of a Demonstration Case.

Data collected at different levels, different stages of different units of analysis in a
Demonstration Case relates to both validation and evaluation activities because:

e Information collected at the Demonstration Case level relates to both validation
and evaluation activities since it includes:

o Information on the status of Demonstrator Implementations collected at
the beginning of the Demonstration Case, that will be used for the
validation of project objectives with reference to the KPIs and KPAs set
in the DoW (for example, number of data sources covered by the project)

o Information on stakeholders (including the nature and characteristics of
the organisations, their crisis management practices, their current
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management models), that is needed to identify relevant dimensions for
Cross-case comparisons

e Information collected at the Scenario Level is related to evaluation, since once a
Demonstration Scenario is agreed upon with stakeholders it will be possible to
collect information on their current practices and response (the Zero Scenario
required for evaluation according to SEQUOIA)

e Information collected at the Use-Case level during and after the Demonstration
Case relates to both validation and evaluation activities, since it permits
observation, measurement and collection of information on the interactions
between end-users and Demonstrator Implementations

Each Demonstration Case can thus be equated to an experiment in which
expectations (hypotheses) about the outcomes of SecInCoRe in the specific context
represented by the Demonstration Scenario and within the boundary established by
the involved stakeholders are tested against the actual outcomes of the Demonstration
Case. These experiments ‘validate’ the current status of fit between the potential of
SecInCoRe technologies and their prospective use environment (which is made-up
from organisational practices, policies, legacy technologies and much more) as well as
the usefulness of the technology. Demonstration Cases are also formative evaluation
experiments in the sense that they provide insight into how further design efforts in
relation to dimensions of the environment (e.g. organisational or policy-innovation) or
innovation in relation to SeclnCoRe technologies could enhance this fit.

The multiple-case aspect of the overall validation and evaluation design aims at
increasing the external validity of results through logical generalisation based on a
cycle of hypothesis generation — experiment - hypothesis generation. The feedback
provided from the validation-oriented analysis of Demonstration Cases will be used to
improve, where needed, the design of Reference and Demonstrator Implementations
and to refine the concept. Meanwhile the input generated from the evaluation of socio-
economic impacts will eventually assist with the creation of business cases and
business models that can improve the adoption of SecInCoRe and its sustainability.
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Figure 5. The multiple-case embedded design

The multiple-case aspect of the overall design is represented in Figure 5. The

inclusion within the Demonstration Case Protocol

of data collection tools and

instruments addressing different stages and different units of analysis within
Demonstration Case will permit the aggregation and comparison of validation and

evaluation results at different level of analysis such as:

e Comparison across Demonstration Scenarios (e.g.,

purpose for different crisis phases or fields)

validation of fithess-for-

Comparison across stakeholders (for example according to their organisational

characteristics, structure of command chains, current crisis management

models)
Comparison of validation results aggregated according

Comparisons of evaluation results on socio-econo
Demonstration Scenarios
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Work on the definition of the Demonstration Case Protocol is on-going. The current
status and the Template from Phase 1 are presented in Chapter 6.

2.1.5 Validation and evaluation expectations: the project perspective

To identify a preliminary list of validation and evaluation objectives and strategies, a
round of consultations was held with project partners and Advisory Board members.
Detailed results from the consultations are available in the OpenAtrium platform, while
the main elements emerged from consultations and relevant for the design of the
Validation and Evaluation Strategy are here summarised.

Collaboration practices and ELSI

o Partners agree with the methods utilised to formulate problems, identify
solutions and users’ needs, such as co-design workshop and participant
observation.

o Major issues raised by different partners and stakeholders concern data quality

and procedures for the maintaining of the inventory; trust in the system,
information security, negotiation of meaning and relevance, role improvisation,
new responsibilities and liabilities

o Partners suggest that EU bodies should promote maintenance of the system in
case it is adopted for the purpose of a Pan-European multi-agency common
information space

o Partners raised the diversity of organisational practices, crisis management
models, perspectives and languages as key issues

Pan European Inventory

o Project partners were asked to envisage who would be most interested in the
system. Amongst the emerging categories were emergency responders working
in planning phases and training.

o When asked about the most innovative aspect of the inventory, project partners
share the belief that an interdisciplinary European disaster base contains
several important aspects, above all in relation to the CIS and to the secure
exchange of information between agencies.

o Partners were asked to assess the ‘value added’® offered by the Inventory. A
clear majority of the partners assessed the value as significant but there were
also some suggestions for further improvement. These included the addition of
‘Lessons learned’ boxes that would contain information on what was wrong,
what was right, what worked and what did not.

Validation of ConOps with AB*°

o Participants were very interested in the role that SecinCoRe could have in
preparedness and training activities. In the case of preparedness activities,
SecInCoRe is most relevant to maintain interoperability, as concept will improve

i(;l’he extent to which information is beneficial, provides advantages from its use
A detailed report on activities involving the Advisory Board is available in Deliverable 1.6 “Second Report on
Advisory Board Activities”.
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sharing information and materials among different countries and different
organisations.

o AB members have identified several benefits that the project could provide:
among them is the possibility to access a system that connects multi-
organisational and multi-national databases. The result will be an increase and
improvement in the collaboration among emergency services of all European
countries.

o A particular issue stressed by the AB concerned trust issues: trust in
technologies, information, people involved all needs to be supported as a matter
of social practices.

o Participants discussed the possibility of including data provided by spontaneous
volunteer organisations in SecinCoRe.

The indications here reported have been compared and integrated to other
perspectives of validation and evaluation objectives including the CIS Modules (top-
down) perspectives and the identification of specific validation and evaluation
objectives based on analysis of ELSI.

2.1.6 Indicators and metrics for evaluation and validation

For evaluation purposes, quantitative and qualitative indicators for success for
SecInCoRe needs to be specified and related to SEQUOIA impact areas. For
validation purposes, indicators needs to be defined in relation to SeclnCoRe main
objectives as specified in the DOW, operationalised in D4.2 and documented in the list
of requirements maintained in the JIRA database. Although the definition of specific
indicators in on-going and related to the specification of Demonstration Cases, in this
section we provide indications on the work that is being undertaken first in relation to
evaluation indicators, then in relation to validation indicators.

From an evaluation perspective, we follow the SEQUOIA methodology and divide
impact at the more general level into economic impact and social impact. However,
“each of these two are further subdivided into more specific impacts” (Passani et al.,
2012. pp.8™). The next step is to “provide an accurate description of each impact of
the indicators/proxies chosen for their assessment, and of the metrics used for their
qualitative/quantitative judgment/measurement”.

Following indications provided by the Sequoia methodology (Passani et al., 2012),
impact areas are divided into the following subsections:

Economic impact:

¢ financial impact
e technological impact
e environmental impact

Social impact:

11 passani, Antonella and Monacciani, Fabiana and Van der Graaf, Shenja and Spagnoli, Francesca and Bellini,
Francesco and Debicki, Marie and Dini, Paolo (2012) Sequoia: a methodology for the socio-economic impact
assessment of software-as-a-service and internet of services research projects. Research evaluation . ISSN
0958-2029 (Submitted)
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impact on employment and working routine
knowledge production and sharing

&) SeclnCoRe

As shown in Table 2 and in Table 3 impacts are divided in further subcategories.

Economic Impact

Financial Impact Technological Environmental Impact
Impact
Investment cost (total Operational : .
. : g Saving on energy consumption
project project) efficiency
Maintenance cost Accessibility Saving on travel costs
!_abour cost _for Effectiveness Saving on storage-related costs
implementation
Satisfaction Technological waste production
Security

Table 2. Overview of Economic impact

Social Impact

Impact on employment
and working routines

Knowledge
production and
sharing

Social Capital

Increment in skilled
personnel employment

Scientific impact

Social capital increment for
project participants

Impact on general
employment

Knowledge sharing

Social capital increment for
users and beneficiaries

Improvement in working
routines

Support of ICT
usage for all and
democratic
participation

Table 3. Overview of Social Impact

We have begun to define such indicators informed by our initial formulation of
expected outcomes and objectives (see Table 4). Considering the project aims to
produce a CIS concept, not a single product, these are at varying levels of abstraction
or concrete-ness and under development. They current status is captured in the Table
4. Further details can be found in the specification of major outcomes in D4.2 and in
Appendix 1 where we list candidates for quantitative and qualitative evaluation
indicators that are under consideration.
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Added Value enabled
by SecIlnCoRe

Expected outcomes

SEQUOIA impact areas

New Partnerships

Increase in the number and
quality of new relations

Social capital

Better Common
Understanding

Evidence of more coordinated
actions

Impact on employment and
working routines;
technological impact

More Informed

Users can find ‘new’, ‘useful and
‘relevant’, domain specific
information more easily

Knowledge production and
sharing

Better Collaboration

Enhanced capacity to liaise with
relevant actors; better support for
collaboration and interoperability

Impact on employment and
working routines; social
capital; technological
impact

Better Pan-European
Collaboration

Enhanced capacity to cooperate
across EU borders, integration
into EU mechanisms and
infrastructures

Knowledge production and
sharing, social capital;
technological impact

Make Unknowns
Visible

To richer and more dynamic
awareness of available
resources; increased knowledge
about best practices, wider
appreciation of unknowns

Knowledge production and
sharing

Trusted Relationships

Taxonomy fits users’ needs;
ELSI guidelines are
live/lived/living;

CIS is flexible, brings together
multiple perspectives, and
enables the configuring of
awareness.

Social capital; knowledge
production and sharing;

Economical It offers more/higher quality Financial impact;
compared to current practices environmental impact
without increasing cost

Security Users are more willing to share  [Technological impact;

lessons learnt thanks to the
confidentiality, discretion and/or
anonymisation support provided
by SecIlnCoRe

Knowledge production and
sharing
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Cloud SecInCoRe meets ELSI Technological impact;
requirements as well as users’ Knowledge production and
expectations to use the Cloud in [sharing
crisis management preparation
as a secure and reliable platform
for information management,
planning and collaboration with
users from various locations and
organisations

Scalability Routines still work; increase in Financial impact;
the numbers of systems and technological impact
partners connected

Efficiency Enhanced emergency Financial impact;

responders’ capabilities to
address crises and collaborate

technological impact

Enhanced Quality of
Information/Interactions

Effective  support for the
generation and use of high-
quality  information; greater
support to intra- and inter-agency
emergency response
collaboration and interoperability

Technological impact;
Impact on employment and
working routines

ELSI sensitive

Template for MOU exist;

ELSI taxonomy integrated into
system interactions; capacity to
strengthen the security and
safety of European citizens as
well as their privacy and civil
liberties, supportive of wider
European values of equality and
solidarity

Knowledge production and
sharing

Standardisability

Meta-data protocols

processes are comparable;
processes can be putinto a
familiar frame of work; facilitate
the adoption of standardised
processes (e.g., training
preparations)

Technological impact;
Impact on employment and
working routines

Level playing field for
industries

Providers of data sets and
information systems are able to
offer services to organisations
European wide; users are able to
compare services amongst

Knowledge production and
sharing
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providers across Europe

Living and Inclusive Users find it possible and easy to [Technological impact;
contribute to and modify impact on employment and
SecInCoRe working routines

Flexibility Users are able to develop Technological impact;

different shapes of CIS according [Impact on employment and
to their needs working routines

Table 4. Expected outcomes, objectives and SEQUOIA impact areas

From a validation perspective, an updated identification of validation objectives
reflects:

the main project objectives (see DOW) and the CIS concept modules specified
identified in D4.2;

validation requirements identified through internal consultations;

other socio-technical requirements as they emerge from work on ELSI in WP2

Qualitative and quantitative SMART indicators for each validation module are derived
from the High-Level Requirements (HLR) documented in the JIRA system (hereafter
JIRA requirements). HLR are part of the CIS concept, requiring adoption efforts per
application of the concept either for reference implementations, demonstration cases
or productive use. Linking the definition of SMART validation indicators to high-level
JIRA requirements is consistent with the strategy defined in D4.2, Section 2.1.1 and
offers several advantages:

The list of JIRA requirements is periodically updated;

Given the emergent and co-designed nature of Demonstration Cases, the
definition of SMART validation indicators and their use in Demonstration Cases
requires a constant dialogue between different project partners. Coordination is
particularly important to ensure that the selected indicators, while contributing to
the overall VES strategy based on comparison across Demonstration Cases,
can also be Specific, Measurable, Achievable, Relevant and Time-Bound in the
context of a specific Demonstration Case and given the status of Demonstration
Implementations. The use of JIRA facilitates this dialogue, since specific
procedures for JIRA-related activities are already in place as documented in
D4.2, Section 4.1.2;

High-level requirements in JIRA may require a further articulation in sub-tasks
for validation and evaluation purposes, and this level of detail can be
incrementally improved on the basis of previous validation and evaluation
activities;

By documenting the list of qualitative and quantitative indicators associated to
each high-level requirement in the JIRA database, it will be possible for
implementing parties and for the validation / evaluation team to modularly
assemble data collection instruments responding to the specific needs of each
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Demonstration Case while ensuring that consistent and comparable indicators
are used in different cases;

e By mapping each high-level requirement in JIRA to SEQUOIA impact areas and
CIS validation modules, it will be possible to aggregate validation and
evaluation data across Demonstration Cases and present them using
standardized categories in validation and evaluation reports;

e The documentation of a set of qualitative and quantitative indicators linked to
high-level requirements and impact areas offers added value to stakeholders
interested in developing self-assessment tools to judge the fitness for purpose
and impact SeclnCoRe can make for their organisation.

The mapping of SMART indicators and impact areas on JIRA requirements is an on-
going process. It will be refined and incremented as Demonstration Cases are further
specified and SecInCoRe concepts are developed. Some examples of the work being
undertaken are provided below (Table 5, Table 7 and Table 7).

JIRA REQUIREMENT
SICR-9 When managing a CIS, prompt users to reflect on ELSI

CIS MODULES MENTIONED IN
Collaboration practices CONSULTATIONS
yes

SecInCoRe Expected | ELSI taxonomy integrated into system interactions; Cloud; ELSI
Outcomes sensitive

Impact Areas in | Social capital; knowledge production and sharing
SEQUOIA

POSSIBLE INDICATORS

PROJECT ASSESSMENT: Enhanced attention to ELSI and capacity to address them
documented in Demonstration Implementations. broad dissemination of ELSI guidelines
with documented feedback from stakeholders, including standardisation bodies.
VALIDATION: Users report an increased awareness of ELSI after the Demonstration
Case (item on post-case questionnaire). Users found ELSI-related information clear and
useful for their practices (item on post-case questionnaire). Positive user reactions to
ELSI support during use, in questions or comments (during-case observation).
EVALUATION: Are users informed or trained about ELSI in their current practices / Zero
Scenarios? Which tools are currently used to assist users reflecting about ELSI? In which
ways can being more aware with SeclnCoRe ELSI support enhance trust and
collaboration with other stakeholders including civil society? (Interview or focus group).

Table 5. JIRA requirement and possible indicators. Example 1

JIRA REQUIREMENT
SICR-135 Make data accessibility between users visible

CIS MODULES MENTIONED IN
CONSULTATIONS

Collaboration practices; Taxonomy
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no

SecIinCoRe Expected | Enhanced quality of information / interactions; Enhanced Trust,
Outcomes Efficiency; More informed

Impact Areas in | Technological impact; knowledge production and sharing;
SEQUOIA Economic impact

POSSIBLE INDICATORS

PROJECT ASSESSMENT: Function implemented in Demonstration Implementations.
VALIDATION: Users are satisfied with the detail of information on data acces and
availability (item on post-case questionnaire). Users have identified new sources for
information they needed for the Demonstration Case they were not aware of (item on
post-case questionnaire). The information provided has shortened the time required to
identify and access relevant information (item on post-case questionnaire).
EVALUATION: Comparison between details on data accessibility in SecInCoRe and in
current practices (post-case interview or focus group). Estimate on possible increases in
efficiency in data gathering through the use of SecinCoRe (post-case interview or focus
group), enhanced security and trust through being able to see what others can see (post-
case interview or focus group).

Table 6. JIRA requirement and possible indicators. Example 2

JIRA REQUIREMENT
SICR 34 Integration with current system and cross-platform suitable

CIS MODULES MENTIONED IN
NeC CONSULTATIONS
yes

SecIinCoRe Expected | Cloud; Economical; Scalability
Outcomes

Impact Areas in | Technological impact; Financial impact; Environmental impact
SEQUOIA

POSSIBLE INDICATORS

ASSESSMENT: development of communication system verified, usable and provided for
at least one First Responder organisation. VALIDATION: Users would consider
integrating their current systems and platforms into SeclnCoRe (item on post-case
questionnaire). Comments on SeclnCoRe’s understanding of requirements for current
system and platform integration (during the case, possibly user journal or project team
observation; after-case questionnaire item). EVALUATION: Description of advantages
and problems encountered during the Demonstration Case and how these could impact
on the efficiency of collaborations (interview or focus group). Estimation of the potential
costs an organisation has to face to participate in SecinCoRe, or conversely of potential
savings. Estimation of potential reduction / increase in technological waste if the
organisation decides to participate in SecinCoRe (interview or focus group).
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Table 7. JIRA requirement and possible indicators. Example 3

A list reflecting the current status of work on a subset of high-level JIRA requirements
tentatively identified as candidates for validation and evaluation through
Demonstration Cases is reported in Appendix 2: JIRA requirements and possible
indicators. The list and detail is by no means exhausting, and it will be further specified
to trace the connections between the results of previous consultations and the updated
list of validation requirements. Appendix 2 also indicates which elements that had
been identified as validation objectives in previous consultations will be excluded from
evaluation and validation, explaining the reasons for the decision.

2.1.7 Assessing project progress through KPI

The assessment of the project achievements in relation to the project objectives is
being conducted within WP5. The main aim of this activity is to assess the state of
advancement according to project aims and related indicators provided in the DoW.
The assessment of achievements has been undertaken through co-design workshops,
ethical impact assessment, reporting in deliverables and publications. The data
gathering on these achievements in WP5 will systematically continue with the
involvement of stakeholders and project partners in charge of the activities and will be
part of each validation and evaluation report.

In line with this, several indicators will be traced through one or more Demonstration
Cases to map the minimum standard of the project. Table 8 reports the KPIs that had
been identified in the DoW, and indicates how information to assess the progress of
the project will be collected in the course of validation and evaluation activities.

A table summarising the progress of the project using the listed KPIs will be included
in each Demonstration Case report. This formal assessment will allow tracing the
advancement of the project during its development and will assist in providing a final
picture of activities and aims reached when the project concludes. Results of the data
gathered according to the KPIs will be partially contained in D5.4 (M30) and fully
described in D5.5 (M36).

Objective Sub-objective | Measurement KPI Relation to
validation and
evaluation
activities

Pan inventory of - identification of Number of Assessment of

European information different emergency emergency ease of adding

inventory management | management models | management | new models

processes which are mostly models through at
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applied in five major | stored in the | least one
countries within inventory demonstration
Europe case.
inventory of expansion of the Expansion of | No longer
data sets CAST database
the database | relevant as
about more than _
more than CAST is not

25%, comprising
more than 50% of
inputs per dataset

25% from the
first

open. Instead
a comparison

collection with existing
inventories has
been carried
out in WP2.
inclusion of at Number of Achieved in
least two cross .
border crisis with cross border | existing
involvement of First | CMSIS Inventory;

Responder engaging FR | formal report
organisations as well | organisations | will be
as Police authorities | and Police provided in the
Authorities next validation
report.
usage of data Number of | Assessed at
sets in at least two . .
" : projects in the end of
additional projects ; ,
which have Demonstration
been Case |
possible the
integration of
data sets
integration of data | Nymper of | Assessed
sets in at least two .
. lectures in through
different lectures ) )
which have internal partner
been evaluation.
integrated
data sets
!n;/ento?_/ of identification of Number of | Assessed at
'sr;gt;mn?s'on more than 20 information the end of
information systems | systems Demonstration
mostly used in more | identified in Case Il

than two of the major

the inventory

Assessment of
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countries in Europe
and in more than five
crisis included in
inventory

ease of adding
new IS through
at least one
demonstration
case.

inventory of
business
models

identification of
different business
models used in five
major countries and
five crisis included in
inventory

Number of
business
models
identified in
the inventory

Assessed at
the end of
each
Demonstration
Case until
objective is
reached
Assessment of

ease of adding
new IS through

at least one
demonstration
case.
inventory of consideration of Extent of the | Assessed at
Cross cutting all cross cutting ELSI ELS| the end of
ELSI covering more than _ _
80 % of German, UK, | covering Demonstration
Greece and one based on Case Il
addltlon’al major countries. + Assessment
country’s regulation
of ease of
adding new IS
through at
least one
demonstration
case.
Common definition of a development of Number of Assessed
. taxonomy of one or multiple . through
Information ) . taxonomies .
data sets, taxonomies covering consultations
Space standards, all data sets, developed with relevant
processes and | standards, processes stakeholders
information and information
systems systems recorded in

achieving Objective 1
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cons?deration of Number of Assessed
at least five most . through
taxonomies

common used
taxonomies for every
field (data sets,
standards,...) by
reasoning
integrating/neglecting
specific
characteristics

considered

consultations
with relevant
stakeholders

Uptake of results
in at least one
standardisation
procedure for crisis
management models
and XML-Standards
each

TBD

design of
knowledge
base and
network
enabled
communication
system
concept

derivation of one
overall knowledge
base concept which
enables the record of
more than 80% of the
data gathered in
Objective 1

Number of
knowledge
base concept
developed

Assessed at
the end of
Demonstration
Case lll

design of
communication
concept realisable in
SecIinCoRe
(dependency to Sub-
objective 3.2) and
usable for at least
one First Responder
organisation and one
Police authority
(confirmation of more
than one)

Design of
one CIS

Assessed at
the end of
Demonstration
Case llI

documented
acceptance towards
ELSI guidelines by
more than three First
Responder
organisations and two
Police authorities
(measured according
to response to
workshops,

Extent of the
acceptance
of ELSI
guidelines by
more than 5
organisations

Assessed at
the end of
Demonstration
Case llI
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interviews and
guestionnaires with
end-users
considering this
aspect)
dissemination of | Nympers of | ELSI
ELSI guideline at one o
conference focusing conferences | Guidelines
on ELSI issues where have | paper
been accepted for
discussed ISCRAM 20186,
ELSl issues | ELSI

Guidelines part
of workshop at

design of a
secure
dynamic
situation-aware
disaster cloud
infrastructure

PSCE 2016
i dtefinitliondof a Definition of | Assessed at
disaster clou 1 disaster the end of
infrastructure ,
enabling access and cloud. Demonstration
role specific enabling Case I
information provision | access to
to end-users users with
identified (interviews, | 7504 of
guestionnaires) positive
feedback of
all cases
provision of data | |gicators Assessed at

will be appropriate in
more than 75% of all
pilot cloud service
applications in
validation activities
(measured according
to response to
workshops,
interviews and
questionnaires with
end-users
considering this
aspect)

described by
the
verification

the end of
Demonstration
Case Il
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seamless
federation of
heterogeneous
information
systems

definition of a
standardised XML-

Indicators
described by

Assessed at
the end of

based language Demonstration

which enable a the Case I

cooperation with verification

more than 60% of the

information systems

identified in Objective

1

usage of . Number of Assessed at

respective results in . the end of

at least two additional projects Demonstration
where are

projects

used results

Case Il

Conceptual | implementation development of Indicators Assessed at
integration | of pilot cloud cloud service verified, | described by | the end of
of available | services and usable and provided | the Demonstration
technology | provision to for at least one First | verification Case Il
end-users Responder
organisation and one
Police authority
outage of pilot Indicators Assessed at
service in not more described b the end of
than 10% of the test Y| Demonstration
cases documented the. o Case Il
verification
implementation deve_lopr_nent of Indicators Assessed at
of communication . the end of
L i described by .
communication | system verified, Demonstration
system and usable and provided the. o Case ll
integration to for at least one First | Verification
end-user Responder
environments | organisation and one
Police authority
© outage of system | |ndicators Assessed at
in not more than 10% described b the end of
of the test cases Y| Demonstration
documented the Case ||
verification
Validation | NeW Crisis development of at | TBD
management -
and least one crisis
. model
evaluation management model

accepted by more
than 75% of end-
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users (measured
according to
response to
workshops,
interviews and
guestionnaires with
end-users
considering this
aspect)

consideration of TBD
at least five most
common used crisis
management models
by reasoning
integrating/neglecting

specific

characteristics
conclusionson | - developmentof at | tgp
business least one business
models model accepted by

more than 50% of
end-users (measured
according to
response to
workshops,
interviews and
guestionnaires with
end-users
considering this
aspect)

consideration of TBD
at least five most
common used
business models by
reasoning
integrating/neglecting
specific
characteristics

Table 8. Measurement to validate the achievement of the project

2.1.8 Outline of the remaining Chapters

The remaining Chapters provide further indications on the implementation and
definition of the validation and evaluation strategy. Chapter 3 introduces the work on
the identification of stakeholders, while Chapters 4 and 5 deal with the CIS
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Demonstrator and the related Documentation. Chapter 6 presents the work completed
so far on the definition of the Demonstration Case Protocol and on the identification of
first Demonstration Cases for validation and evaluation activities.
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3 Summary of project stakeholders, their needs and involvement
This section develops the mapping of stakeholders started in D5.2.

In particular, the difference between end-users and stakeholders is clarified here. End-
users are those who may directly interact with the technological components of the
SecInCoRe system (such as category | and category Il responders, volunteer
agencies). The term ‘stakeholders’ refers to a broader group of people who may
indirectly benefit or be affected by the system. This includes citizens whose data may
be processed with the help of SecInCoRe. The main purpose of the section is to show
how starting from a general map of the stakeholders (D5.2), it is possible to identify
key organisations for validation and evaluation activities.

Validation will, on the one hand, be performed through demonstrations where people
will directly interact with the SecinCoRe system. On the other, evaluation will also be
performed through qualitative methods to assess the impact of the socio-economic
system even where no direct usage of the demonstrator is involved

In D5.2 stakeholders in three different areas were identified: public sector, private
sector and civil society. Within the three categories specific professional figures were
identified as stakeholders or end-users of the project (a thorough classification is
provided in D5.2 and in D4.2, Appendix B).

However, at the current stage of the methodology implementation it is crucial to better
define the mapping of end-users and stakeholders that will be involved in validation
and evaluation activities.

Taking into account advice from project reviewers, partners and the AB, it has been
decided that the first round of validation and evaluation with external parties will be
organised in relation to training and preparedness activities. However, it is possible
that, following future development of the project, further validation and evaluation
activities will be performed according to operational stages of the crisis (such as the
initial response, consolidation and recovery phases) involving a wider scope of
stakeholders and end-users.

In line with this, the identification of stakeholders and end-users for the validation and
evaluation of SecInCoRe in relation to the activities that are currently identified is
defined as such professional figures working in the emergency sector that are in
charge of preparedness and training activities. Such figures are related to public
services and are mainly first responders and police authorities.

Indeed, referring to the work done in D4.2 (Appendix C and particularly point C.2), it is
possible to identify some key figures in charge of the preparedness phase. As reported
in D4.2 (p. 339) ‘Preparation means all activities that intend to prepare for response to
dangerous incidents. A special focus is on planning activities and training. Preparation
does also subsume preparative resource allocation for special happenings to be able
to react quickly in case of incidents (for instance, rescue services prepare for incidents
at soccer stadiums). Results from preparation activities are relevant as soon as an
incident happens’. This step is properly called “contingency plan”.

So, taking into account D4.2, the main stakeholders and end-users that will be
engaged in validation and evaluation activities are the professional figures working in
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emergency planning, that can be founded in several main categories, across the public
and private sectors, including local and health authorities.

Continuing the work done in D4.2 (section B), it is possible to extrapolate the following
categories of stakeholders and end-users that will be involved in the first round of
activities of validation and evaluation (Table 9):
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A Direct Users and indirect users

Direct Users

Public sector

First responder services (Police, Fire, Emergency Medicine)

Crisis management staff

IT managers and staff

Municipalities:

Emergency planners

IT managers and staff

Researchers (Risk Governance)
Health bodies:
Emergency planners

IT managers and staff

Public Infrastructure (Transport, Highway, Harbour, Underground,
Airport):

Emergency planners

IT managers and staff

Pan-European institutions (as potential hosts for the SeciInCoRe
system)

Emergency planners

IT managers and staff

Urban planners

Private Sector

Public utilities (Water, Gas, Electricity, Telephone):

Emergency planners

IT managers and staff

Private Emergency Services:

Emergency planners
Table 9. Direct and indirect users involved in the validation / evaluation activities

However, looking particularly at the examples gathered in D4.2 in relation to the
stakeholders involved in the specific phase of preparedness where “Preparation
means all activities that intend to prepare for response to dangerous incidents. A
special focus is set to planning activities and training” (p. 335, D4.2), groups of actors
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that absolutely need to be involved in the activities, due to the centrality of their
actions, are the following (Table 10):

First Responder planning department

First Responder exercise planning staff

Researchers

Table 10. Direct users main categories involved in the preparedness phase

Such specification also reflects the data gathered from the collection of the zero
scenarios on training and preparedness activities. Indeed, looking at the current
practices described by people working in the emergency sector (and specifically in
health services, police authority, fire brigade and local authority) emerges that figures
generally involved in this preliminary phase of the emergency is the personnel working
in the Emergency planning Unit.

However, this categorisation is very much related to the first round of evaluation and
validation and it is important to stress that the more comprehensive categorisation
developed in D5.2 is still valid and other actors involved in other phases of the
emergency management cycle, will be considered in other iterations of validation.
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4 Common Information Space Demonstrator V1

The Common Information Space Demonstrator is a compilation of all Reference
Implementations of SeclnCoRe. The concept and the architecture is described in
section 4.1. The details about the recent implementation status are explained in the
following sections.

4.1 Concept

The CIS concept comprises a Cloud based Emergency Information System (CEIS)
concept. To facilitate and simplify uptake of this concept in terms of demonstration
cases and productive use, reference implementations are designed and implemented
within the project (to be continuously extended after the project). The concept intends
to add value to existing information systems which might or might not need additional
ICT services; reference implementations are either realised by referring to existing
systems or adopting open source packages. SeclnCoRe assembles and adapts this
range of open source tools and provides unique integration and functionality through
its common information space concept, taxonomies, inventory and network enabled
communication concepts.

CEIS targets every phases of a crisis, described in the crisis management cycle
(Response, Recovery, Mitigation, Preparedness) and also supports various
stakeholders in their individual task accomplishment in the public and private sector as
well as civil society. To show the SecInCoRe advantages in a live system, at least
three reference implementations are planned. The high-level architecture of the
implementations is shown in Figure 6. The implementation on the left is the Open
Atrium (OA). It enables a structured representation of all concepts and demonstrators
of SecinCoRe. After that, the OA offers the possibility to extend the contents in a
collaborative way with community members. Another small implementation is the
‘Contribute’ functionality, which can be used by everyone to contribute relevant
information (meta-data or documents) into the Knowledge Base (KB). The next
implementation is the Semantic Media Wiki (SMW), which should be used as a
collaborative ontology creation tool. The last, but important implementation is the Open
Semantic Framework (OSF). This implementation indexes the data of all other
implementations, as well as the internal (Past disaster database, etc.) and external
databases. General and SecInCoRe-internal ontologies are used to enable the
semantic search in all indexed data sources. These sources contain SeclnCoRe
outcomes as well as domain specific data.
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Figure 6. Reference Implementations

4.2 Reference Implementations used in Demonstrator implementations

In the following section, various Reference Implementations, which SecInCoRe use in
demonstrator implementations, are described.

4.2.1 Open Semantic Framework

In a first step, a very basic search system was installed based on Open Semantic
Search, also presented in D3.3.

After a detailed analysis, Open Semantic Framework was identified as the best fitting
base for the search system. This system should enable an easy and domain-
customized way to find the needed domain specific data. At the moment the system
has the possibility to trawl file systems, analyse the files found with an uploaded
ontology and make them searchable. The search offers only basic functionalities now,
but will be improved within the next few months. Particularly, no database connection
is established yet and the semantic tagging is performed with a single ontology. Later
on, ontologies from within the SecInCoRe project, from the SMW and from external
domain ontologies should be integrated. The ontology data is used to tag the indexed
files with corresponding concepts of the ontologies and to filter the search results.
Further functionalities will be developed. The most recent GUI is shown in Figure 7

50



D5.3 Validation Strategy, o~
- Version 2 (ic) @S@@E@C@R@

Public deliverable

Home » fire
Filter by structural Filter by dataset:
engineering: S ECIHCO Re
o True (3)
o true (1) Enter your keywords
fire
Filter by human
Filter by fire brigade: Search resources (employees):
o true (1) The search found 3 results in 0.502 seconds. o true (1)
Search results
Filter by deaths: Filter by country:

2005 - Buncefield Oil Depot Explosion and Fire, UK.pdf

o true (1) o (rue (1)

2010 - Love Parade Stampede, Germany (UPB).pdf

Figure 7 SecInCoRe OSF GUI

4.2.1.1 Planned future implementations

The above described systems and functions are the current development state.
Concerning the different timeslots of the demonstration cases, different further
developed versions of the systems will be available. The figure below shows the most
recent mock-ups of the search and its integration into a single web application with
other systems. The first mock-up shows the result page of the search. On the left is
the menu, which allows to choose the project and the desired demonstration
implementation. The functions behind the menu items are mainly further developments
of the above described systems. The right hand part is the search result list. The list
offers filters, which are based on imported domain specific ontologies (The filters at the
left). After that, the “additional information” section shows information, which are
extracted from Linked Open Data sources and are related to the keyword, searched
for. Additional further information could be added below. For example, small map or
hierarchy views. In the middle, a standard search result list is shown, which contains
the additional extracted metadata and the possibility to open the result in a different
view. The user can open the document in a more detailed view, can open the original
document (i.e. the .pdf) or show it in a map or hierarchy context.
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Figure 8 Search results

The hierarchy context is shown in the second mock-up. The result document is placed
in the middle and all available detailed information are displayed at the bottom. The
upper part visualizes the alignment of the document concerning different ontologies.
The document is aligned at the corresponding categories by an automatic topic
extraction. For example if the document describes the matrix organization of a fire
brigade in Brussels, the topics “Fire brigade” “Brussels” and “matrix organisation” will
be extracted. The document would be displayed in the taxonomy “PPDR
organizations” in the category “Fire Brigade”, which is a sub category of “Fire fighting
unit” and parallel in the “Processes” taxonomy in the category “Organization concept”.
After that, the logical position of “Brussels” would be shown as a continent, country,
and city hierarchy. A click on a category could expand it and show other related
documents and others, which are connected to the same topics as the first document.
More detailed information about the search concept and the integration/ relation with
the other implementations follow.
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Figure 9 Hierarchy view

4.2.2 Open Atrium

A first version of the structure of the CIS concept documentation (Figure 10) is
provided to the public. For this purpose, an adapted Open Atrium solution was
implemented with regards of SeclnCoRe needs. This platform aims to show developed
concepts, demonstrate first solutions and to call other to collaborate with the
SecInCoRe consortium on a strategic level. Therefore, users could navigate through
all outcomes of SecinCoRe using the CIS concept structure or the respective menus.
The first draft of the content is inserted and will be enhanced by all project partners
over the remaining project phase.

53



D5.3 Validation Strategy,
Version 2 (ic) S@@EE’BC@R@

Public deliverable

Common Information Space (CIS) concept documentation
e - Reference Demonstrations /
CIS Specrﬁcatlon Implementation Pilot Studies

Common Cloud Emergency Reference Appendix: Appendix:
Information Space Information System N Demonstrator Demonstration
Implementations
(CIS) concept (CEIS) P Implementations Cases
- Lancashire
. Open Semantic
- Terminology - HLRD - Fr;:nework(DSF] I cik_ app - EasePlanmng
| Stakeholders - M;f;lﬁg{ji’" H  openatrium (0a) H  erowseru || Refugee crisis case
Network Enabled
| | m:zgz?%?ct‘mgm | | Communication || semantic Media L client application |_| FDDO: Planning for
P P (NEC) system Wiki (SMW) PP Training exercise
guidelines’)
concept
Semantic Communication
- Taxonomy H — network
Framewaork (SF) compenents

ConOps for Cloud
L Emergency Knowledge Base
Information System (KB}
(CEIS)

Figure 10 CIS Concept [D4.2]

4.2.2.1 SeclnCoRe OpenAtrium platform concepts and features

The following section outlines the Spaces and Sections conceptual model of the
SecInCoRe Open Atrium deployment (Figure 11).

A "Space" is a subset of content within your Open Atrium instance that is
shared among a collection of users (members). Hence, a "Space" can be used
for a Project, Department, Microsite or any other collection of related content
and people.

A "Section" is a collection of content within a specific "Space" that is tightly
related, or private to a specific set of users. A "Section" can be used for specific
working areas within a Space, such as a Discussion or Wiki. Further, a
"Section" can be assigned specific access controls to limit its visibility.
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Figure 11 OpenAtrium Spaces and Sections conceptual model

The following section outlines the Members, Groups and Teams Access Control
principles of the SecinCoRe Open Atrium deployment.

Spaces have Users assigned to them called "Members"

"Members" can have special permissions, such as Edit and Create

A "Group" is a collection of users with related roles or interests that span across
multiple Spaces.

A "Group" can represent a specific company or organisation, or it can represent
a common role, such as "researcher", "training planner” or "first responder"
Groups are used to assign access control to specific Sections within Spaces.
Groups are used for Notifications.

A "Team" is an ad-hoc collection of users within a specific Space that share a
related purpose.

"Teams" are used to assign private access control to specific Sections within
Spaces.

"Groups" estend beyond individual Spaces whereas "Teams" are specific to a
particular Space.

Teams are used for Notifications.
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Figure 12 Open Atrium Members, Groups and Teams Access Control principles

For example, in the SecinCoRe project and internally within the consortium, a Space
can represent a high-level domain objective, such as ELSI, NEC, CI. These can be
shared selectively with Advisory Board members either on the individual member, or
Group basis. Open Atrium also integrates with industry standard Identity Management
protocols (LDAP), making it extensible and compatible with the Federated ldentity
Management demonstrator presented in section 4.2.6.

For public-facing content, Spaces could represent Training courses, Dissemination or
Workshops.

Examples of Sections within each SecInCoRe Space include sections for discussion,
scheduling, task management, file / image upload and discussion.

A Group could be representative of a given organisation, such as SecInCoRe
consortium members, a regional police force or government institution, AB members,
Researchers, Public sector workers.

Teams and Private sections can be formed to bring together multiple groups, for
training or workshops, allowing multiple stakeholders from different organisations to
work together in a specific domain on a given task.

4.2.3 Semantic Media Wiki

The Semantic Media Wiki (SMW) is based on the Media Wiki software. It enables the
semantic storage of all contents (e.g. categories of a taxonomy) and the underlying
structure of the wiki. This can be used to develop taxonomies with users. The recent
implemented version is a very early instance of the Semantic Media Wiki with no
additional features. The plan is, to create a concept for the SMW, which enables a
simple and intuitive way for collaborative content editing. The structure of the
community generated domain specific content should be used as an ontology for the
search in OSF.

For the community-based ontology a collaborative semantic platform is planned.
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4.2.4 Knowledge Base

The Knowledge Base is the implementation of the inventory categories and in this way
the inventory builds the basis of the Knowledge Base. Therefore, the inventory follows
two lines: first a comprehensive analysis of information systems, business models,
processes and data sets was started. Further to ensure a sustainable usage of the
system existing databases, glossaries and ontologies will be integrated and added to
the inventory content. The Inventory contains at the moment two SecinCoRe-owned
databases: An overview of past disasters is stored in the Past Disaster Database and
a second database contains domain relevant information systems. The work on the
overview of European processes and corresponding documents is on-going. The aim
is to create a critical mass of information and support mechanisms (e.g. templates)
that can ease community contributions.

4.2.5 External Applications

The CEIS concept aims to improve the communication and the access to information
in the domain. There are several systems already at the market, which could be used
to reach these aims. Therefore, the above-mentioned implementations are
complemented by external systems. For example, the communication and group
creation within the domain members can be established by securely adapting existing
chat or social applications. The feasibility of integrating this emerging requirement into
the Federated Identity Management service will need to be further evaluated. Existing
end-to-end security approaches as described in the NEC concept in D5.3, section 4.2
should be made use of and extended where the social applications cross the
SecInCoRe CIS boundary. Results of previous research projects will be integrated in
demonstrator implementations if the respective demonstration case requires such
available functionalities, i.e. by the integration of the CIK_AppFramework.

4.2.6 Federated ldentity Management, AAA and SSO to the CIS

One of the cornerstones of the CIS concept is the facilitation of collaborative work
between different stakeholders from different organisations and from different
countries. To that effect, research has been conducted into best practices in
organisation-wide and trans-organisational Identity Management.

Such IDM (ldentity Management) solutions enable for passwords to be managed and
changed at a central place, then distributed to external systems automatically using
rules and password policies. External password changes are also detected and the
IDM solution takes appropriate and pre-specified action. Passwords can be reset and
can be sent to users in a secure way, with this applying end-to-end in the CIS.

If a new user is added to the CIS, depending on a user's business role, or the group to
which they belong, the pre-defined rules in each group will allow a new user to
instantly have accounts created on each CEIS component with the default group / role
membership access rights.

The IDM solution therefore connects to all relevant systems, syncs user attributes and
memberships and can automatically apply rules.

External organisations should be able to integrate their existing ldentity Management
solutions into the SecIinCoRe cloud-based CIS IDM, in order to quickly and
transparently provide their members with access to the CIS. This will require
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Federated Identity Management and will be subject to further research, development
and integration work.

4.2.6.1 NEC AAA Demonstrator

An early prototype Identity Management solution was presented at the Dortmund
plenary meeting in October 2015. The hardware used for the AAA / IDM demonstrator
were:

e D-Link DIR-615 Wireless N 300 Router, with DD-WRT installed to replace the
factory firmware.

o The router's WiFi network was configured to use 802.11i WPA2-AES Enterprise
as the encryption technique.

o A remotely deployed Synology DS211+ NAS to facilitate LDAP and RADIUS,
with which the router grants or denies access to devices (users) requesting Wi-
Fi access.

An LDAP server consisting of a database of end-user identities and their access
privileges, together with a RADIUS server were used as a AAA solution to 802.11i-
enabled NIC access. A WiFi access point was configured to facilitate WPA2-enterprise
network access, by requesting the access point authenticates and authorises users via
a RADIUS server, which in turn was connected to a LDAP database. The RADIUS
server received username and password credentials from end-users and forwards
these to the LDAP server, which in turn verifies them, then checks its database to
confirm whether the stated end-user is authorised to access the WiFi network.

RNl I TN RN] Firmware: DD-WRT v24-5] 3/25/13) st
dd t Time: 14:21:17 up 8 min, load average: 06, 0.0
'W .C WAN IP: 192.168.0.11
Setup Wireless Services Security Access Restrictions MNAT / QoS Administration Status
Basic Settings Radius Wireless Security MAC Filter Advanced Settings WDS
Wireless Security wl0 Help more...
Physical Interface ra0 SSID [SecInCoRe wifi] HWAddr [14:D6:4D:CA:49:9C] Security Mode:
You may choose from Disable, WEP,
Security Mode WPA2 Enterprise 'WPA Personal, WPA Enterprise, or
RADIUS. All devices on your network
WPA Algorith AES
gorithms must use the same security mode.
Radius Auth Server Address B 152 23] 24 With N-Mode you must use
WPA2/AES.
Radius Auth Server Port 1812 (Default: 1812)
Radius Auth Shared Secret secretkey ® “ Unmask
Key Renewal Interval (in seconds) 3600
e | onyseuns

Figure 13. WIFI access point configuration

The 802.11i WiFi access point is configured to authenticate end-users using WPA2-
Enterprise, meaning that either a username / password pair is required to get network
access, or a smartcard containing a PKI private key. The IP address of the cloud-
based RADIUS server, along with the shared secret necessary to access the RADIUS
server is configured into the Access Point.
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Figure 14. RADIUS Server network access

On the cloud side, the 802.11i WiFi Access Point’s IP address is specified and only an
access point from that IP address with a specific shared secret can access the cloud-
based RADIUS server. The shared secret is configured on the RADIUS server. This
ensures upmost security. All username / password pairs are transferred through AES,
EAP or equivalent strongly encrypted tunnels.

Create |~ Edit Delete

@ Settings

Backup and Restore admin Directory/Diskstation default a Normal

alex Normal I .
isource Monitor
1 User
[ 3 =

RADIUS Server

328 Group v
2 Common Settings
Q Settings
E Google:Apps:Single Authentication port: 1812

Sign-On
Clients

Name Description Status

Select the source against which RADIUS Server authenticates users:

Local users

,0 Block List

@ LDAP users
E Log Domain users

Import root certificate to your computers and devices if you use a self-signed or Synology-signed certificate.

Download Root Certificate

Figure 15. RADIUS Server settings

The RADIUS server is configured to authenticate users against the LDAP (directory)
server. A separate LDAP server can be observed on in the background, containing a
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database of users, which can or can not access specific resources, e.g. Access Points
or CEIS components. As can be observed in the Directory Server window, each user
can belong to one or many ‘groups’, thus inheriting group-wide access permissions.
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Figure 16. RADIUS Server Authentication different devices

Figure 16. RADIUS Server Authentication different devicesshows a Windows machine
and an Android tablet presenting the end-user with a WPA2-Enterprise username /
password challenge in order to access the SecinCoRe 802.11i network.
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Figure 17. RADIUS Server audit log showing multiple access attempts

An audit log of access attempts by specific username / password pairs at the Access
Point is maintained on the RADIUS server.

This solution will in future be further developed to support smart card, hence
certificate-based authentication, bringing a high level of security and accountability to
NEC access. This infrastructure also allows for CIS components, for example Open
Atrium to authenticate with this central Identity Management service (the LDAP
server), meaning that a single database can contain access privileges to every CIS
element. Administration of user access rights is thus conducted at one central service,
with the ability to easily revoke user rights in cases of identity theft or end-users no
longer being part of a given organisation, or if an access device is misplaced.

4.2.6.2 Validation and outcomes from the NEC AAA Demonstrator

Following the presentation of the proposed AAA solution, consortium partners
identified an existing pan-European solution for network access, whose architecture
closely resembles the SecinCoRe CIS AAA solution, namely — Eduroam and to some
extent, Edugain. Eduroam can be mapped to NIC AAA, while Edugain to CEIS AAA.
These successful best-practice patterns will form the basis of the SeclnCoRe
Federated IDM solution, bringing with them proven assurances of Pan-European (and
global) adoption leverage to organisations wishing to join and to integrate their existing
IDM solutions into the SecIinCoRe cloud-based CIS.
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Figure 18. Eduroam: Ubiquitous Network Access

A high-level overview of the Edugain deployment pattern. As of April 2005, more than
350 institutions in 18 countries participate in Eduroam.
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Figure 19. Map of countries participating in Eduroam

4.2.6.3 Ongoing research and implementation of the CIS AAA service

Current research into Single-Sign-On and Federated Identity Management has been
conducted and has identified a number of suitable implementations. The shortlist of
technologies to be further exercised and their suitability to SeclnCoRe’s goals
confirmed include OpenLDAP, FreeRADIUS, MIT Kerberos, Dogtag, 389 Directory
Server, FreelPA, OpenIDM, phpLDAPadmin and Microsoft Active Directory. The
suitability of these technology stacks will largely depend on typical end-user devices
and demonstration scenarios. More importantly, a deployment pattern should be
followed with an implemented reference implementation, allowing scope for future
extensibility and third-party IDM integration. Currently, the best suited IDM’solution for
Windows is Microsoft's Active Directory, while for Linux-based machines, the most
mature solutions appear to be 389 Directory Server and FreelPA. A table illustrating
these two stack’s characteristics is listed in Table 11:

Use General purpose Single domain, focused on
identity management

Flexibility Highly-customizable Limitations to focus on identity
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and authentication

Schema Default LDAP schema Optimised, special schema for
identity management

Directory Tree Standard and flexible | Flat tree with a fixed hierarchy
hierarchy

Authentication LDAP Kerberos or Kerberos and LDAP

Active Directory | Bi-directional Unidirectional, Active Directory

Synchronization to FreelPA

Password Policies LDAP-based Kerberos-based

User Tools Java Console and standard | Web-based Ul and special
LDAP utilities Python command-line tools

Table 11. Possible implementation

FreelPA is essentially an equivalent to Microsoft’'s Active Directory (AD), but focuses
on the needs of Linux and UNIX systems. To be clear, FreelPA is not a replacement
for AD, it is rather an “overlord” for Linux/UNIX environments that can stand by itself or
be a subordinate to Active Directory.

Active Directory not only integrates several services (namely: LDAP, Kerberos, and
DNS) under one hood, but it also allows for more complex relationships between
identity sets. For example, traditionally, we think about an LDAP server (or a group of
LDAP servers sharing the same replicated data) as a single namespace. AD can not
only handle different namespaces, but can also manage complex relationships
between them. These capabilities solve real world problems and led to the following
two major results:

1. AD became a dominant identity solution in the enterprise and

2. This allowed environments to become much more complex. Identity data could
now be organized into multiple different domains or (even) collections of
domains called forests (see Figure 20).

A tree typically represents a subdomain of an organisational domain. For example, if
the organisation is SecIinCoRe, a tree would represent the Dortmund, Rome or London
location, i.e. rom.secincore.eu, lon.secincore.eu etc. A forest encompasses and
manages each tree, or organisational location / department. SecInCoRe’s ldentity
Management solution would manage the entire forest, with access rights easily
transferrable between locations — something of significant value where end-user
mobility is frequent.

Cross-forest trust entails trust between separate organisations and / or IDM solutions.
This will be the topic of further research and integration, resulting in the SecinCoRe
Federated Identity Management solution. Cross-forest trust also encompasses social
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media SSO technologies, such as OAuth2 — a technology not directly mappable or
compatible with SAML, the SSO standard popular with academia.

Forest Forest
I i
Cross Forest Trust
Root \I / Root
Domain Domain
Sub Sub Sub Sub
Domain / Domain Domain Domain
/ Sub Sub Sub Sub Sub
Domain Domain Domain Domain / Domain

Figure 20. Trust between federated domain controllers

Forest = different subdomain, e.g. different organisations. Cross-forest trust is
important and encompasses not only technological, but also procedural and
administrative practices by a peer organisation. EduRoam does outline such best
practices, which will be reflected within the SecInCoRe CISD.

Further reading has identified the following deployment considerations, namely:

e It is best to use a Samba Active Directory Domain Controller (AD DC) on the
server if you have mostly Windows machines and a single forest topology.

e Use FreelPA if the majority of your machines are Linux or other UNIX-
compatible systems. Client side configuration for Linux is mostly automated and
is available in most distributions.

e FreelPA is great for integrating existing Active Directory forests. The flow is
mostly automated.

e Support for Linux-specific access controls is built in if client side uses SSSD.
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5 Manual for first version of the Common Information Space System

This manual describes the usage of the main reference implementations of
SecInCoRe. All descriptions refer to the version of 10th February. All logins could be
requested via email: secincore-upb@lists.upb.de

5.1 Integrated GUI

A quick draft is done, to show all reference implementations within one GUI. It is
cumbersome to have a different URL for each CIS subsystem and as such, the CEIS
integrated GUI aims to unify these modular and functionally isolated subsystems into
one SecIinCoRe branded User Interface. This early prototype of the Integrated
interface is accessible via: http://31.171.251.73/

You can use the tabs to switch between the different implementations. The key tabs
are described below. OpenAtrium as a fine-grain access management knowledge
base solution is accessible via a dedicated tab in the Integrated GUI, but considering
the complexity of the platform, it is described in further detail in section 5.2.

5.1.1 Search

The search implementation offers the possibility, to search in the domain specific data
in the inventory. The usage of the recent search is quite simple.

The URL where the search could be found is: http://178.22.69.94/

SecInCoRe

Enter your keywords

flﬂ

Search

Figure 21. Search function

When the URL is open, you are prompted to Login. Please insert your data and click
“Login”.

After this step you will see the search field. Type in your keyword to search for and
click “Search”.

You will see the search results in the middle of the screen. Open a result by clicking at
it. There is the document title and the plaintext of the result shown.

If you want to see the result in the raw format with all links and tags, go to “export”,
choose “rdf+xml” and “Open”.
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Back on the result screen (step 3) there are filters shown at the left and right side of
the results. These filters refer to tags which are found in the search results. Filter your
results by clicking on the filters.

5.1.2 Semantic Media Wiki

The Semantic Media Wiki is planned as a collaborative ontology creation tool. The
concept is not final established, therefore the usage is not described in detail.

The URL is: http://31.171.251.73/mediawiki/

5.1.3 Databases

The past disaster database and the information system database are stored as SQL
databases.

The raw databases are accessible at http://31.171.245.222/salbuddy/
To browse the information system database go to:

http://31.171.245.222/sglbuddy/#page=browse&db=InformationSystemsé&table=Inform
ationSystems

5.1.4 External applications

For external applications no instructions are given here, as these are due to be further
researched and integrated in a later project phase into the SecinCoRe reference
implementations. Example applications could include the following. Please find the
instructions on the relevant website.

e LinkedIn will prove invaluable as an Identity Management and social networking
provider, as the quality and trust inherent in the platform will ensure a higher
degree of trust when performing profile attestation. As demonstrated internally
within SeclnCoRe when seeking out appropriate Advisory Board members,
LinkedIn has no peer in terms of lead quality. However, ELSI issues revolving
around previous reports of LinkedIn selling data to advertisers should be
considered.

o https://help.linkedin.com/app/home - help centre

¢ File sharing application - not configured yet.

e Pidgin or an equivalent XMPP-based IM solution / bridge -
https://www.pidgin.im/

5.2 Open Atrium

Open Atrium is an open source platform that enables organizations to create best in
class community driven websites through powerful knowledge management and social
collaboration tools. The framework allows organizations to easily integrate existing
software and additional features, while remaining extensible enough to change as the
organization or scope of the knowledge base and user base grows. The SecinCoRe
OpenAtrium cloud-based deployment can be accessed directly at: http://185.12.5.114/.
A first draft for dealing with the functionalities of Open Atrium in the context of
SecInCoRe and the use for documenting and discussing the SeclnCoRe CIS concept
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is described in D4.2, especially regarding the practical use and responsibilities within
the project.

A further description and explanation can be found in Appendix 5: SecInCoRe
OpenAtrium User Manual.
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6 Validation and evaluation plan: protocols, instruments, Demonstration
Cases and timeline

This section provides further details concerning the specification of the elements
needed to implement SeclnCoRe’s evaluation and validation strategy according to the
principles outlined in Chapter 2. Work is on-going, and will be integrated in a living
version of the Validation and Evaluation Strategy document.

6.1 Demonstration Case Protocol

A Demonstration Case Protocol is being developed in consultation with project
partners to cover all aspects in the lifecycle of a Demonstration Case, starting from its
planning, to its definition in cooperation with stakeholders, to its execution, to the
collection of data in different phases and to their analysis and reporting.

Different Templates will be used as part of the Demonstration Case Protocol.
Templates are at the same time an instrument to collect structured and consistent
information on a Demonstration Case to be included in the Demonstration Cases
Database, as well as a tool for favouring collaboration and cooperation among all
project members and teams involved with different aspects of the Demonstration
Case. Two templates will be used to cover different phases in the planning of a
Demonstration Case:

1. A Demonstration Case Template will be used by project team members to:

a. collect and exchange information on the preparatory phases of a
Demonstration Case;

b. define the general aims and objectives of a Demonstration Case and
clarify its role within the overall Validation and Evaluation Strategy;

c. list possible Demonstration Scenarios that will be then discussed, refined
and modified with stakeholders;

d. To collect feedback and observations from an ELSI and
evaluation/validation perspective;

e. to identify and refine the Demonstration Implementations that will be
required for running the Demonstration Case.

2. A Use Cases Template will then be used to:

a. Define the final Demonstration Scenario that has been developed in
collaboration with Stakeholders;

b. Define a set of embedded Use Cases related to the Demonstration
Scenario. Although Use Cases are expected to evolve as stakeholders
participate in the Demonstration Case, a detailed mapping of initial
challenges, opportunities and expectations concerning the interactions
between stakeholders and Demonstration Implementations will help to
interpret and analyze any emerging needs or uses that deviate from
initial expectations

c. Develop the specific data collection instruments that will be used before,
during and after the Demonstration Case (questionnaires, system logs,
list of topics for semi-structured interviews with stakeholders, topics to be
covered in focus groups with stakeholders, observational protocols)
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The Demonstration Case Template is provided in Appendix 4, and several examples
of populated Demonstration Case Templates are reported in the following sections.

As a first general indication, data collection instruments for different phases and units
of analysis in a Demonstration Case will include the following:

e Collection of data on Zero Scenarios through semi-structured interviews with
stakeholders on their current practices in the defined Demonstration Scenario
(before demonstration). A more detailed description of Zero Scenarios and
several examples of Zero Scenarios collected from project partners in the
preceding months are presented in Appendix 3— Zero Scenarios.

e Collection of quantitative data and indicators on the status of Demonstration
Implementations at the beginning of the Demonstration Case

e Tools for quantitative data collection on user activities during the Demonstration
Case. Part of this can be achieved through logging or otherwise recording user
actions during the Demonstration Case, but this should be subject to close
scrutiny from an ELSI perspective

e Tools for quantitative data collection on the status of the Demonstration
Implementation after the Demonstration Case

e Tools for the collection of qualitative data on user-system interaction during the
Demonstration Case. This will include unstructured or semi-structured
interviews at different stages of the Demonstration Case, focus groups with
stakeholders, journals kept by end-users and project members as well as
participant observation (particularly if project members are to be involved as
trainers, facilitators or coordinators in the Demonstration Case). Use of non-
textual data (videos, screenshots, pictures of working environments, audio
recordings) will also be considered when appropriate.

e Tools for the collection of qualitative information from end-users after the
Demonstration Case through semi-structured interviews, questionnaires and
focus groups. This part will be modelled on the SEQUOIA framework

A predefined structure for collecting and reporting results from Demonstration Cases
will be defined as part of the Protocol. Results and reports from different
Demonstration Cases will be collated in a Demonstration Case Database that will
include, for example, system logs, transcripts or summaries of interviews, collected
questionnaires, focus group reports, draft and final validation and evaluation reports®?.
This is subject to the agreements detailed in the SecInCoRe Research Ethics Protocol
and Code of Conduct

One important element to note with regard to the use of indicators is that there is a
clear overlap between indicators identified according to SEQUOIA areas of impact,
indicators related to validation modules and indicators (KPIs) related to project KPAs
and sub-objectives. To this aim and to avoid the duplication of data collection efforts,
guantitative and qualitative data regarding all required indicators will be collected
before, during and after Demonstration Cases. The reporting practice developed in the
Demonstration Case Protocol will specify that the collected indicators will be
aggregated in different ways:

12 D1.2 “Research Ethics (first version): Research Ethics Protocols, relevant authorisations and informed consent”
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e According to KPAs, for assessing progress in relation to project
objectives

e According to CIS Modules as identified in D4.2, for validation purposes

e According to SEQUOIA impact areas, for evaluation purposes

6.2 Draft plan for the first round of validation and evaluation

The methodology described in D5.3 is going to support and address all the
demonstrations that will be performed in order to validate and evaluate the socio-
technical system that the project is currently developing. However, as highlighted at
the first review meeting by reviewers, the scope of the project in relation to the first
phase of validation and evaluation activities was redefined as enhancing collaboration,
exchange and interoperability for preparedness and training activities. It remains that
SecInCoRe serves every phase of the crisis management cycle.

Within the overall validation and evaluation strategy, different Demonstration Cases
need to address multiple scales of action so that we can measure how the final project
results achieve the project goals. In the end, there will be five Demonstration Cases
covering different scenarios: (1) one EU, (2) one cross-border, (3, 4) two local, and (5)
one organisational (Figure 22).

e (1) Collaboration/interoperability at the EU level. An example would be the
refugee crisis. This can be filled out by mixing two things:

o what kinds of challenges and needs were the impetus for the grant call in
the first place; and

o what sorts of collaborative interactions exist in the case studies that
describe EU level governance.

e (2) A more detailed Demonstration Case for a cross-border collaboration to see
both how such interactions require breaks from routines and to see how they
build to a more EU-level style of interaction. An example would be collaboration
between Dortmund and Lancaster around a planning for pandemic risks.

e (3,4) Two local Demonstration Cases to be able to understand the relationship
of our system to current routines (such as flooding in Lancaster and refugee
reception in Dortmund at present).

e (5) A Demonstration Case for collaboration within an organisation would be
valuable to see if SeclnCoRe could encourage new partnerships and
interactions within a single organisation.
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Figure 22. Demonstration Cases covering different scenarios

The organisation of dedicated Demonstration Cases will follow the implementation of
the SeclnCoRe concept and the work of analysis and understanding accomplished in
all the WPs. Above all, the organisation of Demonstration Cases will be scheduled and
discussed with stakeholders involved, not just with project partners. For all these
reasons, the organisation of validation and evaluation activities will be a continuous
process that has to take into account several factors that cannot be considered at the
time of writing this document. Although it is not possible at this time to define in detalil
how and when the Demonstration Cases will be run, it is however possible to envisage
a roadmap that reflects the current state of the work and the next phases that are
actually planned.

We are eager to extend the validation activities dynamically either based on WP5-
driven demands or driven by external requests; a minimum set of activities is
described below. First of all, a workshop based on a cross-border European is being
organised together with stakeholders from two different countries, including members
of the Lancashire Local Resilience Forum (LLRF) in the UK. This demonstration will be
organised using a Demonstration Scenario based on the collaboration among different
countries allowing users to interact with a Common Information Space. This point is
crucial for the participation of the LLRF that will interact with a system consisting of
different functions instead of the ones given by their current system (the Resilience
Direct system). This use-case is foreseen in May (M24) as established in the timeline
described in D5.2.

Even if it is not confirmed at the moment of the writing, a demonstration on the use of

SecInCoRe in training and preparedness will be organised with the Dortmund Fire
Brigade. According to the Demonstration Case Template reported below, the first
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demonstration about a training exercise in planning will be organised in Dortmund
approximately in May, the second case dealing with a real training exercise in planning
is foreseen by August or September.

Finally, the demonstration use-case will be organised on the current refugee crisis and
this is foreseen to be completed by M34 (as defined by D5.2). It is important to stress
that further Demonstration Cases will be organised according to project needs.

6.3 Demonstration Case: Lancashire Local Resilience Forum

The first activity of validation to be conducted will be in collaboration with the
Lancashire Local Resilience Forum and will be based on the preparedness phase of
the emergency. In order to prepare the demonstration, the ULANC team has started to
complete the template that will be used to organise activities giving also inputs for the
demonstrator implementation. This template is in a draft form and will help to organise
the activity.

Demonstr | ULANC 1
ation
Case ID:

Demonstr | Co-Design Experimentation
ation
Case

Name:

Created | Katrina Petersen Last Updated | Katrina Petersen
By: By:

Date | 11 February 2016 Date Last | 19 February 2016
Created: Updated:

Demonstration Case Name: Co-Design Experimentation

International scenario in which actors from different countries cooperate and
exchange data to prepare for future crises.

Collaboratively with potential users experiment with the SeclnCoRe system as
designed in order to help, jointly, develop solutions to problems or questions we
have already identified, highlight areas of value, and pinpoint areas that need more
work. The aim is to have enough of a system (on paper and in
software/technology) in order to see the system in action, to see the system being
used for an activity the user would already have to do, such as develop new locally
relevant plans.

The main aims are to explore how:
e gaps in knowledge are identified and needs for filling in are defined

¢ lessons learnt might be shared across national borders
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e new sources of information or interactions begin to be collaborated with
e trustis built in new partners and relationships

¢ managing different ways of defining risk.

Planning/Preparedness P.2

Scenario ID Name

1 A pandemic outbreak. Pandemics do not respect borders
and, with increased travel, will spread rapidly. This means
an outbreak in one place is a concern for all places, and for
all emergency responders.

Emergency responders will be affected by pandemics in
various ways. For example, they may be involved in the
direct planning and/or response to a pandemic and/or their
personnel will likely also be affected (i.e. infections, having
to stay home and look after ill family members, out of school
children, fear of infection), which could compromise their
ability to attend to other emergencies. While health
professionals may be affected in both ways, police and
firefighters may be affected more in the second case.
Cascading consequences also severely reduce societies’
capacity to run normal services, from banks to
supermarkets. In the worst case scenario, a pandemic can
lead to public panic and disorder. In this case, police and
firefighters will be called upon to uphold the rule of law in a
context where they may have severe staff limitations.

The planning for and response to pandemics requires
considerable data collection and sharing, some of which is
sensitive data. This data also needs to be shared across a
wide range of stakeholders, from small scale elderly care
businesses, to diagnostic and treatment data across national
borders and health institutes. Pandemics will also place
considerable strain on Internet and communications
technologies, as technological forms of communication (i.e.
remote) will be relied upon heavily across society as a
means to stay informed without having to come into face-to-
face contact. People may even be asked to work from home
during a pandemic. In such a scenario, cloud-based
computing, which can stretch to accommodate raising
demands, will be vital.

Scenario 1 explores how pandemics are being planned for
and how an outbreak would be dealt with in both Germany
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and the UK. Each country has its own national pandemic
plans/protocols. Exploring how different emergency
responders within each country are preparing their
communities and themselves for a pandemic outbreak — i.e.
what their role is in planning/response within the community,
as well as how they are preparing themselves as an
organisation which will be affected by pandemic — would
highlight unique organisational structures, different levels of
involvement and concern with pandemics (i.e. different
needs for data/information), and how these differences may
influence the sharing of information and data during a
pandemic outbreak.

It would also offer an opportunity to explore the different
organisations  which are involved in  pandemic
planning/response across the national contexts and allow
emergency responders to learn from one another in regards
to how they are conceptualising possible pandemic
scenarios — e.g. what is a ‘worst case scenario’ in the UK
may be conceptualised differently in Germany — and the
steps they are taking to bolster society, but also themselves
as responding organisations, during an actual pandemic
outbreak.

We currently have access to Dortmund Fire (DF) and
Lancashire Local Resilience Forum (LLRF). DF has been
involved in a German research project called GenoPlan
regarding the workableness of Dortmund’s city
administration in case of a pandemic. Through DF we may
be able to gain access to participants in other relevant
organisations. LLRF, which is composed of diverse
stakeholders across various different organisations, is also
involved in local pandemic planning and, in the case of
outbreak, response.

2 Sharing lessons across a border about flooding: for
example, have a small team of planners in the UK and
another small team in Germany working at the same time.
On day 1, they each work in their respective groups to
prepare lessons learnt about, for instance, flooding, and
then day two they work at sharing it.

3 Planning for a new hazardous spill in Lancaster that has not
been previously dealt with, but has potentially been planned
for/mitigated/managed in Dortmund in a region with similar
environmental and demographic contexts. Building this type
of plan would bring together a range of stakeholders, public
and private, environmental organisations, humanitarian
organisations, businesses, and emergency responders.
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SeclnCoRe

SH ID | Name Stakeholder Category Code
1 Local Authority Emergency PU.M.1
Planners
2 Information Manager PU.M.4
3 Local Resilience Forum Sub- | PU.M.5
Group based on appropriate
theme
4 Health Services Planners PU.HB.1
5 Health Services Information PU.HB.4
Manager
6 Social Services crisis PU.HB.6
management staff
7 Police Operation Commander | PU.PA.7
8 Police Information Manager PU.PA.3
9 Fire Operation Commander PU.ER.6
10 Fire HazMat Advisor PU.ER.7
11 Resilience Direct Officer (UK) | PU.ER.13
12 LRF/JESIP training group PU.ER.11
13 Utilities Safety Managers PU.Pu.5
14 Utilities Security Managers PU.PI.6
15 Environmental agency
scientists
16 Meteorological office
scientists
17 Chemical company risk
managers
18 Humanitarian Groups PV.CS4
19 Public information officer
SH ID | Contact person(s) Contact details
1

Name and contact details

IDs of the stakeholders that are members

of the organization / consortium

Lancashire Resilience Forum

76




D5.3 Validation Strategy,
Version 2 (ic) S@@EE’BC@R@

Public deliverable

Dortmund Fire

SH ID | Description

Please describe all the activities that have taken place until now to prepare the
Demonstration Case, including your previous interactions / consultations with
stakeholders and any other preparatory activities that have already been executed
or planned.

¢ Introductory interactions with Lancashire LRF, including presentation about
research intentions, project goals, and desires for
interactions/collaborations.

e Observed an exercise to test plans for a city-bound chemical plant that the
LRF requires to be revisited every three years.

e Established access to Resilience Direct (RD).

e Setting up visit to local Coast Guard Operations Centre.

¢ Inviting key LLRF members to a loss of electricity due to flooding workshop
at Lancaster University

e Engaging with Lancaster civil authority member of the LRF in an advisory
capacity

e Setting up meeting to explore Lessons Direct, a lessons-learnt system in
test mode in the UK.

e Coordinating with TUDO/UPB to figure out an issue that would be of benefit
to both set of stakeholders we have to work with.

On the basis of your previous consultations with Stakeholders, please describe:

(@) the major incentives and obstacles for Stakeholders to participate in the
Demonstration Case:

The incentives and obstacles will depend on the demonstration case chosen. That
being said, here are a few general thoughts:

--they are using a similar system that is UK wide and while it is popular it is still a
work in progress. Being able to learn from this process is as valuable to them as it
would be for us

--they still struggle to determine how to define things such as: who should be
involved and to what extent, who qualifies as “vulnerable people”, what questions
to be asking to help define the extent of the risk and for who. Having a way to draw
on a pool of knowledge to help this would be of value to them.

--as we plan to bring people in the UK and Germany together, language could be
an obstacle. However, this is a very real obstacle which would impede working
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together in an emergency and, thus, exploring it in a mock exercise is highly
instructive.

(b) how you think they will contribute to the Demonstration Case in terms of
sharing their data, activities, expertise, practices

--the LLRF is about developing trust in multi-agency work, and the Lancashire
group already does regular collaborative work. Seeing what they do in order to
work successfully together can provide a framework for practices to design our
system around.

--they have given us access to Resilience Direct, which means we can start to see
how we might be able to connect to already existing national information systems.

--RD is intended to have a collaborative/CIS style aspect that is more than just a
place for everyone to reference the same documents, but these features are
underdeveloped still.

--Dortmund Fire has already worked on a German project called GenoPlan, which
aims to ensure that the Dortmund administration can continue to function in the
event of a pandemic. Dortmund Fire would bring its expertise from this cross-
agency/organisation project.

(c) which assumptions regarding Stakeholders’ participation and involvement need
to be fulfilled for the Demonstration Case to achieve its aims

--it needs to force them to do something that cannot be solved by using Resilience
Direct or working with their normal more local or neighbouring contacts.

--it needs to provide them with useful techniques, practices, tools, or relationships
for further growth in their own routines. This can be from understanding how and
when and with who to share lessons learned, better understanding what kind of
data or forms needs to be automated, understanding better how to define risks or
affected populations, to learning new organisations/contacts with which they can
exchange valuable information.

(d) how you intend to cope with possible defections or difficulties.
TBD.

Please describe (in as much detail as possible given the current definition of the
Demonstration Case) the Use Cases that are potentially associated with this
Demonstration Case and one or more of the proposed embedded Scenarios

Please provide details of the Reference Implementations that you expect will be
used in the Demonstration Case

Given the overall aims of the Demonstration Case, the current knowledge of
stakeholders’ needs and expectations and the current status of Reference
Implementations, please explain what you think is needed to develop
Demonstrator Implementation(s) that can be used for this Demonstration Case
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--a way for our knowledge base to interface with existing databases. We cannot
expect everything to be imputed.

--a partially functioning CIS. This is where our greatest value will be for this
demonstration as it is something that is underdeveloped in the RD.

--an interface that shows the ELSI connection to the search results/CIS
interactions, not just references ELSI guidelines as a separate document to go
visit.

Starting from the current status of the Knowledge Base, please describe which
elements of the Inventory (specifically, the available data sources and semantic
models) will be used for this Demonstration Case. Comment on the adequacy of
the KB for the aims of the Demonstration Case, and please indicate any additional
data sources that you expect to be able to integrate in the Knowledge Base before
stakeholders start interacting with Demonstrator Implementation(s) in this
Demonstration Case.

--Inventory case studies:
e The 2009 H1N1 pandemic
e Chemical Spills
--Crisis management models:
e Risk Assessments — environmental, chemical, civil
e Collaboration plans/MOUs (Memorandum of Understanding)
¢ Incident command procedures
--Information Systems:
TBD
--Data-Sets:

Uncertain what kind of data we will be given access to in advance, while some of
this should be known prior to workshop, a certain level of uncertainty is
advantageous for exploring ad-hoc interoperability practices.

Please provide details about the possible timeframe for the Demonstration Case
(including any preparatory or co-design activities) and about the expected duration
of the Demonstration Case.

Day 1: 14:00 — 17:30 — Co-Design Workshop with Lancashire
Resilience Forum + Advisory Board

Day 2: 09:00 — 13:00 — Continuation of Co—Design Workshop

Day 2: 14:00 — 17:30 — SecIlnCoRe Plenary Meeting and debriefing
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GENERAL COMMENTS:
VALIDATION / EVALUATION MODULES

Terminology

Stakeholders

Collab Practices
And ELSI

Taxonomy

ConOps for CEIS

HLRD

Modular System
Architecture

NEC concept

Semantic
Framework

Knowledge Base

6.4 Demonstration Case: Dortmund exercise

Based on the overall CIS demonstrator several sub-sequences of demonstration
implementation will be defined with regard to the respective case.

The Fehler! Verweisquelle konnte nicht gefunden werden. (Fehler! Verweisquelle
konnte nicht gefunden werden.) illustrates a setup, an assortment of reference
implementations for a demonstration implementation and the dedicated demonstration
cases. The demonstration case is divided in two scenarios which will take place at
different locations but simultaneously. The first scenario deals with a simulated training
exercise planning in a structured workshop. The second one dealing with a real
training exercise planning.

Demonstr | 2
ation
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Case ID:

Demonstr | Preparation for training exercise in Dortmund

ation

Case

Name:

Created | Christina Schafer, | Last  Updated | Christina  Schafer,  Torben
By: Torben Sauerland By: Sauerland

Date 10/02/2016 Date Last | 19/02/2016

Created: Updated:

Demonstration Case Name: Preparation for training exercise in Dortmund

Training is a major issue for Fire Brigades in Germany to be prepared in case of an
incident. Identifying sufficient scenarios, possible flows of the scenario with relevant
events having an impact on the exercise, and therefore on activities in the response of
an incident. This is a task, which may be supported with the SecinCoRe demonstrator
implementation. Hence, this case and demonstrator aims to assist respective officers
in the preparation of training exercise. The overall demonstration case is split up in two
escalation levels. First a structured workshop, to identify first impression in the use for
planning a training exercise and further real operation to gather long-term experiences.

The overall goal is to achieve based on the described evaluation methodology
formative evaluation of various IT components included in the Demonstrator
Implementation. In general, an evaluation of the whole CIS concept would be favoured.
Concrete Questions in the evaluation for this case:

1. needed information in the metadata of the search results

2. functionalities for enabling collaboration and information sharing

3. lacks to support tasks in the context of a CIS

4. using the prototyping method in the domain of PPRD and consequences

for the method

P.2
Scenario ID Name
1 Planning for a simulated training exercise and possible
setups (short-term demonstration case)
2 Planning for a real training exercise and possible setups
(long-term demonstration case)
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Name Stakeholder Category Code

Fire Brigade Dortmund PU.ER.11

SH ID | Contact person(s) Contact details

1 Detlev Harries Detlev Harries <dharries@stadtdo.de>

Name and contact details IDs of the stakeholders that are members
of the organisation / consortium

Description

The fire brigade Dortmund consists of voluntary and professional
firefighting and ambulance units. It has about 1800 members.

The Demonstration Case is settled in a big fire brigade in Dortmund — Germany (see
picture below).

Demonstrator Implementation Demonstration Case

D Pre-Scenario During-Scenario E Post-Scenario

. FR/PA ' Policy Maker ' Civil Society
. Indirect User . Direct User

Description of Use Case
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The overall demonstration case is twofold: First, the Fire Brigade prepares an
imaginary big training exercise. The planning is done by a few staff members of the fire
brigade maybe with help and hints from members of other organisations. The training
exercise will cover a topic which helps to improve the skills of tactic and operative staff.
It will involve several different units (firefighters, ambulances, police and other - e.g.
municipal — units). The SecIinCoRe demonstrator implementations could help the
planning staff in several ways to prepare the training exercise. Details below. Further
demonstrator implementations are placed in the fire brigade over a wider timeframe to
enable the support of the preparation of a real training exercise, using their own
workflows (scenario 2).

Scenario 1: The fire brigade Dortmund is quite big and has its own research facilities. A
long cooperation between the C.I.K. and them leads to a strong relationship. The fire
brigade is keen to test our project results and to help us, improving them. The main
obstacle is missing time caused by the current refugee crisis. For example, the fire
brigade is not performing big training exercises at the moment, because of the stress,
helping the refugees. Nevertheless, they will probably share non-confidential data with
us and participate in one or two days of workshops with a few persons. To fulfil the
aims of the demonstration case, they have to share some information with us and
participate in at least one workshop day. If they are not able to participate at all, we
have to find one or two different fire brigades to execute the Demonstration Cases (see
figure Itinerary for demonstration cases).

Scenario 2: The initial situation is quite similar to scenario 1. The main difference is,
that the fire brigade doesn’t need to attend a workshop, but has to have a real training
exercise to plan. They have to use the system for this task and find useful information
for that.

Semi-structured Semi-structured
questionnaire questionnaire

4 weeks free testing

Start workshop Final workshop

l )
|

Logs & Feedback

Itinerary for demonstration cases
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All Use Cases involve the fire brigade Dortmund.

Scenario 1:

e UC1 - Find inspiration for a topic
Applications: PAST DISASTER DB, SHARE INFORMATION
Every training exercise planner in every city has to think about practicable and
useful topics for the training exercises.
The planning staff could use the past disaster database to get input about different
past disasters. They could use the underlying scenarios, the description of the
course and the mentioned problems, to define their own training exercise.
To reach this goals, the following action flow is planned:

o The user opens the SecinCoRe GUI.

o He navigates to the past disaster database.
o He scrolls down the past disasters.
©)

He finds an interesting disaster. He opens the disaster. He finds the
description of the disaster and metadata he could use.

o He finds contact details of a person who has more information about the past
disaster. He contacts this person within the SeclnCoRe “Networking”
application.

o The person shares more useful documents with the user via the SecinCoRe
“Share information” application. The person asks for other information, the
user has (e.g. special )

e UC2 - Find information about planning a training exercise
Applications: SEARCH
There are different information needs, when planning a training exercise in a fire
brigade.

o A) How to plan the training exercise
o B) How to execute the training exercise
o C) How to evaluate the training exercise

To find relevant information for all these steps, the SecinCoRe search could be
used. To reach this goals, the following action flow is planned:

The user opens the SecinCoRe GUI.
He navigates to the search.
He searches for relevant information to one of the information needs.

o O O O

He gets a relevant result document. He opens the document. He uses the
information found.

o He navigates back to the search results, refines his search using the filters
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and finds other interesting documents.
o He saves a document to his local computer.

e UC3 - Connect to planning staff of other organizations
Applications: SEARCH =>PEOPLE

When the search is performed, the contact to authors of the found documents could
be appreciated. To reach this goal, the following action flow is planned:

o The user searches for documents (See UC2).

o The user finds a relevant document. The user finds attached author
information.
o The user contacts the author of the document.

o They swap information about the contents of the document. Each of them
get useful hints for the preparation of training exercises or general issues.

e UC4 - Share own information with the community
Applications: UPLOAD

The planning staff get an incentive to upload data into the SecinCoRe system.
(Could be the intrinsic motivation, when they understand the usefulness of the
system or some features in the system, which honourees the upload.) Once the
user is motivated, the following action flow is planned:

The user thinks about relevant documents, which are not confidential.
The user opens the SecinCoRe GUIL.

The user navigates to the upload section.
He uploads some documents.

o O O O

o He gets positive feedback from within the application.

e UCS5 - Find information about useful software concerning training exercises
Applications: INFORMATION SYSTEM DB
If the planning staff explores the SecinCoRe GUI, the information system database
could attract his attention. He thinks about the used software in his organization
and wants to get some ideas of other/possible better information systems. To reach
this goal, the following action flow is planned:

o The user opens the SecinCoRe GUI.
o The user navigates to the information system database.

o The user takes a look at the contained information systems and the
information provided.

o The user finds an interesting information system.
o He visits the website of the system to get more details.
e UCG6 - Find information about SecInCoRe
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Applications: OPEN ATRIUM, HOW TO

When the planning staff is familiar with SecInCoRe, more detailed information
about the project could be appreciated. To get this information, the following action
flow is planned:

o The user needs explanation concerning the applications.
o The user opens the SecinCoRe GUI. He navigates to the How To page.

He reads about the different applications, the connection between them and
the SecInCoRe project.

O

He navigates to the Open Atrium page.
The user explores the SecInCoRe concepts in Open Atrium.
The user wants to get in touch with the project consortium.

o O O O

The user contacts the consortium.
Scenario 2:
All Use cases are possible for the second scenario. While planning a real training

exercise order and characteristic of the use cases may change depending on the real
situation.

Open Semantic Framework

In a first step, a very basic search system was installed based on Open Semantic
Search, also presented in D3.3.

After a detailed analysis, Open Semantic Framework (OSF) was identified as the best
fitting base for the search system. This system should enable an easy and domain-
customised way to find the needed domain specific data. At the moment the system
has the possibility to trawl file systems, analyse the files found with an uploaded
ontology and make them searchable. The search offers only basic functionalities now,
but will be improved within the next few months. Particularly, no database connection
is established yet and the semantic tagging is performed with a single ontology. Later
on, ontologies from within the SecInCoRe project, from the SMW and from external
domain ontologies should be integrated. The ontology data is used to tag the indexed
files with corresponding concepts of the ontologies and to filter the search results.
Further functionalities will be developed.

Knowledge Base

The Knowledge Base is the implementation of the inventory artefacts and in this way
the inventory builds the basis of the Knowledge Base. Therefore, the inventory follows
two lines: first a comprehensive analysis of information systems, business models,
processes and data sets was started. Further to ensure a sustainable usage of the
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system existing databases, glossaries and ontologies will be integrated and added to
the inventory content. The Inventory contains at the moment two SecIlnCoRe-owned
databases: An overview of past disasters is stored in the Past Disaster Database and
a second database contains domain relevant information systems. The work on the
overview of European processes and corresponding documents is ongoing.

Semantic Media Wiki

The Semantic Media Wiki (SMW) is based on the Media Wiki software. It enables the
semantic storage of all contents and the underlying structure of the wiki. The recent
implemented version is a very early instance of the Semantic Media Wiki with no
additional features. The plan is, to create a concept for the SMW, which enables a
simple and intuitive way for collaborative content editing. The structure of the
community generated domain specific content should be used as an ontology for the
search in OSF. For the community-based ontology a collaborative semantic platform is
planned.

Foreign Systems

The CEIS concept aims to improve the communication and the access to information
in the domain. There are several systems already at the market, which could be used
to reach these aims. Therefore, the above-mentioned implementations are
complemented by external systems. For example, the communication and group
creation within the domain members can be established using existing chat or social
applications.

Dortmund demonstration case “Training exercise planning“

Based on the overall CIS demonstrator several subsequences of demonstration
implementation will be defined with regard to the respective case.

The demonstration case is divided in two scenarios which will focus on similar topics.
The first scenario will be about the planning for a simulated training exercise of the fire
brigade Dortmund. The second scenario will focus on the planning of a real training
exercise in the same fire brigade. The second scenario will build open the lessons
learned and maybe the inserted data from the first scenario.

Open semantic framework (OSF)

Especially regarding the search OSF, added content considering planning and
conducting of exercises for fire brigades was required. The inventory (including all
tasks T3.1, T3.2, T3.3) focus on these aspects and provide relevant information.

A first version of the search functionality was described in D3.3 as the mechanism to
publish and retrieve information based on the inventory content and is extended to fulfil
the requirements of the demonstration case.
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SeclnCoRe

Past-Disaster Database (PD-DB)

An important task in the definition of training exercises are the definition of realistic
scenarios. Therefore, the PD-DB is a valuable source of information and added to the
demonstrator implementation “Training Exercise in Germany”.

Home » fire

Filter by struetural
engineering:

e true (1)

SecInCoRe

Enter your keywords

Filter by dataset:

o True(3)

fire

Filter by human

Filter by fire brigade: Search resources (employees):

o lrue (1) The search found 3 resulls in 0.502 seconds, o lrue (1)

Search results

Filter by deaths: Filter by country:

2005 - Buncefield Qil Depot Explosion and Fire, UK.pdf
e true (1) o true (1)
2010 - Love Parade Stampede, Germany (UPB).pdf

SecInCoRe OSF GUI

Foreign Systems - Information Sharing (IS) and Networking (N)

For integrating the functionality of sharing information, the SecInCoRe project used
existing technologies to 1) support user with already known applications and 2) to
focus not on the implementation of existing technologies but to integrate them in the
context of CIS. Therefore, ownCloud and Linkedin was chosen to map the
requirements regarding networking and sharing of information between first responder.

The knowledge base has to be extended to provide sufficient data regarding training,
and methods for training exercises and possible scenarios. Tasks T3.1-T3.4 will
support the work for defining needed information.

The case begins with a one-day opening workshop. A first semi-structured
questionnaire will collect previous experiences of the participants and general
problems in the field of preparing a training exercise, existing gaps in information
sharing practices. After the introduction of the CIS, the demonstration implementations
and the use of it, the participants can test and use the system independently for about
four weeks. In this time frame all searches are logged and the participants should give
direct feedback about the implementation and use via integrated feedback
functionality. At the end of the free testing period, a final workshop is planned, which
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enables direct feedback and a detailed analysis of the implementation.
Scenario 1:
About 1-2 days:

e First an introduction about the respective demonstrator and the overall goal
e Timeframe to use the demonstrator in a dedicated order, with respective tasks
e Dedicate short workshop in the end to gather feedback and evaluate the case

Scenario 2:
About 1 month:

e First an introduction about the respective demonstrator and the overall goal
¢ Timeframe about 1 month for using the demonstrator for the mentioned purpose
¢ Dedicate workshop in the end to gather feedback and evaluate the case

GENERAL COMMENTS:
VALIDATION / EVALUATION MODULES

Terminology

Stakeholders

Collab Practices

And ELSI

Taxonomy X

ConOps for CEIS

HLRD

Modular System
Architecture

NEC concept

Semantic X
Framework

Knowledge Base | X

Scenario 1:

A first version of the demonstrator implementation for this case has to be available. At
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least the above mentioned applications have to work in a way, that the user interaction
is possible as described in the use cases. After that, the fire brigade has to have time
to participate with planning staff on the workshop.

Scenario 2:

A version of the demonstrator has to be available, which offers a stable and
unmonitored use of the implementations by the stakeholders. After that, relevant
information have to be available and the fire brigade has to have a suitable real training
exercise in July or August.

6.5 Demonstration Case: refugee crisis

Another option in order to run an activity of validation is to work on an international
scenario where international agencies are involved in the management of the flow of
refugees. This scenario would be particularly relevant for the period in which the
project is working. The template provided by KEMEA will see further changes but
provides a sense of preparations of this activity.

Demonstrati | 10177
on Case ID:
Demonstrati | Refugee Crisis
on Case
Name:
Created By: | Center for Security Last Updated
Studies - KEMEA By:
Date | 15/02/2016 Date Last
Created: Updated:
Demonstration Case Name: Refugee Crisis

International scenario where national and international authorities and agencies are
involved in the management procedure of the flow of refugees. The goal of this
demonstration case is to emphasize the evolving of the international phenomenon of
the refugee crisis, where the collaborative efforts of multinational agencies (now not
only European) are essential for the management of a growing problem as has turned
for the EU. The current situation regarding the refugee crisis can be described briefly
here. In 2015 more than 1 million refugees crossed the Mediterranean Sea and the
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Aegean Sea due to the events in Syria and Middle East, in order to enter the EU
mainly from Greece and Italy. Of these refugees nearly 940.000 applied for asylum
(BBC.com, 2016), and the number is expected to grow considerably for the year of
2016.Hotspots are the EU approach to record and distinguish migrants from refugees;
detailed analysis of the description of the Hotspots has been carried out by KEMEA in
D2.4 and D3.3 of SecIinCoRe. The recording process of third-country nationals is
complicated, and a lot of information needs to be processed. Initially, the refugees are
offered psychosocial support in case it's necessary, and they are provided with the
basic needs such as water, food and clothing. In the next step, the registration and
identification process starts and Law Enforcement Agents (LEAs) from the Hellenic
Police, with the help of translators of FRONTEX and NGOs. The data recorded at this
stage are: A) Name, B) Nationality and C) Birth Date. Moreover, if the third-country
nationals have some other documents (e.g. passport, Degrees, etc.), these are also
recorded in a national database, administrated by the Hellenic Police in a closed
national network, using a national application; the data is shared upon request by
agencies such as Europol / Interpol or other agencies, in accordance with the degree
of sensitivity of the data as it may be for example medical data etc. In the next step,
Photos and Fingerprints of the third-country nationals are recorded and stored in the
national database. The information is cross checked with EURODAC to see whether
the third-country national has re-entered the EU from another country. Apart from
EURODAC, the information is cross checked with the Schengen Information System
(SIS) and Visa Information System (VIS) to find out if the third-country national is
considered to be wanted from other Countries. In case there is no conflict in the
previous step, the national application sends the A) Fingerprint data, B) Member state
of Origin, C) sex, D) reference number used by the Member states, E) Date on which
the fingerprints were taken, F) Date on which the data were transmitted to the Central
system, G) operator user ID, H) dates on which is related with the arrival, departure,
asylum application date, etc. At this point, a medical record is created for the third-
country nationals and medical examinations are performed. Finally, the third-country
nationals are guided to a debriefing regarding the legislation applicable for refugees,
where they are informed of their rights and responsibilities.

The emergency phases in this demonstration case are multiple and with different
characteristics, due to the nature of the crisis which commences with:

¢ the human lives (rescuing the refugees),

e the entrance of unknown people in the EU,

e the management of emergency health issues as identified on the spot and the
medical treatment (hypothermia, diseases, wounds, pregnant women etc.),

e the treatment of vulnerable categories of refugees (children, pregnant women,
handicap people etc.),
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¢ identification and registration of the refugees / migrants (in limited local facilities
that is impossible to deal with the thousands of people that arrive every day),

e separation of refugees and migrants for further asylum applications,

o facilitation and housing of the refugees,

e transportation and relocation of the refugees.

Scenario ID Name

1 A number of refugees have been located at sea and are
selected by the Hellenic Coast Guard vessel; they are
brought at land and the authorities must decide who belong
to the vulnerable categories in order to take care of those in
urgent need of medical care, and lead the others to the
defined procedure for registration and identification.

2 During registration and identification, certain people are
identified as not fitting the profile of the refugee, hence must
be separated by the other refugees and initiate the process
of sending back to their country or to Turkey through the bi-
lateral agreement signed between EU and Turkey. This
involves the collaboration between the authorities operating
on the Hellenic premises (hence, EU) and the Turkish
counterparts.

3 False identification is recognised through the SIS system
hence actions of criminal law are initiated by the Hellenic
authorities (police) for the detention of the holder of the fake
identification document. It must be emphasised that there
are different cases of false documents: they may be actually
false, or they may be real but stolen. In the second case,
unless the document has been reported as stolen, it is very
hard to spot.

Furthermore, an individual may be recognised as a person
with criminal record (could be even wanted) when the
fingerprints are recorded (Eurodac); this is an information
that will be available through databases such as Europol /
Interpol.

SH ID | Name Stakeholder Category Code
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1 Hellenic Police

2 FRONTEX

3 Hellenic Coast Guard

4 First Reception  Service
(F.R.S.) (Hellenic Ministry of
Interior)
Europol

6 European Asylum Support
Office (EASO)

7 Eurojust

8 Office of the United Nations

High Commissioner  for
Refugees (UNHCR) in

Greece
9 Local/regional Health Center
or Hospital
10 Local council authorities
11 NGOs
SH ID | Contact person(s) Contact details
1
Name and contact details IDs of the stakeholders that are members
of the organisation / consortium
Hellenic Police Ministry of Interior and Administrative
Reconstruction
Hellenic Coast Guard Ministry of Shipping and Island Policy
FRONTEX DG MIGRATION AND HOME AFFAIRS
F.R.S. Ministry of Interior and Administrative
Reconstruction/ Ministry of  Citizen
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Protection
EUROPOL DG MIGRATION AND HOME AFFAIRS
EASO DG MIGRATION AND HOME AFFAIRS
EUROJUST DG MIGRATION AND HOME AFFAIRS
UNHCR United Nations

SH ID | Description

1 The Hellenic Police is responsible for detecting immigrants in land
borders and deliver them to the F.R.S. Also is responsible for the
registration of the respective data into EURODAC system.

2 FRONTEX is supporting the National Authorities in the detection
and SaR missions, during the Registration and Identification of the
immigrants, in the Debriefing and risk analysis of the individuals and
assists the national authorities to return the immigrants who are not
eligible for international asylum.

3 The Hellenic Coast Guard is responsible for detecting immigrants
in sea level and deliver them to the F.R.S. Furthermore, is
responsible in managing and executing SaR missions in
collaboration with FRONTEX personnel.

4 F.R.S. is responsible for the residence, recording of their data,
immediate provision of their health needs and to inform all
immigrants for their legal rights and the relevant procedures
according to National law.

5 EUROPOL assists FRONTEX during the Risk analysis process and
also is supporting national authorities to investigate all individuals
for possible facilitation/being part of criminal networks. Furthermore,
both aforementioned organisations assist national authorities to
identify, register and fingerprint alongside with EASO and Eurojust.

6 EASO personnel in addition to the assistants provided during the
identification registration and fingerprinting phases also supports the
asylum application procedures.

7 EUROJUST will assist throughout the investigations to dismantle
trafficking networks.
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8 UNHCR

9 Local/regional Health Center or Hospital personnel will offer
medical attention to immigrants, it will also record the “first personal
details and it will create a medical file for each individual.

10 Local council authorities will support F.R.S. with the
catering/feeding and clothing of the immigrants.

11 NGOs are supporting F.R.S., the local Health Centers/Hospitals in
providing medical services in immigrants in need and in the clothing
and catering.

The demonstration case has been researched and designed by KEMEA in
collaboration with the respective authorities and ministries, where information is
gathered and analysed to fit the purpose of the demonstration scenario, with great
effort to the simplification of the procedures and details that are continuously evolving,
as it is a phenomenon that is under progress. The access to personnel and
information is particularly difficult primarily due to the extreme conditions and
timeframes that the personnel must operate and the expansion and advancement of
the data and the procedures. The timeframe required for the preparation of this
demonstration case has been 2 full months of interaction with the aforementioned
authorities and agencies, updating the data and procedures along.

The major incentive for stakeholders to be involved in the demonstration case has
been the idea of preparedness both in terms of procedures, the technologies, the
interaction with other agencies involved during the management of such situations as
these described earlier. It would serve as a good platform for training, or even
exploring new concepts and identifying gaps, as the experience of the different
stakeholders is more valuable than any theoretical prediction.

As mentioned earlier too, an expected difficulty to have the stakeholders participate
would be due to their very heavy schedule, as the refugee crisis situation is in progress
and the capacity of the personnel of the different agencies is limited. The only way to
handle such issues of availability, would be to organise their participation (in either
procedure suggested above) well in advance, in a central location accessible to all.

D3.3 and D2.4 Hotspots
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D3.3 and D2.4 Hotspots

The main idea is to develop a system that will promote the training of the stakeholders
for preparedness but also the interaction and exchange of ideas that will be surface
during the training. It has to be a system that will be user friendly and assist them in
their daily tasks, and it is important to have their feedback to gather data such as that;
this would be a great exercise for us too to refine and optimise the system. Given the
issues that were aforementioned in this document, it is essential that system
functionalities will assist their operation in any of the emergency phases, highlighting
the problem that they may encounter during these phases.

Starting from the current status of the Knowledge Base, please describe which
elements of the Inventory (specifically, the available data sources and semantic
models) will be used for this Demonstration Case. Comment on the adequacy of the
KB for the aims of the Demonstration Case, and please indicate any additional data
sources that you expect to be able to integrate in the Knowledge Base before
stakeholders start interacting with Demonstrator Implementation(s) in this
Demonstration Case.

If end-users were to participate and test the demonstration case and the system, it
would be fair to say that about 1 month would be necessary if we try to involve them
separately because there are different kind of stakeholders involved. Furthermore, |
would recommend as an alternative to have an event like a small workshop with
representatives from the local authorities who participate to the procedures in a
refugee crisis management; this may require good planning as most of the people
involved are rather busy, hence we will need to organise this well in advance. In the
case of the workshop, 2 days would be sufficient, as we will need to introduce them to
the system during the first day, and then have the second day dedicated to the
demonstration scenario.

GENERAL COMMENTS:
VALIDATION / EVALUATION MODULES
Terminology

Stakeholders
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&) SeclnCoRe

Collab Practices
And ELSI

Taxonomy

ConOps for CEIS

HLRD

Modular System
Architecture

NEC concept

Semantic
Framework

Knowledge Base
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7 Conclusion

In conclusion, the contribution of this Deliverable is the setting of the final validation
and evaluation strategy adopted by SecInCoRe. Starting from the work done in D5.2,
the definition of the methodology has followed the project development as well as the
project’s needs.

The deliverable provides a clarification of the methodology according to the
triangulation between the E-OCVM performance framework (which includes KPAs and
KPIs) and the SEQUOIA evaluation approach.

Doing so, this deliverable allows to trace the main actions that will follow in the next
months through a process of validation and evaluation based on Multiple
Demonstration Cases.

One of the major results of the document has been the building of a comprehensive
strategy taking together the work done in all WPs. For this reason, the identification of
Demonstration Cases and related indicators are linked to High-Level Requirements
collected in the live JIRA system (WP4) and are fundamental for the next phase of
validation and evaluation (WP5).

In order to run Demonstration Cases, the tools and procedures here stored will be
further developed and used to organise, prepare and coordinate Demonstration
Cases. Moreover, the three Demonstration Case Descriptions already collected for the
preparatory phase of different Demonstration Cases are possible candidates for the
next run of validation and evaluation activities that will be conducted in the following
months.
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9 Annexes
The annexes will contain

Appendix 1: list of Sequoia indicators

Appendix 2: JIRA requirements and possible indicators

Appendix 3: first collection of zero scenarios

Appendix 4: Demonstration Case Template

Appendix 5: SecIlnCoRe OpenAtrium User Manual

e Appendix 6: questionnaires and focus group guidelines mentioned in the text of
the Deliverable
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9.1 Appendix 1: list of Sequoia indicators

The Sequoia methodology has been applied to SecinCoRe project allowing to map the
main areas of impact and to tailor related indicators to estimate the socio-economic

impact of SecInCoRe.

Economic Impact

Financial impact

Investment cost (total cost of implementation)

Cost of adaptation of SecInCoRe to existing systems

Working time to adapt SecinCoRe to an existing tool

Need of hardware/software to implement SecInCoRe and its
cost (Does SeclnCoRe need hardware/software to be
implement?)

Technological impact

Operational efficiency

Accessibility

Effectiveness

Satisfaction

Security

Time to access to the information

Time to get in the systems

Presence of a how to guide and assessment of the tool
Time to upload an information

Time to retrieve an information

Number of clicks to reach key information for everyday work
Time to set up tailored CIS demonstrator

Assess the level of interoperability among different systems

Usability. The extent to which information is clear and easily
used

Understanding. The extent to which data are clear without
ambiguity and easily comprehended

Navigation of the KB. The extent to which data are easily
found and linked to.

Relevancy. The extent to which information is applicable and
helpful for the task at hand
Number of source with definition of author of information

Presence and assessment of incentives.

Creation of login credentials and its assessment
Extent of the clarity of the process about who and how release
credentials
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Environmental impact

Saving on energy consumption

guantify energy used (comparison with other systems)

Saving on travels costs

Travel costs during the use of SecInCoRe (in a certain period
of time)

Resources efficiency

Social Impact

guantify resources needs (comparison with other systems)
guantify time for organising resources on the field

Impact on employment and working routine

Improvement on working routines (Please describe how does
your working routines change using SecinCoRe)

Improvement on employment (Please describe how does
SecIinCoRe could impact employment  in  your
organisation/institution)

Time saved in the working routine using SeclnCoRe (Please
describe how does your working time change using
SecInCoRe)

Knowledge production and sharing

Knowledge sharing

Number of European disasters inserted in the dataset
Number of different typologies of disaster
Number of different sizes of disaster

Covering different typology of stakeholders involved in different
disasters

Number of datasets linked to SecInCoRe

Total number of sources available in SecinCoRe

Number of emergency management models identified in the
Inventory

Number of information systems identified in the Inventory
Number of business models identified in the Inventory

Number of developed data sharing protocol

Assess the easiness of exchange information among two or
more parties

Assess the quality of information

Assess the awareness about past disasters using SecinCoRe

Support of ICT usage for all and democratic participants

Number of countries involved

Number of agencies involved

Number of stakeholders

Extent of the support informational self-determination
Extent of the support non-discriminatory practices
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e Assess privacy and restrictions
e Assess collaboration across nations, etc. using SeclnCoRe in
the respecting of differences

Social capital
Social capital increment for users and participants

e Assess the level of trust in exchanging information using
SecInCoRe CIS

e Assess the level of trust using the Cloud (or similar) support
(CEIS)

e Assess how SecinCoRe support people in lessons learnt
reporting so that this does not lead to blame

e Assess how SecIlnCoRe make users' duty of care regarding
technology maintenance known

e Assess the increasing of collaboration network using

e Assess how SecinCoRe support integration of existing

Evaluating the SecInCoRe Project
Social capital increment for project participants

e Extent of the increase of the network
e Extent of the increase of competences acquired
Scientific impact

Number of project outputs in terms of scientific production
Relevance of interdisciplinary activities in SecinCoRe
Open access contribution

Open access to research community
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9.2 Appendix 2: JIRA requirements and possible indicators

JIRA REQUIREMENT

SICR 113 Support informational self determination

CIS MODULES

ConOps; Collaboration practices

MENTIONED IN
CONSULTATIONS

no

SecIinCoRe Expected
Outcomes

ELSI sensitive

Impact Areas in
SEQUOIA

Impact on employment and working routines; Knowledge
production and sharing

POSSIBLE INDICATORS

Assess the extent of supporting informational self-determination

JIRA REQUIREMENT

SICR 114 Support inclusiveness through search

CIS MODULES

Taxonomy

MENTIONED IN
CONSULTATIONS

yes

SecinCoRe Expected
Outcomes

Make unknowns visible; Trusted relationships; Enhanced
quality of information / interactions

Impact Areas in
SEQUOIA

Technological impact; Knowledge production and sharing

POSSIBLE INDICATORS

Number of data stored in the inventory. Assess the amount of data stored
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JIRA REQUIREMENT

SICR 116 Support equal access

CIS MODULES

ConOps; Collaboration practices

MENTIONED IN
CONSULTATIONS

no

SecIinCoRe Expected
Outcomes

ELSI sensitive

Impact Areas in
SEQUOIA

Impact on employment and working routines; Knowledge
production and sharing

POSSIBLE INDICATORS

Assess the extent of equal access

JIRA REQUIREMENT

SICR 117 Support diversity across nations, agencies, users.

CIS MODULES

Collaboration practices; Taxonomy; Semantic

framework

MENTIONED IN
CONSULTATIONS

yes

SecIinCoRe Expected
Outcomes

New partnerships; Better common understanding; Trusted
relationships

Impact Areas in
SEQUOIA

IMpact on employment and working routines; Knowledge
production and sharing; Social capital

POSSIBLE INDICATORS

Number of countries involved

105




D5.3 Validation Strategy,

Version 2 (ic) @S@@E@C@R@
Public deliverable
JIRA REQUIREMENT
SICR 118 Strive for simplicity in design
CIS MODULES MENTIONED IN
_ CONSULTATIONS
ConOps; Semantic framework
yes
SecInCoRe Expected | More informed; Living and inclusive
Outcomes
Impact Areas in | Technological Impact
SEQUOIA
POSSIBLE INDICATORS
Assess system understanding
JIRA REQUIREMENT
SICR 119 Support non discriminatory practices
CIS MODULES MENTIONED IN
. _ CONSULTATIONS
Collaboration practices
no

SecinCoRe Expected | ELSI sensitive; Trusted relationships

Outcomes

Impact Areas in | Impact on employment and working routines; Knowledge

SEQUOIA production and sharing

POSSIBLE INDICATORS

Assess the capacity to support non-discriminatory practices
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JIRA REQUIREMENT

SICR 120 Enable direct communication between users

CIS MODULES MENTIONED IN

_ _ CONSULTATIONS
Collaboration practices

yes

SecIinCoRe Expected | To support collaboration and interoperability; Efficiency; Better
Outcomes collaboration

Impact Areas in | Impact on employment and working routines; Knowledge
SEQUOIA production and sharing; Social capital

POSSIBLE INDICATORS

Assess the easiness of exchange information among two or more parties

JIRA REQUIREMENT

SICR 121 Support people in lessons learnt reporting so that this does not lead to blame

CIS MODULES MENTIONED IN
, _ CONSULTATIONS
Collaboration practices
no

SecinCoRe Expected | Trusted relationships; Cloud; ELSI sensitive
Outcomes

Impact Areas in | Impact on employment and working routines; Knowledge
SEQUOIA production and sharing

POSSIBLE INDICATORS

Assess the extent of supporting lessons learnt
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JIRA REQUIREMENT

SICR 122 Support social and organisational practices of interoperability

CIS MODULES MENTIONED IN
_ ) CONSULTATIONS

Collaboration practices; Modular system

architecture yes

SecIinCoRe Expected
Outcomes

To support collaboration and interoperability; Efficiency; Better
collaboration

Impact Areas in
SEQUOIA

Impact on employment and working routines; Knowledge
production and sharing; Social capital

POSSIBLE INDICATORS

Assess interoperability through the system

JIRA REQUIREMENT

SICR 122 Support social and organisational practices of interoperability

CIS MODULES

Collaboration practices

MENTIONED IN
CONSULTATIONS

yes

SecIinCoRe Expected
Outcomes

Enhanced quality of information / interactions; Better
collaboration

Impact Areas in
SEQUOIA

Impact on employment and working routines; Knowledge
production and sharing; Social capital

POSSIBLE INDICATORS

Assess level interoperability using SecinCoRe
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JIRA REQUIREMENT

SICR 126 Support people in keeping the inventory and/or the CIS relevant

CIS MODULES MENTIONED IN

_ _ CONSULTATIONS
Collaboration practices

yes

SecinCoRe Expected | Enhanced quality of information / interactions
Outcomes

Impact Areas in | Impact on employment and working routines; Knowledge
SEQUOIA production and sharing

POSSIBLE INDICATORS

Assess incentives to populate the database

JIRA REQUIREMENT

SICR 138 Function to create private online data sharing communities

CIS MODULES MENTIONED IN
, _ CONSULTATIONS
Collaboration practices
yes

SecInCoRe Expected | Bettr collaboration; Cloud; Living and inclusive
Outcomes

Impact Areas in | Impact on employment and working routines; Knowledge
SEQUOIA production and sharing; Social capital

POSSIBLE INDICATORS

Assess the level of trust in exchanging information using SecinCoRe-
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JIRA REQUIREMENT
SICR 14 Author of Information

CIS MODULES MENTIONED IN
_ CONSULTATIONS
Semantic framework
yes
SecIinCoRe Expected | Trusted relationships; Cloud
Outcomes
Impact Areas in | Impact on employment and working routines; Knowledge
SEQUOIA production and sharing

POSSIBLE INDICATORS

Number of sources with author

JIRA REQUIREMENT

SICR 146 Help create trust in regards to security of the cloud

CIS MODULES MENTIONED IN
Collaboration practices CONSULTATIONS

yes
SecIinCoRe Expected | Cloud; Security; Trusted relationships
Outcomes
Impact Areas in | Impact on employment and working routines; knowledge
SEQUOIA sharing

POSSIBLE INDICATORS
Assess trust in cloud
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JIRA REQUIREMENT

SICR 153 Create flexibility so that the system can incorporate new sources of data

CIS MODULES MENTIONED IN
_ CONSULTATIONS
Semantic framework; Knowledge base
yes
SecInCoRe Expected | Flexibility; Living and inclusive;
Outcomes
Impact Areas in | Technological impact; Impact on employment and working
SEQUOIA routines

POSSIBLE INDICATORS

Number of datasets linked to SeclnCoRe

JIRA REQUIREMENT

SICR 158 Make users' duty of care regarding technology maintenance known

CIS MODULES MENTIONED IN
, _ CONSULTATIONS
Collaboration practices
yes

SecinCoRe Expected | Efficiency;
Outcomes

Impact Areas in | Technological impact
SEQUOIA

POSSIBLE INDICATORS

ssess users’ duty of care technology maintenance
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JIRA REQUIREMENT

SICR 165 Support, do not replace other processes/systems

CIS MODULES

ConOps; Nec

MENTIONED IN
CONSULTATIONS

yes

SecIinCoRe Expected
Outcomes

Scalability; Flexibility; Standardisability

Impact Areas in
SEQUOIA

Technological impact; financial impact

POSSIBLE INDICATORS

Assess the value of syste

ms integration

JIRA REQUIREMENT

SICR 167 Support linguistic translation

CIS MODULES

Collaboration practices

MENTIONED IN
CONSULTATIONS

yes

SecIinCoRe Expected
Outcomes

New partnerships; More informed; Make unknowns visible;

Impact Areas in
SEQUOIA

Impact on employment and working routines; Technological
impact

POSSIBLE INDICATORS

Percentage of documents translated
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JIRA REQUIREMENT

SICR 168 Support operational translation between different organisations

CIS MODULES

Collaboration practices; Taxonomy

MENTIONED IN
CONSULTATIONS

yes

SecIinCoRe Expected
Outcomes

Enhanced quality of information / interactions; Standardis-
ability; Efficiency

Impact Areas in
SEQUOIA

Impact on employment and working routines; Technological
impact; knowledge sharing

POSSIBLE INDICATORS

Assess easiness of exchange information

JIRA REQUIREMENT

SICR 169 Support translation through taxonomy

CIS MODULES MENTIONED IN
CONSULTATIONS

Taxonomy
yes

SecIinCoRe Expected
Outcomes

Better common understanding;

Impact Areas in
SEQUOIA

Impact on employment and working routines; Technological
impact; knowledge sharing

POSSIBLE INDICATORS

Assess accessibility

113




D5.3 Validation Strategy, 2
Version 2 (ic) \E}S@@E@C@R@

Public deliverable

JIRA REQUIREMENT

SICR 177 Provide tools to help reflect on the quality of the data in the inventory

CIS MODULES

Collaboration practices; Knowledge Base

MENTIONED IN
CONSULTATIONS

no

SecIinCoRe Expected
Outcomes

Enhanced quality of information / interactions

Impact Areas in
SEQUOIA

Impact on employment and working routines; Technological
impact; knowledge sharing

POSSIBLE INDICATORS

Assess the quality of information

JIRA REQUIREMENT

SICR 179 Create and provide guidelines for data use

CIS MODULES

Collaboration practices

MENTIONED IN
CONSULTATIONS

yes

SecIinCoRe Expected
Outcomes

Better collaboration; Enhanced quality of information /
interactions; Standardis-ability

Impact Areas in
SEQUOIA

Impact on employment and working routines; knowledge
sharing

POSSIBLE INDICATORS

Presence of a how to guide
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JIRA REQUIREMENT

SICR 181 When presenting data, provide guarantees that data is secure and

trustworthy/accurate
CIS MODULES MENTIONED IN
. _ CONSULTATIONS
Collaboration practices
yes
SecIinCoRe Expected | Trusted relationships
Outcomes
Impact Areas in | Knowledge production and sharing
SEQUOIA
POSSIBLE INDICATORS
Implementation of 1 tool explaining guaranties about trust
JIRA REQUIREMENT
SICR 182 Prompt users to consider privacy, anonymisation and access restrictions
CIS MODULES MENTIONED IN
_ _ CONSULTATIONS
Collaboration practices
yes

SecinCoRe Expected
Outcomes

ELSI sensitive; Cloud; Security

Impact Areas in

SEQUOIA

Knowledge production and sharing; impact on employment and

working routines

POSSIBLE INDICATORS

Assess privacy and restrictions
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JIRA REQUIREMENT

SICR 183 Incorporate/develop data sharing protocols

CIS MODULES

Collaboration practices; taxonomy

MENTIONED IN
CONSULTATIONS

no

SecIinCoRe Expected
Outcomes

Better collaboration

Impact Areas in
SEQUOIA

Impact on employment and working routines; Technological
impact; knowledge sharing

POSSIBLE INDICATORS

Number of developed data sharing protocol

JIRA REQUIREMENT

SICR 188 Offer access to the CEIS for the different stakeholders

CIS MODULES

ConOps

MENTIONED IN
CONSULTATIONS

yes

SecIinCoRe Expected
Outcomes

Security; Better collaboration; Living and inclusive

Impact Areas in
SEQUOIA

Impact on employment and working routines; Technological
impact; knowledge sharing

POSSIBLE INDICATORS

Numbers of different levels of access
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JIRA REQUIREMENT

SICR 25 Indicate data quality through supporting data accuracy

CIS MODULES MENTIONED

_ CONSULTATIONS
Semantic framework; knowledge base

yes

SecinCoRe Expected | Enhanced quality of information / interactions
Outcomes

| Knowledge production and sharing
Impact Areas in

SEQUOIA

POSSIBLE INDICATORS

Assess quality of information

JIRA REQUIREMENT

SICR 31 SecIlnCoRe should be resource efficient

CIS MODULES MENTIONED
CONSULTATIONS

ConOps
no

Efficiency

SecIinCoRe Expected

Outcomes

Impact Areas in | Financial impact; environmental impact

SEQUOIA

POSSIBLE INDICATORS

Quantify resources in terms of resources
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JIRA REQUIREMENT

SICR 34 Integration with current system and cross platform suitable

CIS MODULES MENTIONED IN
CONSULTATIONS

ConOps; Nec
yes

SecInCoRe Expected | Scalability; Flexibility; Standardisability

Outcomes

| Financial impact; environmental impact; technological impact
Impact Areas in
SEQUOIA

POSSIBLE INDICATORS

Number of existing technologies integrated. Number of systems integrated

JIRA REQUIREMENT

SICR 38 SecInCoRe should be economically affordable

CIS MODULES MENTIONED IN
CONSULTATIONS

ConOps
yes

SecInCoRe Expected | Economical; Efficiency
Outcomes

Impact Areas in | Financial impact
SEQUOIA

POSSIBLE INDICATORS

Total costs of the systems and comparison with other systems
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JIRA REQUIREMENT

SICR 40 SecInCoRe should not incur additional expenses

CIS MODULES MENTIONED IN
ConOps CONSULTATIONS
no
SecIinCoRe Expected | Economical; Efficiency
Outcomes
Impact Areas in | Financial impact
SEQUOIA

POSSIBLE INDICATORS
Quantify all expenditures

JIRA REQUIREMENT

SICR 41 SecInCoRe should be energy efficient

CIS MODULES MENTIONED IN
CONSULTATIONS

ConOps
no

SecInCoRe Expected | Economical; Efficiency

Outcomes

| Environmental impact
Impact Areas in
SEQUOIA

POSSIBLE INDICATORS

Quantify energy needed
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JIRA REQUIREMENT
SICR 42 Time to access information
CIS MODULES MENTIONED IN
Semantic framework; Knowledge base CONSULTATIONS
no
SecIinCoRe Expected | Efficiency; more informed
Outcomes
Impact Areas in | Technological Impact
SEQUOIA
POSSIBLE INDICATORS
Time to access to the access information
JIRA REQUIREMENT
SICR 56 Advanced search capabilities
CIS MODULES MENTIONED IN
_ CONSULTATIONS
Semantic framework
no

SecIinCoRe Expected
Outcomes

Make unknowns visible; Enhanced quality of information /

interactions

Impact Areas in

SEQUOIA

Impact on employment and working routines;
sharing

knowledge

POSSIBLE INDICATORS

Assess relevancy
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JIRA REQUIREMENT
SICR 68 Guidelines regarding ELSI

CIS MODULES MENTIONED IN
_ _ CONSULTATIONS
Collaboration practices
yes
SecIinCoRe Expected | Cloud; ELSI sensitive
Outcomes
Impact Areas in | Knowledge production and sharing; impact on employment and
SEQUOIA working routines

POSSIBLE INDICATORS

Implementation of a tool that response to ELSI Guidelines

JIRA REQUIREMENT

SICR 84 Assistance to reduce decision making time

CIS MODULES MENTIONED IN
, _ CONSULTATIONS
ConOps; Collaboration practices
no

SecIinCoRe Expected | Efficiency; Better collaboration
Outcomes

Impact Areas in | Technological impact; Impact on employment and working
SEQUOIA routines

POSSIBLE INDICATORS

Time to access the information
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JIRA REQUIREMENT

SICR 88 Search based on location, type of disaster

CIS MODULES

Semantic framework; Knowledge base

MENTIONED IN
CONSULTATIONS

yes

SecIinCoRe Expected
Outcomes

Make unknowns visible; More informed

Impact Areas in
SEQUOIA

Knowledge production and sharing

POSSIBLE INDICATORS

Number of European disasters inserted in the dataset. Number of different typologies of
disaster. Number of different sizes of disaster

JIRA REQUIREMENT
SICR 92 Enable different

level of detail of information

CIS MODULES

ConOps; Semantic framework

MENTIONED IN
CONSULTATIONS

yes

SecinCoRe Expected | Trusted relationships; Security; Cloud

Outcomes

Impact Areas in | Technological impact; Knowledge production and sharing

SEQUOIA

POSSIBLE INDICATORS

Assess quality of information
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JIRA REQUIREMENT

SICR 98 SecInCoRe users need an improved awareness of past disasters

CIS MODULES MENTIONED IN
_ CONSULTATIONS
ConOps; Semantic framework
yes
SecIinCoRe Expected | More informed
Outcomes
Impact Areas in | Technological impact; Knowledge production and sharing
SEQUOIA

POSSIBLE INDICATORS

Assess the awareness about past disasters using SeclnCoRe
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9.3 Appendix 3: first collection of zero scenarios

In line with the SEQUOIA methodology selected for project evaluation, one of the most
relevant steps to define the added value produced by the project is the comparison
between the situation without the project and how the situation changes with the
project implementation.

To do that the start of the process is the gathering of examples of the so called Zero
Scenario, namely the current situation of how stakeholders work for reaching specific
purposes without SecinCoRe. As a first indication of the type of data related to the
identification and assessment of Zero Scenarios according to SEQUOIA, we provide a
list of Zero Scenarios collected from project partners in the preceding months.

As affirmed in D5.2, due to the complexity of the field, to the several emergency
services involved and also to the differences among countries, it is not possible to
derive only one Zero Scenario against which to compare the SecinCoRe concept.
Therefore, several different scenarios are described.

At the current stage of the project, Zero Scenarios are collected on the basis of the
real working experiences of Advisory Board members. A questionnaire (Annex VI) was
completed by all members of the Advisory Board and then specific interviews were
organised with some of the members to collect more information about the preparation
and training activities.

Following the definition of preparedness activities contained in D4.2, The Zero
Scenarios provided refer to the planning activities and to the training activities for
events related to the following emergencies:

= Fires
= Floods
= Health emergency

These Zero Scenarios were built on the working routines of different stakeholders
accordingly to the definition of stakeholders working in preparedness activities given in
D5.2 and D4.2 engaged as first responders in the following organisation:

= Health services
= Police

= Fire brigades

= Local Authorities

The aim is to provide a picture of the current work of the figures potentially users of the
project. Information stored in this deliverable will be enlarged in the future steps to
gather further information according to the Demonstration Case Protocol.

Zero Scenario 1: preparedness and training activities in a Fire scenario in
Germany

Fire brigades scenario
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The Zero Scenario for planning the emergency is based on the real experience of a
Fire Department in Germany. Data are collected from the direct experience of a Chief
Fire personally involved in operations and planning.

The real case referred to is one of the major fire disasters to have occurred in
Germany in the last 10 years. The location concerned was a factory situated in a port
area. To solve the situation specific plans were applied to the emergency.

According to the Department Chief Fire Officer that replied to our interview and in
charge of Incident Commander for larger scale incidents either on-scene or in staff
room, also deputises for Chief Fire Officer and Fire prevention, the command process
in Germany follows a similar cycle to the one foreseen by the Humanitarian Process
Cycle (HPC)*. For the HPC elements for prepare, manage and deliver a humanitarian
response are:

needs assessment and analysis
strategic response planning
resource mobilisation
implementation and monitoring
e operational review and evaluation.
However, in the case of the German Fire Brigades the command structure follows a
relatively  similar cycle envisaged by regulation Leadership and Command in
Emergency Operation, FwDV 100™,

The first step is to assess the situation, specifically the operational issues it creates
and how they impact on the wider operational area.

This is followed by an assessment of resource requirement and then the development
of a strategic plan to resolve the situation. Tactical plans are then devised which will
include command locations and resource management and mobilisation. The effect of
these plans is continuously monitored and adjusted depending on its effectiveness in
combating the situation.

To respond to the real incident, fire brigades have contingency plans prepared: these
include plans for specific locations, such as chemical factories or football stadia and
for specific types of incident, such as a train collision.

In the case of the real incident in the port area, the fire brigades combined these two
approaches.

The reason is that, on the one hand they needed specific information on the area but,
on the other, they also needed general information on how to react to the kind of
incident, based on previous experiences of similar types of incident.

According to what said by the subject during the interview, it is important to stress that
there is no space for improvisation. In his opinion, a plan is something that gives you
basic information, then you have tactical information to adapt to the accident. So, the
ordinary way to manage the incident is not related to the improvisation but what you
learnt by a tactical level.

13 https://www.humanitarianresponse.info/en/programme-cycle/space

* Available at:
http://www.bbk.bund.de/SharedDocs/Downloads/BBK/DE/FIS/DownloadsRechtundVorschriften/Volltext_Fw_Dv/
FwDV-100%20englisch.pdf?__blob=publicationFile
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Due to the relevance of the plans, their production is the specific task of a sub-unit of
the fire department that is engaged full time in planning during the year. The staff is
made by 3 or 4 people.

These people are experienced middle-ranking officers, rather than of operational
firefighters. Referring to the categorisation of SeclnCoRe they can be defined as
Emergency Planners.

The avlesrage gross average salary is estimated around at 53,000 Euros per annum per
person=.

To produce a contingency plan for the factory they spent a couple of days adapting
information that they have on the situation.

The material (non-personnel) costs of this Emergency Planning Unit is estimated at
120,000 Euros per annum. Staff salaries are in addition to this figure. It is important to
understand that this is for one emergency service: police, medical and local authority
bodies also have such departments and associated costs.

Regarding the use of tools or instruments used to assist in planning, maps, chemical
data bases, helicopter photographs and information received via radio are the most
used tools during the emergency response. These tools are equally valuable for
planning and preparation.

About the level of information quality that are used to prepare a plan was said that at
the moment it’s not possible to assess a high level of quality. The main reason is that
to plan a response there is access to standardise document plans that are good for
first responders but it's difficult to have the information at specific level.

Information are not enough for long runner accidents because they are superficial.
General information are important for first responders but a database with different
layers with different information will help in planning having access to different
materials.

What emerged is that people in planning need to have more information, they need to
aggregate data. On the other hand, first responders have to receive basic information
in order to be concentrate on specific information only.

The accuracy of the plan that they realised with current practices is assessed at 5, on
a Likert Scale from 1 to 6'°. The main issue that has to be considered is the problem of
keeping the plan up to date the plan as modifications and other changes take place.

The scenario for the creation and organisation of training exercises to react to
emergency is based, in part on the experiences of staff in previous, similar
circumstances.

5 All information required is useful in order to understand current practices in emergency services. Current
practices are also relevant from an economic point of view. In line with this was also asked to subject
interviewed to report some costs of personnel working in the sector.

'® The Likert scale from 1 to 6 where 1 is vey low 2 and 6 is very high.
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The main figures involved in the preparation of a full-scale training exercise in the
Department of Chief Fire in Dortmund are at least 10 people full time. These people
are a combination between emergency planners, operational people and training
officers.

The gross average salary is estimated around 53,000 Euros per annum per person

The planning of a full scale exercise takes around 15 days with all relevant
organisations (e.g. Red Cross, police) collaborating together. A further 10-12 days is
usually required first to arrange the collaboration process.

At the moment it is not possible to estimated main costs that the Unit in charge of the
training organisation have to sustain in order to build a training exercise besides
human resources.

The kind of data used to organise a training exercise as a preparation in case of
disaster is very similar to the liv operation, namely maps, chemical databases and so
on. A greater emphasis however can be placed on previously learned experiences and
legislation in the training scenario.

The amount of information used to prepare a training exercise is usually significant.
The focus is to develop a scenario that is credible and really useful for all participants,
without the time and operational constraints present during a live operation. This
information can be extracted from that available to all those participating organisations.
The accuracy of the training exercise created, on a scale from 1 to 67, it is 4/5 is the
level of accuracy.

Once the planning is complete, around 150 people attend the exercise.

Zero scenario 2. preparedness and training activities in a Fire scenario in
Greece

Local authority scenario
This zero scenario was built on real information provided by KEMEA.

Forest Fire Scenario: Marathon Wild Forest Fire, North East of Athens

At 11:05 am, on a summer day, 18th July, the alert network signals a wildfire in a
mountainous woodland which is not easily observed from the fire alert network early
warning towers around it. The altitude above sea level is about 700m. Prevailing
weather conditions are as follows: wind direction is from the North/North East,
measuring 7 on the Beaufort Scale; the Relative Humidity is 16% and the temperature
is 35 Celsius. Regarding the vegetation, the mean fine fuel moisture content is 10%.
Due to terrain shape and deficiencies in the network coverage, more accurate
information is not available in the control centre. To evaluate a wildfire and to prevent
further fire propagation, an aircraft is dispatched, while the ground forces (fire vehicles)
are also directed to the area.

" The Likert scale from 1 to 6 where 1 is vey low 2 and 6 is very high.
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The main figures involved in the preparation of a plan to reply to that situation are: Civil
Protection, Fire Service, Police, Ambulance Service, Military Agencies, Local and
Regional Authorities (Municipalities), Volunteers and Non-Governmental Organisations
etc.

The gross average salary of people involved is estimated as €2.000 per person
monthly

The working days needed to establish an emergency response plan that could fit with
the real situation is estimated as 1 day.

The average costs of the Unit in charge of the establishment of the emergency
response plan (in addition to personnel costs) will depend on the operational needs,
the number and the working hours of the fire vehicles and aerial means used, taking
into account the fire propagation and the total duration of the operation. At the moment
it is not possible to produce an estimation.

To produce a response, plan the following data are needed:

Weather conditions, the kind of vegetation, ground relief, available ground and aerial
fire-fighting personnel and equipment, potential vicinity to urban area, shorter ground
forces access, significant critical infrastructures (industries, hospitals, airports, military
areas etc.)

Such data flow comes from the engaged organisations in combination with the
information given by the citizens / inhabitants. The level of the information quality is
estimated as adequate accordingly to the opinion of the subject interviewed.

The accuracy of the plans delivered is scored at 4.

Regarding the main figures involved in the preparation of a training exercise in the
organisation are: Civil Protection, Fire Service, Police, Ambulance Service, Military
Agencies, Local and Regional Authorities (Municipalities), Volunteers and Non-
Governmental Organisations etc.

The gross average salary is estimated as €2.000 per person monthly-

To establish a training exercise 5 working days are needed.

The main costs of the organisation’s training unit in charge of the training depends on
the duration of the training, the number and the target groups of the trainees, the
number and the working hours of the trainers, the number of the fire vehicles and
aircraft used.

The data used to organise a training exercise as a preparation in case of disaster are:

Weather conditions, the kind of vegetation, ground relief, available ground and aerial
fire-fighting forces and means, potential vicinity to urban area, shorter ground forces
access, significant critical infrastructures (industries, hospitals, airports, military areas
etc.), taking into account the potential engaged organisations (Civil Protection, Fire
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Service, Police, Ambulance Service, Military Agencies, Local and Regional Authorities,
Volunteers and Non-Governmental Organisations etc.)

The level of the information that is used to prepare a training exercise is adequate due
to the fact that data providers are the organisations engaged in combination with the
information given by the citizens/inhabitants, as actors.

This allows an accuracy score for the plan of 4.

Zero scenario 3: preparedness and training activities in a flooding scenario in
UK

Local Authority Scenario

The scenario described refers to the real emergence of flooding in Somerset, UK, in
2013/2014 and following data are provided by the County Emergency Planners directly
involved in the writing of plans for the emergency. The respondent works in a multi-
agency environment, as the staff officer to senior managers responsible for response
and recovery phases.

First of all, according to the Humanitarian Process Cycle (HPC) elements for
preparation, management and delivery of a humanitarian response applied by the
Local Somerset Authority are very close to the original cycle provided by the
organisation. Main steps are the following:

. Assess the problem

. Provide a plan

. Provide a response

. Response

. Analyse and evaluate results

2 people were involved in the preparation of the plan. The roles of those people are:
Emergency Planner and a Manager Planner.

However, the preparation for an emergency is generally a multi-agency issue and it
involves more levels: operational, tactical etc. the level of engagement of different
levels depends on the scenario that has to be planned.

In this case, authorities from the County and District Councils were involved (different
areas of responsibility)

The gross average salary of people involved is the following:

= Emergency Planners 40,000 Euros yearly

= Manager planners around 51,000 Euros yearly
However, such roles can varies from figure to figure. For example, equivalent level
police officers and fire officer are more expensive. Continuing, a manager in districts
it's around 65,000 Euros yearly.

In this case the amount depends from the work and from the amount of time spent to
produce a plan.
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It is estimated that for creating a simple plan it's around 20-25,000 Euros while for a
bigger one it is 39,000 Euros or more. It depends from the difficulty of the plan that
have to be created.

The problem is also that every agency has its own plan but having a common one
elaborated in group will help reduce cost and save time.

The process of creating the relevant contingency plan is as follows it is generally
written by a single person in a draft form. After that the plan is revised and modified by
others with specific skillsets. The process takes around one year.

The local authority has a generic plan and other more specific sub-sections.
Accordingly with the subject interviewed the plan that they are able to produce is not
perfect but it’s very valid. From 1 to 6 the score is 5.5.

The plan created was fit for the purpose for which it was intended, but was lacking
when applied to an incident of 12 weeks duration, which had not been foreseen.
Consequently, it was revised after the disaster.

The average costs of the Unit in charge of the establishment of the emergency
response plan (excluding personnel costs) is estimated around 32,000 Euros annually.

At the moment, it is not possible to estimate the overall costs in terms of human
resources and other costs if more than one organisation is engaged.

Regarding the kind of information used for planning it was explained that in such cases
to organise a plan for floods historical data from various areas would be used, taking
into account the risk factors in different zones. Flooding can have different causes:
river flooding, rain flooding, groundwater flooding etc. So, the planning is risk based
and the assessment of the risk is the most important part of planning. The risk
assessment is carried out by the Local Resilience Forum.

Local information such as documents about the area, agricultural information,
Environment Agency information is routinely and easily exchanged with local
authorities.

The level of information exchange is very high and in a scale from 1 to 6 is assessed
at 6.

The scenario for the creation and organisation of training exercises to react to
emergency is based on the experience of the Somerset Authority in the UK too.

The main figures involved in the preparation of a training exercise in the Local
Authority of Somerset are two: an Emergency Planner and a Manager

Their gross average salary can varie but can be estimated as follows:
= Emergency Planners 40,000 Euros yearly
= Manager planners around 51,000 Euros yearly

To prepare a training exercise for flooding took around six months of work.
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The main costs that the Unit in charge of the training organisation have to manage in
order to build a training exercise besides human resources are related to the
organisation costs such as venue, people that run the exercise and food.

The cost for human resources is about 130 Euros per day for the owner of the plan.
However, training is generally a multi-agency arrangement. When the training is
organised within the local unit it is usually on a 1-to-1 basis.

To organise a training exercise as part of disaster preparation the kind of data must be
above all realistic. Indeed, the developed scenario is in fact based on real incident
information. This is taken from different relevant authorities and is easily accessed.

Both the level of the information used to prepare a training exercise, its accessibility
and ease of exchange is very high.

Referring to the real disaster that occurred the accuracy of the training exercise is
assessed as 6.

Police authority scenario

This Zero Scenario is related to a response of the North Yorkshire Police to major
inland flooding caused by sustained heavy rain, overflowing rivers and ground water
run-off in the UK.

The general work flow applied by the police shares main action envisaged by the
Humanitarian Process Cycle (HPC).

Particularly, the main figures involved in the preparation of plans in the North Yorkshire
Police are all the people involved in the Emergency Planning Unit. The unit currently
has 3 members of staff.

The gross average salary is approximately 38,000 Euros per member of staff.

To establish an emergency response plan requires approximately one week of work.
Having a plan ready to apply for the emergency ensures that generic actions are
carried out quickly. Partner Agencies are notified quickly and a Shared Situational
Awareness is achieved. Command and Control arrangements are well tested.

The average cost of the Unit in charge of the creating the emergency response plan
(excluding human resources) is defined as minimal. All plans are constructed with
partner agencies under the Lancashire Local Resilience Forum (LLRF), for a joint
response from Category 1 and 2 responders under the Civil Contingencies Act 2004.
These include, amongst others, the emergency services, local and regional
government and Environment Agency. There is a cost in respect of preventative
measures implemented, but other planning is a Human resources cost only.

The data that are used to plan a response to emergency are the following:
= Historical data from previous flooding events including river levels
» Predicted seasonal weather forecasts
* Modelling data from the Environment Agency including maps
showing predicted
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* Flood affected areas

= Details of Critical Infrastructure e.g. Electricity Sub Stations,
Hospitals

= Water treatment facilities.

* Vulnerable people within a particular area e.g. nursing homes

The quality of the information used to prepare a plan are assessed comparing data to
previous events and looking at the source of the data.
The process that has to be followed to validate a plan consists of 3 steps:

» Peer review

* Training and exercising

= De-briefs following live events
Given the result of the planning from the perspective of the subject, the level of
accuracy is score as 4.

The scenario for the creation and organisation of training exercises to react to an
emergency is based on the experience of the North Yorkshire Police for the
preparation of flooding.

The main staff involved in the preparation of a training exercise in the North Yorkshire
Police are the 3 people working in the Emergency Planning Unit. Their average gross
salary is around 38,000 Euros per person, per year.

To establish a training exercise 2 working weeks are needed.

The main costs that the Unit in charge of the training organisation incurs in order to
build a training exercise besides human resources are: exercise documentation, venue
and refreshments.

If more than one organisation is engaged, the estimated overall costs of training in
terms of human resources and other costs is around 3.870 Euros.

To organise a disaster preparation training exercise, the police need:

= Data from previous live events identifying impact and occurrences

= Debrief material from previous live events and associated recommendations

= Enquiry reports

* Previous training and exercise materials
Such information is provided through exchanges and collaboration with other
agencies, open sources such as internet. and historical data

The accuracy of training exercise is scored at 5/6.

Zero scenario 4: preparedness and training activities in the health service
Medical staff scenario

In order to collect information about a Zero Scenario for preparedness and training in

health services, information was collected through the experience of a medical
member of staff at the Rescue Coordination Centre in Norway.
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In the case of a preparation plan for health emergency, elements for preparation,
management and delivery of a humanitarian response fit very well with the workflow
followed by the HPC. The important aspect is that the process is a cycle so activities
are conducted in parallel in a continuing working flow.

The preparation of the plan is focused mainly on two levels. The first is the Municipal
responsibility: within the Municipality, 10 people work as General Practitioners (GP) for
the District Medical Officer that is led by a Chief Municipality Medical Officer. However,
the number of GPs varies between municipalities, depending on their size (which
ranges down from 500,000 to only 350 inhabitants).

Those people organise the emergency preparedness, which is a cross-sector activity.
In line with this, the Health Care planning is taken into account by the Municipality.
Organisationally, hospitals are not part of the municipal structure, but emergency
planning is done in collaboration between them and the municipalities, as there has to
be an operational collaboration in handling emergencies. Additionally, hospitals are in
charge of some operations and also ambulances are referred to hospitals. But this
changes depending on the size of the hospital. This means that during a disaster
event the Municipality is responsible for operations for 24 hours 7/7 and the general
practitioners have to be operational. Then there is a responsibility at the hospital level
but also the Ambulance officer has a direct responsibility.

There is a wide range of salary figures estimated as follows:
» General Practitioner 200,000 Euros per year
= Ambulance Officer 70,000 Euros per year
= Ambulance worker 50,000 Euros per year

It is not possible to define the period of time to write a plan because the planning is an
on-going activity. Planning is a joint venture among different sectors and every existing
scenario helps in the improvement of planning and response. After an accident the
evaluation phase identifies what was right and what went wrong. On this basis, the
plan is improved.

The time spent by organisations in planning changes a lot from one organisation to
another. Some municipalities have a dedicated office with a full time Emergency
Planner. In another situation, planning can take 5% of the time of a member of staff
employed on other duties.

In the hospital an emergency planner could be paid around 53,000 Euros.

The average costs incurred by the Unit in charge of the establishment of the
emergency response plans (excluding human resources) are difficult to estimate.
Generally, a Chief Officer earns 100,000 Euros yearly but the salaries of all the
additional staff are additional to that.

The kind of data used to plan a response to a medical emergency are stored in
medical and resource databases. Such databases are useful to all officers, not only for
the medical doctors but also for general practitioner in the field.
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Then, was asked to assess the quality of information they work with. The self-
assessment of the quality of information is assessed as very high. The high quality is
due to the fact that they use public data that are very trustable. The high quality of
information allows to have very accurate plans. This helps very much and limit the
space for improvisation.

The main figures involved in the preparation of a training exercise are:

¢ Emergency Committee

e Team leader

e All team members.
In some cases, specific figures can be called upon to participate in the organisation.
An example is provided by the Communication Centre that organised a training on fire
rescue. In this case the emergency planner had an agreement with the Fire Brigades
that run the training.

The kind of information needed to organise a training exercise is mainly lessons
learned from previous exercises and operations and scenario-based events.
Generally, this information is of a high level of quality.

At the moment it is not possible to provide an estimation of how many working days

are needed to establish a training exercise, nor the overall costs of training in terms of
human resources and other costs.
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9.4 Appendix 4: Demonstration Case Template

Template for demonstration case

for
SecInCoRe

Version 1.0 approved
Prepared by <author>
<organisation>
<date created>

Revision History
Name Date Reason For Changes Version
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Guidelines for populating the Demonstration Case Template

The aim of the Demonstration Case Template is to detail the elements of the
Demonstration Cases (the involved Stakeholders, the embedded Scenarios, the
associated Use Cases and the relative Demonstrator Implementations) in order to:

e Clarify the goals of the Demonstration Case

e ldentify the technical, design and inventory requirements for the creation of
Demonstrator Implementations based on Reference Implementations

e Specify the requirements and aims of the Demonstration Case in relation to
SecInCoRe validation and evaluation strategy

Given that SecInCoRe is an evolving socio-technical system, Demonstration Cases
will necessarily have an emergent nature since they will have to be co-designed with
involved stakeholders so as to reflect their needs, expectations and interpretations of
the systems and allow stakeholders to creatively make use of the possibilities it
provides.

The Demonstration Case Template accounts for the evolving and emergent nature of
Demonstration Cases by considering that there are two phases in the definition of a
Demonstration Case:
1. A preparation phase that includes project partners involved in: (a) organising
and preparing the Demonstration Case through interaction with stakeholders;
(b) project partners responsible for preparing Demonstration Implementations
by adapting Reference Implementations to the specific needs of the
Demonstration Case; (c) the validation and evaluation team, that is responsible
for ensuring that data collected on outputs and outcomes related to the
Demonstration Cases are integrated in the overall SecinCoRe validation and
evaluation strategy.

2. A definition phase that includes stakeholders alongside project partners. In this

hase a detailed specification of Scenarios, Uses Cases and Demonstrator
mplementations required for the Demonstration Case is produced in interaction
with stakeholders. Individual elements of the Demonstration Case are mapped
on high-level requirements with reference to JIRA for their technical
implementation, and on CIS Concept Modules and associated SMART or
scenario-based indicators for evaluation and validation purposes.

[Please note that for the time being we are only presenting you with the sections of the
Demonstration Case Template related to the Preparation Phase. The Template
sections relevant for Phase 2 will be sent shortly, and they are expected to be filled in
after interactions with Stakeholders are at a more advanced stage.]

This section provides the guidelines for compiling the Demonstration Case Template.
Some Template fields already contain a short description or illustrative examples on
the kind of information that partners are expected to provide.

Scenario for demonstration ldentification
Scenario for Demonstration ID

e Give each Demonstration Case a unigue numeric identifier.
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e Demonstration Case Name

State a concise, results-oriented name for the use case. These reflect the tasks the
user(s) need to be able to accomplish using the system. Include an action verb and a
noun.

e Demonstration Case History
e Created By

Supply the name of the person who initially documented this Demonstration Case.

e Date Created
Enter the date on which the Demonstration Case was initially documented.

e Last Updated By

Supply the name of the person who performed the most recent update to the
Demonstration Case description.

e Date Last Updated

Enter the date on which the Demonstration Case was most recently
updated.

Demonstration Case Description

Name of the Demonstration Case
1. Short description and main aims of the Demonstration Case
Please insert the main aims of the demonstration case including, if possible,
any specification about the main aims of the Demonstration Case (e.g., need for

collaborative planning, risk definition and preparation, sharing lessons learned,
building trust).

2. Emergency Phase(s) covered in the Demonstration Case

Please specify the phase(s) of the emergency using the following codes for
phases and category:

Emergency Categorisation
Phase
Mitigation P.1
Preparedness P.2
Response P.3
Recovery P.4

3. Short description of the possible Scenario(s) identified for the
Demonstration Case

Please describe the possible Scenarios that the team intends to propose or
discuss with stakeholders during the preparation phase. The final scenario
selected with stakeholders for the Demonstration Case may be one of the
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proposed scenarios, a modification of the proposed scenarios or an altogether
different scenario. Please identify each proposed Scenario with a unique
Scenario ID.

At this stage, it would be very useful if (following the three examples reported in
the Template) BAPCO, KEMEA and ULANC could fill the description according
to the information they have.

. List of stakeholders involved in the Demonstration Case

List all the stakeholders that you would like to participate (or that you expect will
participate) in designing and running the Demonstration Case. Identify each
stakeholder with a unique Stakeholder ID (SH ID) and use the same SH ID to
refer to that stakeholder in the remainder of the Template. Please specify the
category of each Stakeholder using the codes provided in the attached file.

. Contact details for stakeholders involved in the Demonstration Case

Please provide contact details for each stakeholders. For organisations, please
report the main contact person. If different departments from the same
organisation are involved, please provide departmental and personal details.

. Do (some or all) stakeholders belong to larger organisations / consortia?

List all umbrella organisations or consortia that are (even to a partial degree)
involved in the Demonstration Case (such as the Lancaster Resilience Forum)
and list all the stakeholder that belong to the organisation

. Stakeholders description

Please provide a brief description for each stakeholder, their functions and their
degree of involvement in both the preparation phase and the actual
Demonstration Case

. Inventory and semantic models

Please identify with as many details as possible at the preparation phase the
elements of the inventory that will have to be available for the Demonstration
Case. Please provide indications about specific data sets or sources and
reference whenever possible the following categories:

Information in | Categorisation

Inventory (Il)

Crisis management | II.CM (Information

models Inventory Crisis
management)

Information systems 1S (Information
Inventory  Information
System)

Data-sets I1.DS (Information
Inventory Data-Sets)
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Business models 1.BM (Information
Inventory Business
Models)

For the remaining fields, please follow the guidelines provided in the Template.
Comments from the validation / evaluation team

After the partners responsible for organising and running the Demonstration Case
have filled in their sections of the Template, the Template will be sent to T6 as the
partner responsible for validation and evaluation. T6 will insert in this section
comments, suggestions and indications related to validation and evaluation and send
the Template to the Demonstration Implementation team. After a further round of
comments between T6 and the partner responsible for the Demonstration Case on the
aims and activities of the Demonstration Case, the Template will be sent to the
partners responsible for developing the Demonstration Implementations.

Comments from the ELSI team

After the partners responsible for validation and evaluation have filled in their part of
the Template, they will forward it to the ELSI team. The ELSI team will insert in this
section comments, suggestions and indications related to ELSI implications or
requirements that are important for the specific validation and evaluation activities
outlined in this Template.

Comments from Demonstration Implementation team

The partner responsible for preparing the Demonstration Implementations that will be
used for the Demonstration Case will add their comments and a final consultation will
be held among all the interested project partners concerning the requirements, needs,
timeframe and feasibility of the Demonstration Case.

Once a preliminary definition on the main objectives and attainable demonstrators has
been agreed upon by project members, consultations with stakeholders can take place
and Part 2 of the Template can be compiled.

Demonstration Case Identification

Demonstr
ation
Case ID:

Demonstr
ation
Case
Name:

Created Last Updated
By: By:

Date Date Last
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| Created: | | Updated: | l

Demonstration Case Description and Preparation

Demonstration Case Name:

Example: International scenario in which actors from different countries cooperate and
exchange data to prepare for future crises.

The aims of the demonstration case include collaborative planning, risk definition and
preparation, sharing lessons learned, building trust.

Scenario ID Name

1 Example: Planning for a pandemic. For example, a
pandemic that has been experienced someplace else but
might be expected to pop up in the UK.

2 Example: Sharing lessons across a border: for example,
have a small team of planners in the UK and another small
team in Germany working at the same time. On day 1, they
each work in their respective groups to prepare lessons
learnt about, for instance, flooding, and then day two they
work at sharing it.

3 Example: A coast guard situation where a foreign boat
arrives but there is an emergency on the boat (e.qg. illness or
chemical hazard) that is new to the region and thus requires
the quick development of a new set of plans.

SH ID | Name Stakeholder Category Code
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o | g b~ W

Expand if needed

SHID

Contact person(s)

Contact details

o | | B~ WD

Expand if needed

Name and contact details

IDs of the stakeholders that are members
of the organisation / consortium

Example: Lancashire
Resilience Forum

Local

SHID

Description
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Expand if needed

Please describe all the activities that have taken place until know to prepare the
Demonstration Case, including your previous interactions / consultations with
stakeholders and any other preparatory activities that have already been executed or
planned.

On the basis of your previous consultations with Stakeholders, please describe (a) the
major incentives and obstacles for Stakeholders to participate in the Demonstration
Case; (b) how you think they will contribute to the Demonstration Case in terms of
sharing their data, activities, expertise, practices ; (c) which assumptions regarding
Stakeholders’ participation and involvement need to be fulfilled for the Demonstration
Case to achieve its aims; (d) how you intend to cope with possible defections or
difficulties.

Please describe (in as much detail as possible given the current definition of the
Demonstration Case) the Use Cases that are potentially associated with this
Demonstration Case and one or more of the proposed embedded Scenarios-

Please provide details of the Reference Implementations that you expect will be used
in the Demonstration Case

Given the overall aims of the Demonstration Case, the current knowledge of
stakeholders’ needs and expectations and the current status of Reference
Implementations, please explain what you think is needed to develop Demonstrator
Implementation(s) that can be used for this Demonstration Case

Starting from the current status of the Knowledge Base, please describe which
elements of the Inventory (specifically, the available data sources and semantic
models) will be used for this Demonstration Case. Comment on the adequacy of the
KB for the aims of the Demonstration Case, and please indicate any additional data
sources that you expect to be able to integrate in the Knowledge Base before
stakeholders start interacting with Demonstrator Implementation(s) in this
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Demonstration Case.

Please provide details about the possible timeframe for the Demonstration Case
(including any preparatory or co-design activities) and about the expected duration of
the Demonstration Case.

Please explain how the proposed Demonstration Case fits with SeclnCoRe’s
validation and evaluation strategy. Starting from an evaluation — validation
perspective, provide details about the requirements for the design of the
Demonstrator Implementation(s) design and for data collection procedures. Please
provide general comments first, then followed by specific observations for each
module listed below. Whenever possible given the current definition of the
Demonstration Case, refer to High-Level Requirements as reported in JIRA and to
SMART indicators.

GENERAL COMMENTS:
VALIDATION / EVALUATION MODULES
Terminology

Stakeholders

Collab Practices
And ELSI

Taxonomy

ConOps for CEIS

HLRD

Modular System
Architecture

NEC concept

Semantic
Framework

Knowledge Base

Please provide your comments concerning relevant ELSI implications,
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requirements or objectives that, at the current state of definition, you see relevant
for this Demonstration Case.

Please provide your comments concerning the feasibility, timeframe and
requirements for adapting the Reference Implementations to this Demonstration
Case. Whenever possible given the current state of definition of the Demonstration
Case needs and functioning, make reference to the specific Requirements listed in
JIRA. Please also describe any requirements related to the participation and
involvement of Stakeholders and any other preconditions that need to be fulfilled /
addressed in order for the Demonstration Implementations to be operational and
adequate to the needs of the proposed Demonstration case.

Please circulate the Demonstration Case Template to other relevant project
partners, and ask them to add their comments below.
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9.5 Appendix 5: SecIinCoRe OpenAtrium User Manual

The OpenAtrium home page. Public content can be browsed freely without logging in.
Participation in Spaces however is not possible until a user logs in, requests and
subsequently gains access to a space. Please note the green ‘public’ box on the right-
hand side, indicating that the current space is visible to all visitors of the website. A
private space will state ‘private’ in a red box, which would only be visible to members
of that space.

@ SecinCoRe

@« ~ Common Information Space (CIS) concept documentation

Common Information Space (CIS) concept documentation duembers || & || @

Public
SecInCoRe aims to bridge not only between organisations, but also within organisations among different sectors, units

etc. or between systems to enhance the interoperability and information awareness during all phases of emergency

management. CIS concept documentation

For explering the whole concept behind the SecinCoRe CIS use the picture below for navigation.

CIS Specification
Common Information Space (CIS) concept documentation
Demonstrations / Pilots
Py - Reference Demenstrations / .
CIS Specification e et ST Reference Implementation

Request space membership

common Cloud Emergency A Appendix: Appendix:
Information Space Information System ) e Demonstrator Demenstration
(CIS) Concept (CE1S) pleme Implementations. Cases There Is no content in this space.

Lancashive

Open Semantc
fae ‘ Framewaric |O5F)

Figure 23. Screenshot of SecinCoRe OpenAtrium home page

Logging in is done by clicking the Login button in the top right of the screen. If a user
does not have an account, they can create one on the same page. Please do check
your spam filter for the validation email.
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i SeclnCoRe

Spaces

Log In

Username *

Enter your SecinCoRe community porial username
If you don't have an username, create an account.

Password *

Enter the password that accompanies your username
If you forgot your password, request a new password

Figure 24. Screenshot of SecinCoRe OpenAtrium login page

Navigating around the OpenAtrium platform can be done in a number of ways. Pull-
down menus are available to communicate each space’s sub-spaces and sections.
There is also the option to view the site-map by hovering over the house icon, which
also lists all public spaces.

A pull-down menu pops out from under the home button.

@) SecInCoRe
# ~  Common Information Space (CIS) concept documentation ® _ a - PeterGra\'.

v ' »mmon Information Space (CIS) concept documentation duenter || 0 ][ #
CIK_AppFramework

Cis Specification kore Public

bridge not only between orga

ga different sectors, units,
ms to enhance the interope

nong differes
fing all phases of emergency

T betw

gemer CIS concept documentation

xploring the whole concept behind the SecinCoRe GIS use the picture below for navigation.

Common Information Space (CIS) concept documentation
- . Reference Demonstrations /
CIs Specification s Plot Studies
| Common CloudEmergency oeEm c nds;
Sme— 5 :

——
ment Processes —

]

Figure 25. Screenshot showing SeclInCoRe OpenAtrium navigation
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The green person icon on each space signifies that the space is public. Private spaces
(illustrated using a red person icon) can not at present be seen in the site-map and
other navigational menus. If required, this behaviour can be modified, pending further
development work.

The eye icon seen in the current tree branch or the visible leaves allows the user to
cease traversing the Spaces tree and to view the Space landing page.

@ SecInCoRe

®_ - Common Information Space (CIS) concept documentation CIS Specification

View & Members

Site Map for CIS Specification Searc M GCommon Information Space (CIS) concept documentation +

SecInCoRe community portal

Common Information Space (CIS) concept documentation @

CIS Demonstration/ Reference
Specification  Pilot Studies Implementation

& @ [} @ & @

185.12.5.114/dis-specification

Figure 26. Screenshot showing SeciInCoRe OpenAtrium sitemap

Once on a Space landing page, the site-map can once again be made visible by
hovering over the gear icon and selecting ‘Map’ from the drop-down menu.

@ SeclnCoRe

®_ - Common Information Space (CIS) concept documentation CIS Specification

CIS Specification suemsers | @ (@]
The specification of the common information space concept, one of the major outcomes of SecinCoRe, is divided in two m
main parts: Public  Subscribe

« Socio-technical elements of the CIS concept
+ Cloud Emergency Information System (CEIS) concept

CIS Specification

CIS Specification
CEIS

Common
Information Space
(CIs) Concept

Cloud Emergency .
Information CIS concept

System (CEIS)

Request space membership

There is no content in this space

Callaboration
Practices (indl.,ELSI

185.12.5.114/node/131/map

mmmmmmmm on
[MEC) System

Figure 27. Screenshot showing how to go back to the SecInCoRe OpenAtrium sitemap
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In order to be able to contribute to a space, a user must request to join the space, and
the space administrator must approve the user’s request.

@ SeclnCoRe

®_ - Common Information Space (CIS) concept documentation CIS Specification

Are you sure you want to join the group CIS Specification?

Request message

I would like to join this space, so | can contribute to the CIS specification

This is the text a user may send to the group administrators

Bl Cancel

Figure 28. Screenshot showing how to join a SecinCoRe OpenAtrium Space

In order to be able to add content to a space, the space must contain the appropriate
content sections. These can be seen under the space drop-down menu or
alternatively, by clicking the section tab under the menu breadcrumb ribbon bar. There
exist 4 section types.

1. Discussion - used to discuss a given topic. This is analogous to a traditional
forum. Please do note that OpenAtrium allows for this functionality under any
content type, for example a document page, a calendar event or a media
upload.

Calendar - used for scheduling events
Documents - used to create static web pages
Files - used to upload files and documents

a bk~ w0

Tasks - used to generate a list of ‘todo’ items
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@ SecinCoRe
“® - ELSlI - + 7] * _ Q PelerGray.

Sections B FLSI Documents  B5 ELSIFiles  Bs ELSI Guidelines Prototype 3~ & ELSI Tasks  ELSI Timeline
ELSI Calendar

ELSI Discussion Space
EET—— pem

ELSI Files
ELSI Guidelines Prototype
ELSI Tasks :
S Fitter ~
Groups
Group and Teams administrators
YESTERDAY, FEBRUARY 24 SecinCoRe consortium members
Monika Buscher created elsi_white_paper-v.1.4_-_sb_22.02.2016.doc Basam
Unsubscribe from space
TUESDAY, FEBRUARY 16 S Diecuseion Space
- ELSI Calendar
Becklake replied to Transparency A ELSI Tasks
+ Transparency ELSI Documents
ELSI Files
ELSI Guidelines Prototype
THURSDAY, FEBRUARY 11 w
Christina Schafer updated 1401 Identify diversity and competitive goals 28am
i
85.12.5.1 Isi/el: uments -

Figure 29. Screenshot showing SecinCoRe OpenAtrium Section navigation

If a user is on the Space landing page, then by clicking the ‘+’ icon in the top-right
corner of the ribbon bar, they will be able to create a piece of content, which will
automatically be filed in the corresponding section. If a user is browsing a specific
section, then the ‘+’ icon will only offer the option to add a piece of content relevant for
that section, for example if browsing the calendar, it will offer the option of creating a
new event or if browsing the Documents section, it will offer the option of creating a
new Document page. If more than one Document section exists in this space, the user
will be able to choose where the document is filed.

@ SecinCoRe

® - ELSI ~
@ Add File

Create Discussion Post

B8 ELSI Calendar % EL Sl Discussion & ELSI Documents B ELSI Files & ELSI Guidelines Prototype 3 & ELSI

Create Document Page in ELSI Documents
E LSI Create Document Page in ELSI Files 4

Create Document Page in ELSI Guidelines Prototype

Create Event I
a0 Only the foliowing can see this page
Recent Activity Filter + Y g g
Groups
Group and Teams adminisirators
YESTERDAY, FEBRUARY 24 SecinCoRe consortium members
Monika Buscher created elsi_white_paper-v.1.4_- sb_22.02.2016.doc g:54am
Unsubscribe from space
TUESDAY, FEBRUARY 16 L& Diecussion Space
i ELSI Calendar
Becklake replied io Transparency 12:03pm ELSI Tasks
+ Transparency ELSI Documentis
ELSI Files
ELSI Guidelines Prototype
THURSDAY, FEBRUARY 11 w
9:29am

Christina Schafer updated 1401 Identify diversity and competitive goals

Figure 30. Screenshot showing how to add content to SecInCoRe OpenAtrium
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The example below shows the creation of a new Document. A document is given a

titte and the user is presented the option of adding content to the body of the
document.

@ SeclnCoRe

a®_ - ELSI = ELSI Documents -+ -]

A ELSI Calendar % ELSI Discussion % ELSI Documents & ELSI Files & ELSI Guidelines Prototype 3 © ELSI Tasks ELSI Timeline

Open issues xcancol (8 @

Open issues 9 Notifications
Groups
Body (Edit summary)

WYSIWYG  »
Enter the content of the document or wiki here
Teams

g 1] s][=[] =[] =] =]z] =] ]S 2] @) 2=
Here we might to keep an issue tracker/lo
¢ P ¢ Users
And there are some open issues that we might not be able to capture in comments. Here are some
- Do we need a rating system? What are the pros and cons. What type of rating system? - -
+ Do we want to include a disaster myth buster? E.g. people don't panic. There is no disintegration of public Do not send nofffications for this update
order
Vi
& @ &= 3
f checked, show the node detail page (Drupal default behavior). If unchecked, show the first file attachment
Attachments

Figure 31. Screenshot showing the add Document screen

OpenAtrium offers powerful content node visibility and notification options. The content
can be made visible to all site users or only to space members. Notifications can be
set at the group, team and user level. A link to the document can be made visible in
the section drop-down menu, and the parent section where the document is to be

placed can be specified. This allows for content to be moved around the various
OpenAtrium spaces and sections.

Depending site-wide or space-wide access policies, content can be modified by all
members of a space, or only the content creator. This can be further segmented by
specifying several tiers of roles, for example members, non-members, editors, admins
etc. with extremely granular permissions being made possible by OpenAtrium.

150



D5.3 Validation Strategy, .
- Version 2 (ic) @S@@EE@@@R@

Public deliverable

Group visibility *

® Public - accessible to all site users
Private - accessible only to space members

Featured image

Choose File | No file chosen

The Image associated with the Space
Files must be less than 2 MB
Allowed file types: png gif jpg jpeg

Notifications
Groups Publishing options

» SeclnCoRe consortium members - 7 Create new revision

Test content

Teams
Should this be considered test content? If checked, this
will be deleted/reverted when sandbox mode is turned off.

Users

B e Authoring information
~ ~ Author
Do not send notifications for this update.

CSchaefer

Date 12/02/2015

Menu options €0, comanots
) Provide a menu link Time  09:09
Link title Eq. 1717

ConOps for Cloud Emergency Information System (CEl

rrrrrr CIS concept M

Figure 32. Screenshot showing the various options on the ‘add document’ screen
Powerful content layout functionality using OpenAtrium’s ‘paragraph’ feature

OpenAtrium offers significant layout benefits above a standard Drupal CMS
deployment. Below the main body field, there are four additional ‘paragraph’ buttons.
Paragraph sections are subject to ACL policies, meaning that content will not be
shown to users who do not have the appropriate required rights to view the requested
content.

& & < 3

The paragraph types available at the time of writing are:

1. Add text

E
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&) SeclnCoRe

A text paragraph works just like the normal Body field, with the added benefits of being
able to specify how the text flow is rendered. For example, the text can be rendered in

two or three column layout, or even as floating ‘callout’ boxes.

@ SecInCoRe

ADMIN

185.12.5.114/node/139/edit#

Figure 33. Screenshot showing the ‘Text’ feature of the ‘paragraph’ module within

@« -

Common Information Space (CIS) concept «

Noti

p

Groups

e WYSIMYG v Teams
e 1] s][=MHEq ] [=]=]=][=]=R 2]y - E

Users

One important issue of SecinCoRe is to ensure sustainability of all results during and after the project and

in addition, the SecinCoRe CIS concept is even more than implemented in the demonstration cases.
Therefore, a major concept for next generation emergency management information and resource

management systems utilizing the resuits of SecinCoRe has to be elaborated (cp. [DOW]). For that

purpose a so-called Concept of Operations (ConQOps) is developed. This will be based on the methodology
of storytelling, which is explained in the following. In order to avoid misunderstandings the main terms are

described here. The term Concept of Operation is defined by the “European Organisation for the Safety of

ConOps for Cloud Emergency Information System (CEIS)

fications

Do not send notifications for this update

- Menu options

4
¥ Provide a menu link
Layout N ~
Link title
3 column A ~
W o ConOps for Cloud Emergency Information System (CEI
»
Parent
A =
C, EI g’«g @ rrrrrr CIS concept v

OpenAtrium. Note the Layout option.

@ SeclnCoRe
®

Figure 34. Screenshot showing how the ‘paragraph’ module formats the ‘Text’ type,

Common Information Space (CIS) concept ~

ConOps for Cloud Emergency Information System (CEIS)

One important issue of SecinCoRe is to
ensure sustainability of all results during and
after the project and in addition, the
SecInCoRe CIS concept is even more than
implemented in the demonstration cases.
Therefore, a major concept for next
generation emergency management
information and resource management
systems utilizing the results of SecinCoRe
has to be elaborated (cp. [DOW]). For that
purpose a so-called Concept of Operations.
(ConOps) is developed. This will be based
on the methodology of storytelling, which is
explained in the following. In order to avoid
misunderstandings the main terms are
described here. The term Concept of
Operation is defined by the “European
Organisation for the Safety of Air Navigation
(EUROCONTROLY' in the “European
Operational Concept Validation Methedology
(E-OCVM)" and based on the term
‘Operational Concept”. Due to the
orientation of EUROCONTROL an
Operational Goncept and a Goncept of
Operation are defined as follows:

*An Operational Concept is seen as a high-
inn of ATM [Air traffic.

rin

2. Add Media Gallery

ConOps for Cloud Emergency Information System (CEIS)

For that general purpose use cases describe
steps of interactions between a stakeholder
and the concept as well as internal
processes in the concept to answer the
stakeholder's request. Later, these specify
the use of the concept in an ex-post
scenario in more detail. In [CACO6] several
methods (textual, UML-based, etc.) are
described for deriving use cases.

Methodology for use case
definition

In order to enable an adjustable, module-
based and combinable approach for use
case definition the use cases comprise
several elements, which are called
“modules” in the following. These are similar
but more concrete than the common
description of scenario elements by Sutcliffe
in [Sutcg8, p. 51ff]

« Situation: This includes all
descriptions relevant to define the
boundary conditions of the use case.

« Main stakeholders: People important
or relevant respectively and involved
in a use case. In a first use case

selection of main stakeholders has to be
performed. Both modules are mentioned in
one-step, since it is hard to neglect the inter-
dependencies between relevant
stakeholders and the considered situation
One important aspect to be regarded is the
description of significant details for defining
the situation and the stakeholders, so that
challenges can be derived from these. For a
first approach, it is important to identify
relevant situation elements in terms of a
story and the relevant roles involved within
In this example the main stakeholders are:

« “Crisis management staff
« Coordination groups

- FR commanders

« FR on-site command staff"

and the situation is as follows:

In disaster situations which a) last for a
longer period time or which imply side-
effects for such a period of time and b)
which are related with some complex
background in terms of meteorology,
technelogy, natural sciences, population,

etc. (flooding, q with
after-shecks, leakages in critical
infrastructures.

) it is current bractice to

according to the 3 column layout
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The ‘media gallery’ can replace the normal attachments feature, with each ‘media
gallery’ paragraph containing one or more images, videos or files. This paragraph type
can have layouts selected, controlling how media is displayed. Options include left /
right floating regions, a grid gallery of media. Videos can be embedded as a preview
image, as well as a fully functioning video player.

3. Add Snippet

—
o
%"‘-\

The “Snippet” paragraph type allows you to embed text from any other content on your
site. You can specify whether the Summary, Body, or full Node is embedded and also
control the Layout the same as with Text paragraphs. You can also either display the
Title of the referenced content or hide the title, or override the title with your own text.

By “locking” the snippet to the old revision, the old document will continue to display
the original SOP even if the SOP is updated later. If you “unlock” the snippet, then it
will display the latest version of the related SOP.

One of the best features of Snippets is the ability to lock which revision you want to
display. Open Atrium access controls are also respected when displaying snippets. If
you reference content that the user doesn’t have permission to view, that snippet will
be removed from the displayed text. Users still only see the content they are
allowed. This provides a very powerful way to create rich documents that contain
different snippets of reusable content for different user roles and permissions.

4. Add Related Content

&

This feature allows for other content types within the OpenAtrium platform to be
referenced and inserted into the current document. It can display either a summary or
the full content of another document. This includes all of the referenced document’s
functionality. For example referencing an external discussion will show all the
discussion replies and provide a reply form, or a referenced document containing a
media gallery will also shown in full.
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Notes about adding content in OpenAtrium:

When floating paragraphs to the left or right, the text from other paragraphs will flow
around it, just as if the media had been embedded into the WYSIWYG. To move
floating paragraphs, for example images or callout text to a different location in the
document, simply drag the paragraph up or down the sequence of paragraphs within
the document.

It is important to note that in Open Atrium, images directly embedded into the
Body WYSIWYG field becomes Public, bypassing the normal OA access control
rules. However, anything added to a Media paragraph works more like the
Attachment field and properly inherits the access permission of the story document
being created. Thus, the Media paragraph provides a way to embed Media within
documents, while retaining proper privacy permissions.
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9.6 Appendix 6: questionnaires and focus group guidelines mentioned in the
text of the Deliverable

2D SeclnCoRe

SECURE DYNAMIC CLOUD FOR
INFORMATION, COMMUNICATION AND RESOURCE INTEROPERABILITY
BASED ON PAN-EUROPEAN DISASTER INVENTORY

Internal validation of the ELSI based on D2.3

Simona De Rosa, Antonella Passani
T6 Ecosystems

July, 2015

Work Package 5

Project Coordinator
Prof. Dr.- Ing. Rainer Koch (University of Paderborn)

7th Framework Programme
for Research and Technological Development
COOPERATION

SEC-2012.5.1-1 Analysis and identification of security systems
and data set used by first responders and police authorities
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The research leading to these results has received funding from the European
Union Seventh Framework Programme (FP7/2007-2013) under grant agreement
n°607832.

Authors

e T6 Ecosystems Simona De Rosa
t‘ Email: s.derosa@t-6.it

o Antonella Passani
Email: a.passani@t-6.it

Introduction to the survey

As part of SeclnCoRe, T6 Ecosystems srl is conducting a survey addressed to the
SecInCoRe partners in order to validate ELSI through D2.3.

Before starting filling-in the questionnaire, please read the entire D2.3. However,
please notice that you will find texts extracted from the D2.3 that will help you
answering to the questions.

We estimate that the survey will take about 45 minutes to be completed.
Please answer all questions from the viewpoint of your organisation.

Please answer each question by ticking the appropriate answer(s) or providing your
answer in the designated space.

In case some questions are not clear, or show aspects you think are not relevant,
please list us your suggestions/opinions to help us improving the questionnaire. Feel
free to add comments after the text of the question where you think they need to be
improved.

Please, rename the file by adding your initials and send the filled-in
guestionnaire to s.derosa@t-6.it.

The deadline fixed to receive the questionnaire is August 21°. If you cannot
meet this deadline, please inform as asap and propose a new deadline (before
the Athens meeting) so that we will not disturb you with reminders.
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Thank you for the time you dedicate to this survey! In case you need any support or
clarification please contact Simona De Rosa at s.derosa@t-6.it or Antonella Passani at
a.passani@t-6.it

Internal validation on D2.3

Name and Surname

Institution

D.2.3 goals and needs

"The goals of the research so far have focused on determining what is needed (in terms of
common data sets, guidelines, sharing initiatives, technology, etc.) in order to design ethically
aware socio-technical practices in disaster IT interoperability, including the value of examining
practices in situ — in location, in practice, and towards specific ends (Dourish, 2001; Suchman,
2007)" (p.12 D2.3)

1. Analysing the deliverable, how do you assess the capacity of the deliverable to
determine what is needed in designing ethically aware socio-technical practices?

Please attribute a value from 1 to 6 where 1 is "totally unable" and 6 is "highly

capable”

"As part of the design of this research, we were well aware that it is impossible to gain sufficiently
rich understanding of emergent practices and conventions of information sharing through studies
of potential users, use contexts, or technologies alone. Consequently, to better understand how
problems are formulated, needs expressed, or solution envisioned, we have been employing
inventive and mobile methods like co-design, participant observation, and go-along to help make
visible these otherwise unknowable practices, opportunities, and consequences (Bellotti et al.,
2002; Brigham & Introna, 2007; Blscher, M., Urry, J., Witchger, 2011; Dourish & Bell, 2011; Lave,
1988; Lury & Wakeford, 2012). This way, we aspire to produce both discursive and practical co-
realisation of socio-technical futures (Hartswood et al., 2008) in a way that can inform practice,
design, and policy." (p.12)

2. Do you agree with the methods envisaged to derive final conclusions on emergency
services?
1 Yes
0 No (If not, how do you suggest to improve it?)

Data Protection
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"In the development of technology and in the undertaking of research, it is essential that the
SecInCoRe project upholds legal standards relating to data protection in order to protect the
privacy of end users and stakeholders." (p.15)

3. At the current stage of the project, do you think that SecinCoRe is going in the right
direction in order to protect the privacy of direct users and stakeholders?
1 Yes
[0 No (If not, how do you suggest to improve it?)

4. To what extent does this deliverable provide useful info in this regard?
Please attribute a value from 1 to 6 where 1 is "totally useless" and 6 is "extremely
useful"

Actions at the scenes

"We have also found that the needs for translation are greater than expected. While the
translation of language and terminology was expected, it also appears that we need translation of
roles, procedures, expectations, and technological standards.” (p.34)

5. According to your experience in the sector, how do you judge the need for
translation?

Please attribute a value from 1 to 6 where 1 is "totally useless" and 6 is "extremely

useful”

6. Particularly, do you think that translations will constitute a key asset of SecinCoRe
outputs?
Please attribute a value from 1 to 6 where 1 is "totally useless" and 6 is "extremely useful"
(If you assign 3 or below, please describe why)

Information analysis during operations

"One of the things SecinCoRe needs to do is examine in greater detail the relationships
between information exchange and evaluation at the scene, in the EOCs, during the
planning as an operation begins, and planning once the initial 48-72 hours are over to
better understand how data provided within a CIS becomes both trusted and relied upon.”

(p-35)

"SecIlnCoRe needs to better understand how these risks assessments take place in order
to understand what new kinds of information could enhance these assessments in
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invaluable ways and to avoid adding more information that simple increases the number of

questions to be asked." (p.36)

7. Do you agree with both quoted points?
1 Yes
1 No (If not, please explain why )

Report on users goals

Looking at the section 6 "Report on user goals"”, please give a look at all sub-sections and

answer to the following questions:

8. Do you agree with affirmation in the section Sharing and Trust?

Please attribute a value from 1 to 6 where 1 is "totally disagree"” and 6 is "totally
agree".

9. Do you agree with affirmation in section the re-emptive? risk assessment/ethical
foresight? Please attribute a value from 1 to 6 where 1 is "totally disagree"” and 6 is
"totally
agree".

10. Do you agree with affirmation in the section Need to manage formal with informal,

frameworks with improvisation?
Please attribute a value from 1 to 6 where 1 is "totally disagree" and 6 is
agree".

"totally

11. Do you agree with affirmation in the section Inclusiveness?
Please attribute a value from 1 to 6 where 1 is "totally disagree" and 6 is
agree".

"totally

12. Do you agree with affirmation in the section Adaptability?
Please attribute a value from 1 to 6 where 1 is "totally disagree" and 6 is
agree".

"totally

13. Do you agree with affirmation in the section Simplicity and Transparency?
Please attribute a value from 1 to 6 where 1 is "totally disagree" and 6 is
agree".

"totally

14. Do you agree with affirmation in the section Diversity?
Please attribute a value from 1 to 6 where 1 is "totally disagree” and 6 is
agree".

“"totally

15. Do you agree with affirmation in the section Access and equality?
Please attribute a value from 1 to 6 where 1 is "totally disagree” and 6 is
agree".

“"totally
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16. Do you agree with affirmation in the section Aligning local and distributes meaning
making? Please attribute a value from 1 to 6 where 1 is "totally disagree" and 6 is
"totally
agree".

17. Do you agree with affirmation in the section Need for democratic accountability and
human rights protection?

Please attribute a value from 1 to 6 where 1 is "totally disagree" and 6 is "totally

agree".

Summary of ELSI, based on first EIA and PIA

18. How do you judge the level of utility of EIA and PIA’s exercises?
Please attribute a value from 1 to 6 where 1 is "totally useless" and 6 is "extremely
useful”

19. Do you think that the following list is exhaustive?
1 Yes
[0 No (If not, what is missing?)

"The consortium members identified a list of ethical issues with which they were already
familiar, including: (p.43)
Access
Diversity
Dignity
Protect against discrimination
Security and managing of sensitive data
Anonymity
Professional Integrity
Accountability
Fairness"
Practical recommendations
Build the system in a way that enables trust

According to following texts, to what extent do you agree with following sentences?

20. "According to almost all the interviewees, trust comes from getting to know
people. SecInCoRe has to balance the technological interactions with the needs
for social interactions".

Please, attribute a value from 1 to 6 where 1 is "totally disagree"” and 6 is "totally
agree"

21. "There is also the need to help establish/make accessible sharing protocols,
since these protocols that help establish methods for data protection that make
sharing secure and trustworthy. In this way the system has to actively
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encourage legal compliance in ways that make it conscious for those engaging
with the system and the data.”
Please, attribute a value from 1 to 6 where 1 is "totally disagree" and 6 is "totally
agree"

22. "The system needs to be technologically reliable for data to be entrusted to it
and practices to be consistent with it. Moreover, there is a need to design CIS
such that users do not perceive a loss of control. Doing so will create tensions
and become a barrier to interoperability and potentially lead to data protection
as a false excuse for not sharing."

Please, attribute a value from 1 to 6 where 1 is "totally disagree" and 6 is "totally
agree"

23. "The system should be built in a way that acknowledge the balance between
verbal/face-to-face and text/automation, as it is this balance that establishes
trust and accountability between the two ends of the communication practices.”

Please, attribute a value from 1 to 6 where 1 is "totally disagree" and 6 is "totally
agree"

24. "There is a need to gather the capabilities of all stakeholders in ways that are
translatable. Without understand what other groups can do and should do, it is
difficult to know what kind of data security measures need to be in place,
impeding either sharing or protection. We need to gather expectations of one
group from another in order to create stronger links between them, so it
becomes clear whose role it is to ensure data protection.”

Please, attribute a value from 1 to 6 where 1 is "totally disagree" and 6 is "totally
agree"

25. "We need to provide guidance for users to know who to talk to in order to initiate
new working relationships. Without such knowledge, data can travel through
indirect pathways making protection and privacy more challenging than
necessary."

Please, attribute a value from 1 to 6 where 1 is "totally disagree" and 6 is "totally
agree"

26. "We also need to draw upon commonalities in crisis management models to aid
translation and provide an information framework that does not force one
agency to adopt another agencies approach but instead helps to understand
(for us in terms of design needs and for our users in terms of why some data
should and shouldn’t be shared in a given circumstance) how the variations in
the models lead to different data uses and when/who to communicate with in
other agencies."

Please, attribute a value from 1 to 6 where 1 is "totally disagree" and 6 is "totally
agree"

27. "For any of this to be successful, we need to help make accessible different
conception of / perspectives on risk."
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Please, attribute a value from 1 to 6 where 1 is "totally disagree" and 6 is "totally
agree"

28. "SecInCoRe needs to develop, at minimum, guidelines for data use as it is
being moves around various users over time. It also needs to manage the
shifting roles that occur as incidents unfold to deal with changes in decision-
making roles between agencies that lead to changes in data controllers and
processors."

Please, attribute a value from 1 to 6 where 1 is "totally disagree" and 6 is "totally
agree"

29. "We need to understand how major incidents are declared and the implications
of those processes and their differences from incident to incident and from
nation to nation."

Please, attribute a value from 1 to 6 where 1 is "totally disagree" and 6 is "totally
agree"

30. "A challenging task for SecInCoRe is to create a framework that clearly defines
the communication roles. To support such a framework, it needs to include
knowledge of the different stakeholders, perspectives, and expectations that
comprise the emergency practices."

Please, attribute a value from 1 to 6 where 1 is "totally disagree" and 6 is "totally
agree"

31. From your point of view, what is the more critical aspect that have to be taken
into account from practical recommendations?
Please, provide a description

Final questions

Considering D2.3, please indicate to what extent do you agree with the following
sentences by attributing a score from 1 to 6 where 1 is “| totally disagree” and 6 is “I
totally agree”. If you select 3, or values lower than 3, please describe why.

D2.3 defines useful concepts for the creation of the |1 |2 |3 |4 |5 |6
SecInCoRe socio-technical system

Which ones?

D2.3 offers practical advices that will be implemented |1 |2 (3 |4 |5 |6
in the creation of the system

Which ones?
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D2.3 stress out major issues that have to be taken |12 |3 |4 |5 |6
into account during next steps of the project

Why? How?

Other (please specify) 112 3|4 |5 |6

Why? How?
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Introduction to the survey

As part of SeclnCoRe, T6 Ecosystems srl is conducting a survey addressed to the
SecInCoRE partners in order to validate the Pan-European inventory through D2.1.

Before starting filling-in the questionnaire, please read the entire D2.1. However, you
will find texts and tables extracted from the D2.1 that will help you answering to the
guestions.

We estimate that the survey will take about 45 minutes to be completed.
Please answer all questions from the viewpoint of your organisation.

Please answer each question by ticking the appropriate answer(s) or providing your
answer in the designated space.

In case some questions are not clear, or show aspects you think are not relevant,
please list us your suggestions/opinions to help us improving the questionnaire. Feel
free to add comments after the text of the question where you think they need to be
improved.

Please, rename the file by adding your initials and send the filled-in
guestionnaire to s.derosa@t-6.it.

The deadline fixed to receive the questionnaire is August 21° . If you cannot
meet this deadline, please inform as asap and propose a new deadline (before
the Athens meeting) so that we will not disturb you with reminders.

Thank you for the time you dedicate to this survey! In case you need any support or
clarification please contact Simona De Rosa at s.derosa@t-6.it or Antonella Passani at
a.passani@t-6.it

Internal validation of the Pan-European inventory based on D2.1
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Name and Surname

Institution

Internal Validation on:

1. Pan-European inventory: concept and development
2. Pan-European disaster inventory: concept and development

Pan-European inventory: concept

Please read the following text about the inventory and answer to the questions.

“The inventory could, firstly, be purely a more qualitative and detailed database of past
disaster events than existing resources. An example of use would be an emergency
response agency in the process of developing new emergency plans, turning to the
inventory to understand the breadth of and real world unfolding of potential risks and to
learn from past experiences to formulate the best possible plans. Or, in a more
dynamic scenario, a group of first responders actively engaged in a mission may be
faced with a potentially toxic chemical spill. They could search the inventory for
potentially similar cases and glean information about lessons learnt, crisis
management models employed, stakeholders involved, and so on. Secondly, the
inventory could include access to a library of past disaster reports and other
bibliographic resources that its entries are based upon, enabling users to follow up
research. Some of these resources may be openly available, others only on a basis of
subscription or special request. Thirdly, the SecinCoRe Pan-European inventory could
be a community resource, initially set-up, managed and monitored by the SecInCoRe
project and adopted by the ERC or CRED or similar organisation, where interested
parties can contribute under the guidance of experts, as well as being granted access
to the information. Examples of use would include the above, but also contributions,
such as response agencies providing information about past events, difficulties, their
causes and solutions found during the response to a disaster, which had not been
captured by official after-action reviews or which had been represented only partially,
but which allow important lessons. Thirdly, the SecinCoRe Pan-European inventory
could also be a gateway to data that are referred to in the inventory, utilising advanced
ICT to support construction and maintenance of temporary shared information spaces.
A use example would be reference to the inventory by a response agency during the
response or recovery phases of a disaster, discovery of useful open or proprietary or
otherwise closed datasets, and the ability to access such data either directly or request
access by following links.” (D2.1, p.218-219).

1. In your opinion, how clear is the idea of the inventory?
Please attribute a value from 1 to 6 where 1 is "totally unclear" and 6 is
"perfectly clear".

2. What do you think it is the strongest aspect offered by the inventory?
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Please, provide a
description

What do you think is the weakest aspect offered by the inventory?
Please, provide a
description

In your opinion, who will be most interested in the inventory? (Government, first
responders, civil society,
etc.)

What do you think is missing in the design of the inventory?
Please, provide a
description

What is, in your opinion, the most innovative aspect of the inventory?
Please, provide a
description
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Pan-European inventory: development
Please read the following text about what the inventory will contain.

“Thus any inventory needs to consider stakeholders within first responder agencies
and police authorities, but also consider how they may collaborate with other actors.
Second, a range of information management processes need to be included in the
inventory, specifically trends and constraints in the deployment of crisis management
models, information systems, data-sets used, and information flows such that it
becomes possible to see their relationship to successes and difficulties faced at times
of interoperability. Technical and organisational interoperability is often deeply affected
by the business models that underpin disaster response (...) We also develop a
discussion of a set of ELSI related challenges and opportunities, where consideration
as part of the inventory design can significantly add to the usefulness and value of the
inventory.” (D2.1 p.182).

According to the categories underlined in the text:

7. To what extent different types of stakeholders need to be included in the
inventory?
Please assign a value from 1 to 6 where 1 is "we can exclude it" and 6 is
"absolutely central in the
inventory”

8. To what extent different types of information management processes need to

be included in the inventory?
Please assign a value from 1 to 6 where 1 is "we can exclude it" and 6 is

"absolutely central in the
inventory"
9. To what extent different types of crises management models need to be

included in the inventory?

Please assign a score from 1 to 6 where 1 is "we can exclude it" and 6 is
"absolutely central in the
inventory"

10. To what extent different types of information systems need to be included in the

inventory?
Please assign a score from 1 to 6 where 1 is "we can exclude it" and 6 is
"absolutely central in the
inventory"
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To what extent different types of data-sets used need to be included in the
inventory?

Please assign a score from 1 to 6 where 1 is "we can exclude it" and 6 is
"absolutely central in the
inventory"

To what extent different information flows used need to be included in the

inventory?
Please assign a score from 1 to 6 where 1 is "we can exclude it" and 6 is
"absolutely central in the
inventory"

To what extent business models need to be included in the inventory?

Please assign a score from 1 to 6 where 1 is "we can exclude it" and 6 is
"absolutely central in the
inventory"

To what extent a set of ELSI need to be included in the inventory?

Please assign a score from 1 to 6 where 1 is “we can exclude it" and 6 is
"absolutely central in the
inventory"

What kind of information do you think have to be added to the inventory?
Please, provide a
description
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Please, read carefully the table below before answering to the following

guestion.

16. How relevant do you judge each criteria envisaged for ach theme? Please use
the last column on the right for attributing a value from 1 to 6 where 1 is "not
relevant” and 6 is "very important”. Please do so for all the criteria listed in the

table.

Theme

Summary of Issues

Criteria for inventory

Provide
a score

Stakeholders

General Conclusion: not all
stakeholders are at the
scene of the disaster nor are
first responders the only
stakeholders that should be
considered in an inventory of
this type

Informally organised local
community members are
often involved in responding
for quite a while

Governments cannot
address all socio-cultural
issues and rely on outside
help

Who is including changes
what data is used and when.

Issues of different
terminology/jargon

Different priorities, values,
and requirements for trust.

170

Include these
stakeholders, how they
helped, and why they
were needed

1. Include data about
their actions as
well as have
portions of their
data that are
available to such

groups
should track what kind of
data is regularly
maintained by the

different stakeholders

specifics about the
broader range of potential
stakeholders and a
general list of their
disaster response terms

Includes different
stakeholder priorities and
foci for specific disasters
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Different privacy and liability
needs

Cannot assume all data is
equal. Need to consider
ethical implications of
sharing data within the
inventory

Crisis
management
models

General Conclusion: not all
use command and control,
and those who do not
interpret it in the same way

There exist a seemingly
endless number of plans that
derive from the general
command and control model,
plans that the cases
demonstrated to not
automatically synchronize

Plans cannot always foresee
all the agencies involved and
leave roles unclear

The same terms are used to
reference different
procedures or decision-
making positions in different
plans

The existence of a common
model does not imply plans
exist for all situations or that
one generic plan will provide

guidance for crisis
management  during  all
disasters

ICS system does not offer
much flexibility for quick
change, so at times is not
easily scalable or adaptable
to unknowns.

171

Need to document the
variations, not just general
plans. This needs to
include the scalability of
each plan as well as who
IS expected in partnership
for each plan

Need to record who is
involved, in detail, during
given disasters to help
future plans be more
complete

Need detailed definitions
of and relationships
between positions  of
responsibility as well as
levels and scale of action
for each plan

Need to record the range
of plans that exist within
each country to identify
gaps in other locations. It

also needs to include
disaster cases where
different standards and

plans were enacted but

struggled to be made
interoperable

Including details about
models and  disaster

events and plans can help
make visible the different
potential needs and allow
future users to use data to
build greater flexibility into
their plans
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Not everyone operates on
command and control

Plans that include liaisons
that regularly work with
multiple agencies are more
successful

Need to have cases that
demonstrate the variety of
plans and procedures
(and specifics about their
frequent incompatibilities
both  horizontally and
vertically) that are derived
from the same model

Need to record when
liaisons are used and why

Data-sets

General conclusions:
equally as important as the
content of the data or the
hazard during which it is
gathered are details about
how it is used, who gathers it
in different circumstances,
and why it could be useful.
Moreover, there is no one set
of rules for data gathering

What actually gets used
during a disaster is very
situation-dependent

Sometimes a data-set works
for one group but not another

Some data-sets were only
referenced as lessons learnt

Some data sets are available
but not tested/proofed and
often don’t make it into the
formal incident reports
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If grouped, it should not
be by hazard but by the
function the data plays

The inventory should
track background data,
level for detail, used as
well

The inventory should be
searchable for cases such
as these, when typical
patterns of  data-set
collection did not work,
their causes, and their
solutions

Should not just limit
inventory to data sets
already determined to be
effective

The inventory needs to
draw on more than just
incident reports and be
sure to include both what
is mentioned in academic
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research on the disasters,
in the media, and in social
media

How and who does the | The inventory needs to
gathering matters as much | include not just what data
as the data content itself sets but who is
responsible for gathering
in different circumstances.
It also needs to track the
procedures  for  such
shifting of responsibilities

The inventory should note
when data-set was
gathered and the
frequency and longevity of
the related data-sets

Circumstances for public | Details about the
access to the data-sets are | reasoning and effects of
not set in stone, but| public release need to be
important to consider when | recorded

gathering the data

It is much easier to gather | The inventory needs to
economic statistics than data | address this disparity of
on the impacts on residents | data in order  for
responders to better serve
the needs of victims that
cannot be reduced to
numbers

Much of this data is not in | The range of formats that
numerical form, but also in | the data set is gathered in
video, figures, maps, forms | should be recorded along
equally as helpful as | with data type

numbers. The inventory needs to

set up a search system
that is capable of
managing searches of
multiple data format within
a single search

Different things can be asked | The inventory should

of the same data-set record to what uses the
data is put (what
information it is

transformed into)

Information
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Systems

Too generic to structure use

Too local to become

integrated

Mobile resources are vital to
these system functioning

Use patterns are hard to
break

Sparsity of information from
reports

Need record how generic
systems were used in
specific situations (both in
terms of data gathered
and products produced)

Need to list local systems
to understand how they
structure information to
see the potential for
flexibility and collaboration

Need to collect when and
in what formats access to
information in the field
was used. Also need to
collect when such
systems failed or were
inaccessible to predict the
limitations of any given
system

Need to include details of
why an older system is
stil in use to help
understand why their
users might not transition
to a new system. It should
also take note to why a
new system gets adopted

Cannot rely on reports
alone for Information
systems data or criteria
for the inventory

Information
Flows

conclusion: it
be assumed that
working under the same
model, or even the same
plan, will automatically lead
to unproblematic information
flow

Different stakeholders will
have different flows. These
will also vary by country,
region, and potentially even
hazard.

General
cannot

174

Track flow plans
modifications as a
disaster shifts scale

Track when modifications
are requested to the
information flow, either
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Different data sets have
different flow patterns

Different information systems
encourage specific flows.

Side-channels do and will
exist

during a response or
recommended after the
response and why they
were necessary

Record electronic
notification systems, data
repositories, and criteria
for specific data sets to
flow to the next
stakeholder/decision-
maker

The inventory needs to
track both flow nodes and
pathways, the security
and restrictions at each,
and who uses which ones

Case studies should be
included that relied on
such side channels for
their  operations and
explanations for their uses
should be included

Document such cases
where personal mobile
phones get used,

including what technology
was supposed to be used
or why the data could not
follow formal pathways

Data for the case studies

needs to come from
stakeholders involved in
these side channels,
news reports, and
interviews with the
individuals involved in
establishing the side-
channels.
Interoperability | General Conclusion: the

ability for different groups to

work together depends upon

everything from data format

to definitions of risk to how

much is shared at once

The ability to share data |In what format is data
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affects all
communications
collaboration

potential
and

How the data will be shared
matters

As data is shared it moves
from one decision-making
process to another and the
criteria for assessment and
definitions of usefulness
frequently change
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collected and stored.

It also needs to be able to
search for different data
combining success and
problems.

At what scale/resolution is
data collected

How often is the data
collected
the inventory needs to

connect information about
data type with information
system and flow.

What are the standard
use  procedures and
protocols

Need to look at disasters
that successfully
employed other methods
of communications. Need
also to collect cases when
phones were relied upon
to understand why they
were used rather than an
alternative to incorporate
into our system whatever
need it is they serve.

data
in
where

to collect
situations

needs
about
disasters
responders  successfully
employed methods of
communication other than
phones and radios

Collect the
asked by
agency/organization
the data they use.

guestions
each
of

Collect information about
what each agency
considers at risk during a
disaster and how threat is
defined for different
hazards.
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too much data is shared at
once, overloading the
system.

liaisons or a physical centre
are vital to interoperability to
help align priorities, goals,
and terminology

The MOUs between groups
are as important as data
format and technologies of
exchange.

Who has access affects the
ability of different groups to
be on the same page and
trust each other.

Collect moments when
systems get overloaded,
why, and what creative
solutions were provided.

The inventory needs to
record situations when
these actors or places
were described as vital
and what problems they
solved.

The inventory needs to
produce a translator
software or employ a
common language for all
data.

Need to collect MOUs at
multiple different scales
(national, regional, city)

Collect typical
accessibility patterns for
data types by region.
Designing the inventory in
a way that is accessible to
a wider range @ of
stakeholders can improve
communication and
information flow in the
future.

Business
Models

Academics are frequently
expected to provide basic
data, research, and analysis
during disaster response.

the regional and higher scale
plans would be written with
intentional gaps and cannot
be relied upon to structure
the form interoperability or
collaboration will take.

177

An  inventory  should
include not just the data
and information systems
academics are involved
with, but the role of the
institutions in the larger
response process.

SPEDI needs to record all
stakeholder business
models.
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Focusing only on first
responders or government
response in general will often
miss major decision-making
stakeholders, would not
adequately define the crisis
management models in use,
nor would offer a complete
picture of the information
systems required for a
response.

Interdisciplinary relationships
are necessary

Outsourcing is becoming
increasingly common in
emergency response.

Increase reliance by
emergency responders upon
private data providers

Business models beyond
government partnerships
need to be explored.

Inventory should be able
to be accessible to both
public and private actors
in such a disaster
response.

The inventory needs to be
searchable by business
model so users can
compare the different
situations and results.

The inventory needs to
track where data comes
from and how it is
obtained. It also should
track  successes and
failures in the use of
private data.

ELSI

General Conclusions: A
wide range of ELSI to do with
the exceptional nature of
emergencies, fairness,
autonomy, dignity, liability
and responsibility arise.
These can be divided into
emergency, information and
technology ELSI to derive
some key factors to inform
the design of a disaster
inventory.

More than numbers.
Beyond money and life
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There is a need for
diverse gualitative
information about past
disaster events and
response efforts, beyond
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economic impacts and
numbers.

Fair representation, Stakeholders and events
should be represented
fairly and truthfully, in
ways that can be
Careful Categorisation validated, supporting trust
and cooperation.

Inference, Including the
excluded

Trust in Data

Long term and indirect | The full range of effects
effects should be reported.

Exceptionality of exceptions | An overemphasis on the
exceptionality of disasters
can cloud responsibilities
to predict and prepare.

Considering the following table on data-set collected during disasters
(contained in D2.1, p. 201) please answer to the following questions.

General Incident Data

Number ill/injured

Number deaths

Number damage buildings

Damaged infrastructure

Damaged property

Insurance claims

Hazard details (like earthquake magnitude, fire perimeters,
crash location)

Evacuation orders/persons

Shelter locations, statuses, and evacuees in each shelter

Timeline of events

Number and type of aid requests

Staging locations

ICP/Command centre locations

Affected responders

Public Health information

Active investigations/questionnaire and case study results and
statuses

Food/water safety test results

Scientific models of toxin spread
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Patient Health information

Number patients at each hospital

Patient diagnoses

Blood test results

Finger print databases

Material r

esources

Hospital resources

Food/water resources

Transportation

Workers

Hospital staff, specialty, training

Emergency responders in the field, time worked

Tasks assigned

Unit from

Environm

ental data:

Hazard zones

Weather

Hazardous materials

Economic data

Business income gains/losses

Industrial activity

Affected businesses

Response expenditures

Spatial data

Demographics

Cultural heritage/points of cultural value

Topographic data

Mobile phone data

Power infrastructure

Transportation infrastructure

Traffic information

Staging locations

Command centre locations

Points of specific action (like active fire line fighting or police
blockades)

Travel restrictions

Water authorities

Jurisdictional boundaries

Responsibility zones

Land use

Evacuation routes
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Communication

warning provided
call-outs
evacuation orders

How do you assess the completeness of the list?
Please, indicate a value from 1 to 6 where 1 is "not complete” and 6 "is fully
complete”

Referring to the previous table, if any, what kind of data do you think have to be
added to the list?
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Pan-European disaster inventory (concept)

Deliverable 2.1 “begins to develop criteria for the kinds of disaster events that
would be useful to include in a pan-European inventory that forms the basis for the
design of a common information space and the kind of information about the
disasters that should be incorporated.”

Please give a look at the paragraph “Criteria for including specific disaster
events in the inventory”, (D2.1 p.20) and answer to the following questions.

Do you agree with the criteria used (D2.1, p.23) for including disasters in the
inventory?

Please indicate a score from 1 to 6 where 1 is "l totally disagree" and 6 is "l totally
agree".

If you think that other criteria have to be enlisted, please indicate them here below

Giving a look at the template (D2.1, p.25) how do you assess the correctness of
the template used to collect disaster information?

Please indicate a score from 1-6 where 1 is "totally incorrect" and 6 "is completely
correct". If you assign 3 or lower: please indicate
why

Pan-European disaster inventory (development)

Looking at the following table, how do you assess the level of completeness of the
data set at the moment?

Please provide a value from 1 to 6 where 1 is "not complete" and 6 is "fully
complete”. If you assign 3 or lower. please indicate what is
missed

Snapshot of Disaster Case Studies Number of Cases ‘

Earthquake

Epidemic/Disease

Severe Weather (cold/hot/storm/flood)

182



D5.3 Validation Strategy, o
Version 2 (ic) @S@@E@C@R@

Public deliverable

Volcano Eruption 1
Wildfire 1
Technological-Hazards n=5
Plane/Train Crash 1
Oil/Chemical Spill 2
Infrastructure Failure (e.g. blackouts/building 1
collapse)
Explosion 1
Social-Hazards n=4
Terrorism 2
Shooting 1
Crowd Control/Security Negligence 1
Total Number of Cases n=17

Please give a look at all case studies described in D2.1 and answer to the
following questions.

6. Do you think that at this stage the past disaster inventory is offering a sufficient

covering of the European level of disasters?
Please indicate a value from 1 to 6 where 1 is “not sufficiently covered” and 6 is
“very well covered”. If you select 3, or values lower, please describe why

Do you think that at this stage the past disaster inventory is offering a sufficient
covering at region level? Please indicate a value from 1 to 6 where 1 is “not
sufficiently covered” and 6 is “very well covered”. If you select 3, or values lower,
please describe why

Do you think that at this stage the past disaster inventory is sufficiently covering
different kind of disasters? Please indicate a value from 1 to 6 where 1 is “not
sufficiently covered” and 6 is “very well covered”. If you select 3, or values lower,
please describe why

Do you think that at the current stage the past disaster inventory is covering
sufficiently different kinds of stakeholders? Please indicate a value from 1 to 6
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where 1 is “not sufficiently covered” and 6 is “very well covered”. If you select 3, or
values lower, please describe why

By utilising the link:
http://31.171.245.222:8080/appframework/#!app/scenariodatabase

Please, get access to the database where past disaster are stored and answer to
the following questions about a key dimension on the impact of the information:
the quality (Knight and Burn, 2005)*2.

10.  How do you assess the reliability™® of the database?
Please indicate a value from 1 to 6 where 1 is “not reliable” and 6 is “totally reliable”.
If you select 3, or values lower, please describe
why

11.  How do you assess the usability?® of the database?
Please indicate a value from 1 to 6 where 1 is “not usable” and 6 is “highly usable”.
If  you select 3, or  values lower, please describe  why

12.  How do you assess the understandability”* of the database?
Please indicate a value from 1 to 6 where 1 is “not understandable” and 6 is “totally
understandable”. If you select 3, or values lower, please describe why

13.  How do you assess the accessibility?” of the database?
Please indicate a value from 1 to 6 where 1 is “not accessible” and 6 is “totally
accessible”. If you select 3, or values Ilower, please describe why

14. How do you assess the consistency? of the database?
Please indicate a value from 1 to 6 where 1 is “not sufficiently consistent” and 6 is
“‘completely consistent”. If you select 3, or values lower, please describe why

'8 Knight, Shirlee-ann, and Janice M. Burn. "Developing a framework for assessing information quality on the World
Wide Web." Informing Science: International Journal of an Emerging Trans-discipline 8.5 (2005): 159-172.

' The extent to which information is correct and reliable

%% The extent to which information is clear and easily used

%! The extent to which data are clear without ambiguity and easily comprehended

*2 The extent to which information is available, or easily and quickly retrievable

2 The extent to which information is presented in the same format and compatible with previous data
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15.  How do you assess the relevancy®* of the database?
Please indicate a value from 1 to 6 where 1 is “highly irrelevant” and 6 is “highly
relevant”. If you select 3, or values Ilower, please describe why

16. How do you assess the accuracy® of the database?
Please indicate a value from 1 to 6 where 1 is “not accurate” and 6 is “totally
accurate”. If you select 3, or values Ilower, please describe why

17. How do you assess the amount of data® of the database?
Please indicate a value from 1 to 6 where 1 is “not appropriate” and 6 is “totally
appropriate”. If you select 3, or values lower, please describe why

18.  How do you assess the navigation®’ of the database?
Please indicate a value from 1 to 6 where 1 is “highly insufficient” and 6 is “totally
positive”. If you select 3, or values Ilower, please describe why

19.  How do you assess the efficiency?® of the database?
Please indicate a value from 1 to 6 where 1 is “very low” and 6 is “very high”. If you
select 3, or values lower, please describe why

20. How do you assess the value added® offered by the database?
Please indicate a value from 1 to 6 where 1 is “very low” and 6 is “very high”. If you
select 3, or values lower, please describe why

24 The extent to which information is applicable and helpful for the task at hand

%5 The extent to which data are correct, reliable and certified free of error

%6 The extent to which the guantity or volume of available data is appropriate

%" The extent to which data are easily found and linked to

%8 The extent to which data are able to quickly meet the information needs for the task
at hand

% The extent to which information is beneficial, provides advantages from its use
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Authors

[p——- T6 Ecosystems Simona De Rosa

. Q Email: s.derosa@t-6.it

Antonella Passani
Email: a.passani@t-6.it

Introduction to the survey

As part of SecIlnCoRe, the partner T6 Ecosystems srl is conducting a survey
addressed to the Advisory Board members of the project.

The purpose of this survey is related to the SecInCoRe evaluation activities.

The project defines evaluation as follows: “According to the definition of impact
provided by the International Association for Impact Assessment (IAIA) who specified
that the impact is the difference between what would happen with the action and what
would happen  without it.” (from Deliverable 5.2, available  at
http://www.secincore.eu/publications/deliverables/)

In line with this, one of the first steps indicated by the evaluation methodology is the
understanding of your working routine now and in a next step we will contact you again
to evaluated how the SecInCoRe results and outputs would change this.

The survey will take about 30 minutes to be completed.
Please answer all questions from the viewpoint of your organisation.

Please answer each question by ticking the appropriate answer(s) or providing your
answer in the designated space.

In case some questions are not applicable to your situation, or show aspects you think
are not relevant for the emergency world, please list us your suggestions/opinions to
help us improving the questionnaire. Feel free to add comments after the text of the
question where you think they need to be improved.

Please, notice that you can reply to this survey in a written form filling the
questionnaire until August 31" or you can write at s.derosa@t-6.it in order to
schedule a dedicated Skype call in the week from August, 24" to August, 31%

Thank you for the time you dedicate to this survey! In case you need any support or
clarification please contact Simona De Rosa at s.derosa@t-6.it or Antonella Passani at
a.passani@t-6.it
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Survey for advisory board and direct users

Name and Surname

Country

Position (according with table here attached)

a. Please describe your title and position accordingly to the terms used in
your organization

b. What are you responsible for?

First part:
1. Please describe your work:

a) What organisation do you work for?

b) Please describe the main objectives of your organisation.

c) How does your organisation engage in disaster response?

2. In which way are you personally involved in disaster management?

3.  Which instrument or tool do you most use to operate in such situation?

4. Considering the disaster circle and phases, which is the most challenging and
complex phase of your work?

5. What do you think is the most problematic aspect of your work?

6. Which aspects of your working routines need to be improved?

7. How do you think your working routines could be improved with the adoption of
new tools/concepts? Which kind of solutions you are looking for?

Second part: building a zero scenario
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8. Please, think to a real concluded disaster (X disaster) in which you were involved
and describe it.

a) What was your role in X disaster?

b) Which was the process (work flow) in which you were involved?

c) What technologies did you used during disasters? What for?

9. Inthe X disaster, with whom did you collaborate most?

a) By what means do you communicate during the X disasters?

10. What kinds of information/data sets did you use during disasters?

11. What information and/or data did you use to make decisions? Why did you use
this information and/or data?

12. Which were the main sources of information during X disaster?

13. Who can access such sources of information and how?

14. Is access to these information/data sets free of charge or do you need to pay for
accessing them? If you need to pay, how much and in which modality (yearly
subscription fee, pay per use, etc.)

15. How did you share information with during disasters?

16. In general, which information/data sets are not available during crisis events, but
would be beneficial?

17. In your opinion, how could these information/data sets best be made available
before, during, or after a disaster?
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In the chosen case, what did you think was the most relevant resource in order to
complete your work?

19.

In the chosen case, what did you think was the most relevant resource that you
were missing in order to complete your work? And why was this resource not
available

20.

How do you judge the management of the X disaster on a scale from 1 to 6 where
1 is “highly insufficient” and “6 is “highly sufficient”?

21.

Thinking to the results achieved in the X disaster, what could have been improved
and how?
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Questions to collect information about zero scenarios in relation to
preparedness

Zero scenarios.
Preparedness and training activities

1.

2.
3.

Thinking to the scenario that you described in the first survey, which are the
main figures involved in the preparation of a plan in your organisation?

How much is their gross average salary?

Thinking to the scenario that you described in the first survey how many
working days are needed to establish an emergency response plan?

Which is the medium costs that the Unit in charge of the establishment of the
emergency response plan have to sustain in order to build such plan besides
your human resources?

If more than one organisation is engaged, can you estimate the overall costs in
terms of human resources and other costs?

In the first survey you pointed out that you used XXXX information during the
emergency. Now, which kind of data would you use to plan a response to such
emergency?

How do you assess the level of the information quality that you use to prepare a
plan?

Given that the result of the planning. How do you assess the accuracy of the
plan? Please assign a score from 1 to 6.

If the plan that you have described was really applied to the emergency, how
the plan was important for the emergency and how was made by the
improvisation?

10.According to the Humanitarian Process Cycle (HPC) elements for prepare,

moow»

manage and deliver a humanitarian response are:

needs assessment and analysis
strategic response planning
resource mobilisation
implementation and monitoring
operational review and evaluation.

Do you agree with the envisaged working flow or do you follow a different
approach? Please describe it.

11.Which are the main figures involved in the preparation of a training exercise in

your organisation?

12.How much is their gross average salary?
13.How many working days are needed to establish a training exercise?
14.Which are the main costs that the Unit in charge of the training organization

have to sustain in order to build a training exercise besides your human
resources?

15.1f more than one organisation is engaged, can you estimate the overall costs of

training in terms of human resources and other costs?
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16.Which kind of data do you use to organise a training exercise as a preparation
in case of disaster?

17.How do you assess the level of the information that you use to prepare a
training exercise?

18.According to the disaster that you have described, how do you assess the
accuracy of the training exercise? Please assign a score from 1 to 6.
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